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COMPUTER SYSTEM LINCTin RV IWIVf. 
INFORMATTOIW TO DATA OR IFrTS 

Baclc^ound of the Tnvgnf j^n 

Hiding daa in imagery or audio is a technique weU known to artisans in the field, 
5 and is termed *'steganography." Tlierc are a number of diverse approaches to, and 
applications oU steganography. A tuief survey follows: 

British patent publication 2496.167 to lliom EMI discloses a system in which an 
audio recocding is electronically mixed with a marking signal indicai ve of the owner of 
the recording, where the combination is perceptually identical to the original. U.S. patents 
10 4,963,998 and 5^079,648 disclose variants of this system. 

US, Patent 5,319,735 to Bolt, Bercnak & Nevnnan rests on the same principles as 
the earlier Thorn EMI publication, but additionally addresses psycho-acoustic masting 
issues. 

U.S. Patents 4.425,642. 4.425,661, 5,404377 and 5.473.631 to Moses disclose 
15 various systems for imperceptibly embedding data into audio signals - the latter two 
patents particularly focusing on neural network implementations and perceptual coding 
details. 

U.S. Patent 4,943,973 to AT&T discloses a system employing spread spectrum 
techniques for adding a low level noise signal to other data to convey auxiliary data 
20 therewith. The patent is particularly illusu-ated in the context of transmitting network 
control signals along with digidzed voice signals. 

U.S. Patent 5,161,210 to U.S. Philips discloses a system in which additional low- 
level quantization levels are defined on ap audio signal to convey, e.g., a copy inhibit code> 
therewith. 

2S U.S. Patent 4.972,471 to Gxoss discloses a system intended to assist in the 

automated monitoring of audio (e.g. radio) signals for copyrighted materials by reference 
to identification signals sublimmally embedded therein. 

U.S. Patent 5,243,423 to DeJean discloses a video steganography system which 
encodes digital dau (e.g. program syndication verification, copyright marking, media 

30 research, closed captioning, or like data) onto randomly selected video lines. DeJean relies 
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on television sync pulses to (rigger a stored pseudo random sequence which is XORed with 
the digital data and combined with the video. 

European application EP S81.3I7 discloses a system for redandantty marking 
images with mohi-bit identification codes. Each " 1 " ("0") bit of the code is manifested as 
S a slight increase (decrease) in pixel values around a plurality of spaced apart "signature 
points." Decoding proceeds by computing a difference between a suspect image and the 
original, unencoded image, and checking for pixel peitmfoations around the signature 
points. 

per application WO 95/14289 describes the present applicant's prior work in this 

10 field. 

Komatsu et al., describe an image marking technique in Iheir paper "A Proposal on 
Digital Watermark in Document Image Communication and Its Application to Realizing a 
Signaure/' Electmnics and romrmifiicafions in Jap^p. Part 1, Vol. 73, No. 1990, pp. 22- 
33- The work is somewhat difficult to follow but apparently results in a simple yes/no 
1 S determination of whether the watermark is present in a suspea image (e.g. a I bit encoded 
message). 

Others embed the information "in-band" (i.e. in the visible video signal itself). 
Examples include U.S. Patents 4,528.588, 4^95,950. and 5,3 19.453; European application 
441,702; and Maisui et. al. "Video-Sieganography: How to Secretly Embed a Signature in 
20 a Picture," IMA Intellectual Propert y Project PtDceRji nag January 1994. Vol I , Issue ] , 
pp. 187-205. 

Copyright marking of video and multimedia is found in "Access Control and 
Copyright Protection for Images (ACCOPI), WorkPackage 8: Watermarking," June 30. 
1995. 46 pages. TALISMAN, appears to extend certain of the ACCOPI work. 
25 A British company, Highwater FBI, Ltd., has introduced a software product which 

is said to imperceptibly embed identifying information into photogr^qihs and other 
gra{^]cal images. This technology is the subject of European patent applications 
9400971.9 (filed January 19. 1994), 9504221.2 (filed March 2, 1995), and 9513790.7 (filed 
July 3. 1 995), the first of which has been laid open as PCTT pubUcation WO 95/2029 1 . 

30 
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Brief Description Of Thft nrawttipg 
Fig. 1 is a simple and classic depiction of a one dimensional digital signal which is 
discredzed in both axes. 

Fig. 2 is a general overview, widi detailed description of steps, of the process of 
5 embedding an "imperceptible* identification signal onto another signal. 

Fig. 3 is a step-wise description of how a suspected copy of an original is identified. 
Fig. 4 is a schematic view of an apparatus for pre-exposing film with identification 
information. 

Rg. S is a diagram of a "black box" embodiment. 
10 Fig, 6 is a schematic block diagram of the embodiment of Fig. 5. 

Fig. 7 shows a variant of the Fig. 6 embodiment adapted to encode successive sets 
of input data with different code words but with the same noise data. 

Fig. 8 shows a variant of the Fig. 6 embodiment adapted to encode each frame of a 
videotaped production with a unique code number. 
15 Figs. 9A-9C are representations of an industry standard noise second. 

Fig. 10 shows an integrated circuit used in detecting standard noise codes. 
Fig. 1 1 shows a process flow for detecting a standard noise code that can be mtd in 
the Fig. 10 embodiment 

Fig. 12 is an embodiment employing a plurality of detectors. 
20 Fig. 13 shows an embodiment in which a pseudo-random noise frame is generated 

from an image. 

Fig. 14 illustrates how statistics of a signal can foe used in aid of decoding. 

Fig. IS shows how a signature signal can be preprocessed to increase its robustness 
in view of anticipated distortion. e.g. MPEG. 
25 Figs. 16 and 17 show embodiments in which infbnnation about a file is detailed 

both in a header, and in the file itself. 

Figs. 18-20 show details of embodiments using rotationally symmetric patterns. 

Fig. 21 shows encoding "bumps" rather than [nxels. 

Figs. 22-26 detail aspects of a security card. 
30 Fig. 27 is a diagram illustrating a network linking method using information 

embedded in data objects that have inherent noise. 
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Figs. 27 A and 27B show a typical web page, and a step in its encapsulation into a 
self extracting web page object 

Fig. 28 is a diagram of a photographic identification document or security card. 

Figs. 29 and 30 illustrate two embodinients by which subliminal digital graticules 
5 can be realized. 

Fig. 29 A shows a variation on the Fig. 29 embodimenL 

Figs. 31 A and 31B show the phase of spatial frequencies along two inclined axes. 

Figs. 32A - 32C show the phase of spatial frequencies along first, second and third 
concentric rings. 

10 Figs 33A - 33E show steps in the registration process for a subliminal graticule 

using inclined axes. 

Figs. 34A - 34E show steps in the registration process for a subliminal graticule 
using concentric rings. 

Figs. 35A - 35C shows fiiither steps in the registration process for a subliminal 
15 graticule using inclined axes. 

Figs. 36A - 36D show another registration process thai does not require a 2D FFT. 

Fig. 37 is a flow chart summarizing a registration process for subliminal graticules. 

Fig. 38 is a block diagram showing phncipa] components of an exemplary wireless 
telephony system. 

20 Fig. 39 is a block diagram of an exemplary steganographic encoder that can be used 

in the telephone of the Fig. 38 system. 

Fig. 40 is a block diagram of an exemplary steganographic decoder that can be used 
in the cell site of the Fig. 1 systent 

Figs. 4 1 A and 41B show exemplary bit cells used in one form of encoding. 
25 Fig.42 shows a hierarchical arrangement of signature blocks, sub-blocks, and bit 

cells used in one embodiment 

Fig. 43 shows a general overview of a computer system linked by using 
information embedded in the objects. 

Figs. 44'S9 are representative computer screens generated in accordance with 
30 the present invention. 
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Fig. 60 is a basic overview of how a traditional fife lieader can be replaced by 
a pointer to a database location where header infoimadon resides. 

Fig. 61 expands on Fig. 60 by illustrating that a pointer to a remote location 
can coexist with existing data file formats which might include headers. 
5 Fig. 62 is a basic map showing how an instrument or application can associate 

a pointer attached to an object to some remote digital storage location. 

Fig. 63 is a condensed depiction of a process that an instrument or application 
might go dirough in resolving and acting upon remote information pointed to by an 
attached pointer. 

ID Fig. 64 graphically illustrates that attached information can actually be 

sequences of actions or muldple sets of information. 

Fig. 65 shows how the basic principles of master identity objects can be used 
to fuel a reporting network wherein a central location can "keep track"" of where its 
copies migrate. 
15 Detailed Description 

In the following discussion of an illustrative embodiment, the words "signal" 
and "image" are used interchangeably to refer to both one, two, and even beyond two 
dimensions of digital signal. Examples will routinely switch back and forth between 
a one dimensional audto-cype digital signal and a two dimensional image-type 
20 digital signal. 

In order to fully describe the details of an illustrative embodiment, it is 
necessary first to describe the basic properties of a digital signal. Fig. I shows a 
classic representation of a one dimensional digital signal. The x<axis defmes the 
■ index numbers of sequence of digital "samples," and the y-axis is the instantaneous 
25 value of the signal at that sample, being consnrained to exist only at a finite number 
of levels defined as the "binary depth" of a digital sample. The example depicted in 
Fig. 1 has the value of 2 to the fourth power, or "4 bits,'' giving 16 allowed states of 
the sample value. 
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For audio mfonnatioa such as sound waves, it is conunoiUy accepted that the digitization process 
discretizes a connnuous phecotnena botii in tbe time domaio and in the signal teveJ domain. As such, the 
process of digxcizadon itself introduces a fundamental error source, in that it caonoc record detail smaller 
than the discretization interval in either domain. The industry has referred to this, among other ways, as 
3 'aliasing'* in the time domain, and "quantization noise^ in the signal levd domain. Thus, there will always 
be a basic error floor of a digital signal. Pure quantizatioa noise, measured b a loot mean square sense, 
is theoretically known to have the value of one over the square toot of twelve, or about 0.29 DN, where 
DN stands for "Digital Number' or the finest unit increment of the signal level. For example* a perftci 
12-bit digitizer will have 4096 allowed DN with an mnate root mean square noise floor of -0.29 DN. 

10 All known physical measuiensent processes add additiocal noise to the cransfonnation of a 

continuous signal into the digital torn. The quantization noise typically adds in guadramre (square root of 
the mean squares) to the "analog noise* of the measurement process, as ii is sometimes referred to. 

With almost all comtnercial and technical processes, the use of the decibel scale is used as a 
measure of signal and noise in a given reoording medium. The expressioQ ^signai-to-ooise latio' is 

15 generally used, as it will be in this disclosure. As an example, this disclosure refers to signal to noise 
ratios in terms of signal power and noise power> thus 20 dB represents a 10 times increase in signal 
ampiiiude. 

Id summary, this embodiment embeds an N-bic value onto an cniire signal through the addition of 
a very low amplitude encodatioa sigxzal which has the look of pure noise. N is usually at least 8 atKl is 

20 capped on the higher end by ultimate signal-to-Qoise considerations and ''bit error" in retrieving and 

decoding dte N-bit value. As a practical maner. N is chosen based on application specific considerations, 
such as die number of unique diiferem "signatures* that are desired. To illustrate, if N= 123. thm the 
omnber of uniijue digital signamra is in excess of lO'^^S (2'^I2S). This number is believed to be more 
than adequate to both ideatiiy the material with sufScient statistical certainty and to index exact sale and 

25 distribution mformation. 

The amplicude or power of this added signal is determined by the aesdietic and informational 
considerations of each and every application using the present methodology. For instance, 
oon-professionai video can stand to have a higher embedded signal ievel without becoming noticeable to 
the average humaif eye, while high precision audio may only be able to accept a relatively small signal 

30 level lest the human ear perceive an objecticmable increase m *hiss. ' These statements are generalities and 
each applicatton has its own set of criteria in choosing the signal level of the embedded identification 
signal. The higher the levd of embedded signal, the more corrupted a copy can be and still be identified. 
On the other hand, the hi^er the level of esobedded signal, the more objectionable die perceived noise 
might be, potentially impacting the value of die distributed matenai. 
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To Ulusiraic the range of different applicarions to which applicani's technotogy can be applied, die 
prescm spscifjcaoon deails iwo differem systems. Ihc first (tenned, for lack of a bcner name, a -batch 
encoding' system), applies identification coding lo an existing dau signal. The second (termed, for lack of 
a bcner name, a •real licoe encoding" system), applies idcmificatioii coding to a signal as it is produced, 
5 Tliose skilled in the an will recognize that die principles of applicant's technology can be applied in a 
number of odier comexts in addition to these paniculaity described. 

Thcdiscaasions of diese two systems can be read in either order. Some itadcrs may find die 
tatter more inniitive than the farmer; for others the comraiy may be true. 

to BATCH ENCQDING 

The following discussion of a first class of embodiments is best prefaced by a section defining 
reievazit tenns: 

Tlie originai signal refers to either the original digital signal or the high quality digitized copy of a 
non-digital original. 

Th& N-bit identtficarion word refers to a unique identification binary value, typically having N 
range anywheit ftom ft to 128, whicii is the idemificauon code ultimaieiy placed onto the original signal 
via die disclosed transformodoa process. In die illustrated embodiment, each N-bit ideotificaiion word 
begins with the sequence of values *0!0l/ wfaidi is used to determine an <^tiinizatioQ of the signal-to* 
noise ratio in the identificaticm procedure of a suspea signal (sec definition below). 

The m'th bit value of the N-bit identificatioo wort! is cither a zero or one corresponding to the 
value of die m'di place, reading left to right, of the N-bit word. E.g.. die first (mal) bit value of the 
N=8 identification word OIIIOIOO is the value *0;' die second bii value of diis identification word is *l\ 
etc. 

The m'th individual embedd ed code signal refers to a signal which has dimensions and extent 
precisely equal to die original sgnal (e.g. both are a 512 by 512 digital image), and which is (in die 
illustrated embodimem) an mdependem pseudo-random sequence of digital vaiuea. 'Pseudo* pays homage 
to the difficulty in philosophically defining pure randonmess, and also indintw that there are various 
acceptable ways of generadng the "random* signal. There will be exactly N individual embedded code 
signals assodaced with any given original signal. 

The accgpiable perceived noise level refers to an applicatioD-spedfic determination of bow much 
"enra noise/ i.e. amplitude of die composite embedded code signal described next, can be added to the 
original signal and still have an acceptable signal to sell or otherwise distribute. This disclosure uses a 1 
dB imxease in noise as a typical value whidi mlghi be acceptable, but this is quite arbicrary. 

The composite embedded code signal refers to the signal which has dimensions anH extent 
pzcciseiy equal to the original signal, (e.g. both are a 512 by 512 digital image), and which contains the 
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additioD and apprqiriate anezniaiioa of the N mdividuai embedded code sigoals. The isdividuai ^niMdrrf 
signals are generated on an artritiary scale, whexeas the amplimde of the composiie signal must not exceed 
Che pre-set acceptable perceived noise leveU heoce the need for ^attemiaoon'* of the N added individual 
code signaJs. 

5 The dismbtrtable signal refera to the nearly similar copy of the origzuai signal, coimsnog of the 

original sign^ plus che composite embedded code signal. This is the signal which is distributed to the 
outside community, having only slightly higher but accepuMe */ioise pmpernes* dun ibs original. 

A suspect signal refers lo a signal which has the getierai s^pmaec of the crigiiBi aai disardiuied 
signal and whose potential identification match to the original is being questioned. The suspecc s%nal k 

10 then analyzed to see if it matches the N-bit identificacion word. 

The detailed medrndology of this first embodiment begins by stating that the N-bit idfmifkanon 
word is encoded onto the original signal by having each of the m bit vahies multiply their corresponding 
individual eznbnfrirfl code signals, Lhe irsultam being accumuJaied in ibe composiie signal, the iully 
summed composite signal then being arrerniafftd down to tht acceptable perceived noise amplitude, and the 

15 resuliam composite signal added to the original to become the disuibutable signal. 

The oiigmai signaL the N*bit identification word« and all N individual enxbedded code signals are 
then stored away m a secured place. A saspca. signal is tb«s found. This signal may have undergone 
multiple copies, compressions and decompressions, resamplings onto difiereat spaced digital signals, 
tiansfen fitom digical to analog back to digital media, or any combination of these items. £ the signal still 

20 appears similar to the original, i.e. its innate quality is not diorooghly destroyed by all of diese 

transformations and noise addi tio ns, dien depending on the signal to noise properties of the embedded 
signal, the identification process should fimaion to some objecnve degree of statistical confidence. The 
extern of conupdon of the suspect signal and the original acceptable perceived noise level are two key 
parameters in deiermmiag an oqiecied confidence level of identificarioD. 

25 The idemification process on the suspected signal begins by tesampling and aligning die suspected 

signal onto the digital format axui extern of die original signal. Thus, if an image has been reduced by a 
faaor of two, it needs to be digitally enlarged by diat same toor. Likewise, if a piece of music has been 
*cut out/ but may still have the same sampling rate as the original, it is necessary to register this cut-cot 
piece to the oiiginai, typically done by performing a local digital cross-coneiatioa of (he two signals (a 

30 commoc; digital q)eraiioa), finding a what delay value ±e coneiation peaks, then using diis found delay 
value to register the cut piece to a segment of die original. 

Once the suspect signal has been sample-spacing matched and registered to die original, die signal 
levels of the suspect signal should be matched in an rms sense lo die signal levd of the origoial. This can 
be done via a search on die parameten of ofto, amplificadon, and gamma being optimized by usmg die 
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mmimiim of the mean sqoaitd error between the two sigmOs as a fiinaioo of the tiiiee parameiets. We 
caa call cbe suspect signal aoimalized and registered at this pamt, or just notmaiiaed for coavemencs. 

TTie aewly matched pair dica has the original signal subtnwied from tbc oonnaiized suspea signal 
to produce a difference signal. The difference signal is then cro$$<onelated with of the N uidmdual 
5 embedded code signals and the peak cross-corrclaiion value recorded* The fust four bit code COlOr) is 
used as a calibrator both on the mean values of the zero value and die one vaiue« and on fnnher 
legistrauoa of ihe two signals if a finer signal to noise ratio is desired (i.e., the optinol separshun of the 
0101 signal wtU indzcaie an optimal registratioa of the two signals and will also indicate the probable 
existence of d» N-bic identification signal being present.) 
10 The lesttlting peak crDss-correiation values will fonn a noisy series of floaiisg point numbers 

which can be transformed into O's and I's by diezr proximity to the mean vahies of 0 and I found by the 
0101 calibration sequence. If the suspect signal has indeed been derived from die original, the 
identification number resulting firom the above process will match the N-bit identification word of the 
original, beaitng in mind either predicted or unknown "^it error' statistics. Signai-io^ooise considerations 
15 will desetmine if there will be some kind of liit error" in the identificaiioa process, leading to a form of 
X% probability of identification where X might be desired to be 99.9% or whatever. If die suspect copy 
is indeed not a copy of dxe original, an essentially random sequence of 0*s and Ts will be produced, as 
well as an apparent lack of separation of die resultant values, lliis is to say, if die tcsoltant values are 
plotted on a hismgram, the esdsteoce of die N-^it identificatica signal will exhibit strong bi-level 
20 characteristics, whereas die non-existence of die code, or the existence of a different code of a different 
original, will exh&it a type of random gaussian-like distribution. This histogram separation alone should 
be suffideni for an identification, but it is even stronger proof of identification when an exact binary 
sequence can .be objectively reproduced. 

25 Sp^ifig P.Tnm^}0i 

imagine that we have taken a valuable picnue of two heads of state ac a cockuil party, pictures 
which are sure co earn some reason^le fee in Che commercial market. We desire to sell diis picmre and 
ensure diai it is not used in an unauthorized or uncompensated manner. This and die following steps arc 
summarized m Fig. 2. 

30 Assume die picture is transformed iiuo a positive color print. We firsi scan diis into a digitized 

form via a normal high quality black and white scanner widi a typical photometric spectral response curve. 
(It is possible co get better ultimate signal to noise ratios by scanning in each of the three primary colors of 
die color image, bm diis onance is not central to describio^ the basic process.) 
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Let us assume thai the scanaed image now becomes a 4000 by 4O0O pixel mooocfarome digital 
image witii a grey scale accuracy defixs^d by 12-bit grey values or 4096 allowed levels. We will call tbis 
the 'oiigiiiai digitai im^e* realizing that this is the same as oar "original signal* in the Aovc definitions. 
0Qnng the yf^mnng process we have zrbitrarily set absohite blacic to contspood to di^iai value 
5 '30*. We estimate diat there is a basic 2 Digital Kumber root mean square noise existing on die original 
digital image, plus a dieoraical noise (known in the industry as *shot noise") of the square root of die 
bri^tness value of any given pixel. In forsoula, we have: 



<RMS Noise^> = sqrt(4 + (V„-30)) (I) 



10 



Here* n and m are simple nxdexing values on rows and cohmms of the image ranging from 0 to 3999. 
Sqn is die square root. V is the DN of a given indexed pixd on die original digital image. The < > 
brackets aroond die RMS noise cnereiy indicates that this is an expeaed average value, where ic is clear 
that '^arh and every pixel will have a random error individually. Thus, for a pixel value having 1200 as a 
15 digitai number or "brighmess value', we fmd diat its expeaed nns noise value is sqn(1204) = 34.70, 
which is quite close to 34.64, die squaore toot of I20O, 

We furthermore realize diat the square rtXM of the imxate brigbmess value of a pixd is not 
predsdy what the eye (meives as a mmtrmiTTi objectionable noise, dnis we come up with the formula: 

20 <RMS Addable NoiscB^> « X*sqrt(4+(Y^„-30rY) (2) 

Where X and Y have been added as empirical parameters which we will adjust, and 'addabie' noise refers 
to OUT acceptable perceived ooise level from the defmitioos above. We oow intend to experiment with 
what exaa value of X and Y we can choose^ but we will do so at the sazne time that we are performing 

25 die next steps in the process. 

The next step in our process is to choose N of our N-bit ideodficaxioa word. We decide diat a 16 
bit main id?nTifiFr»<™ value with its 65536 possible values will be sufRdenily large to identify the image 
as ours, and dot we will be direcdy selling no more than I2S copies of die image which we wish to track, 
giving 7 bits plus an eighdi bit for an odd/even adding of die tint 7 bits (i.e. an error checking bit on the 

30 first seven). The total bits required now are at 4 bits for die 0101 cal3)ratioa sequence* 16 for die tnain 
identiiicadan. 8 for the version, and we now duow in another 4 as a fonher error checking value on die 
first 28 bits, giving 32 biu as K. The final 4 bits caa use one of many industry standard error checking 
methods to choose its four values. 

We now landomiy deteimioe die 16 bit main identification number, finding for example, 1 101 

35 0001 1001 I IIO; our first versions of die original sold will have all O's as die version ideadfier. and die 
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enor discking bits will faU oiu wbeie they may. We now have our unique 32 bit idcndficadon word 
wbicb we will embed on the original dlgiial image. 

To do (his, we generate 32 independem random 4000 by 4000 encoding inu^ for each bit of our 
32 bit idendficatica word. The manner of generating these random images is revealing. There are 
5 numerous ways to generate these. By fzr the simplest is to turn up the gain on the same scanner diat was 
used CO scan in the original photograph, only chis dme placing a pure black image as the mpui, then 
scannifig this 32 times. The only drawback to this technique is that it does require a large amoum of 
memory and diai *fixed pattern* noise win be pan of each independent *aoise image. " Bat, the fixed 
partem noise can be removed via normal "dark frame' sobiractioa ttchniques. Assume diat we set die 
10 absolute black average vahie at digital number '100/ and that rather dian flmUng a2 DN rms noise as we 
did in die normal gain settings we now find an rms noise of 10 ON about each and every pixel's mean 
valne. 

We nexi apply a mid-spaciai-frequency bandpass Qlter (spatial convolution) to each and every 
uxlepeodent random image, essen t ially removing die very high and the very low spaual frequencies from 

15 them. We remove die very low frequencies because simple real-woild error sources like geomenical 
warpmg, splotches on scanners, mis-regxstraiions^ and die like will exhibit diemselves most at lower 
frequencies also, and so we want to concentrate oxu: identificatLoa signal at higher spatial frequencies in 
order lo avoid diese types of corrt^tions. Likewise, we remove the higher frequencies because multipie 
generation copies of a given image, as well as compression-decompression ironsfdrmaiions, tend to wipe 

20 out higher frequencies anyway, so there is no poini in placing too much idemificaiion signal into these 
frequencies if diey will be the ones most prone to being anenuated. Therefore, our new filtered 
zndependem noise images wiQ be dominated by mid-spatial frequencies. On a practical note, since we are 
using l2-bit values on our scanner and we have removed die DC value effectively and our new rms noise 
will be slightly less, dian 10 digital numbers, ir is useiiil to boil this down to a 6-bit value ranging from -32 

25 through 0 to 31 as the resultam random maage. 

Next we add all of die random images togedier which have a *r in dteir corresponding bit vahie 
of die 32-bit idencificaiion word, accumulaxing the result in a I6-bii signed integer inu^. This .is the 
unaitenuated and un-scaied version of the composite embedded signal. 

Next we experiment visually with addmg die composite embedded signal to the original digital 

30 image, through vaz^tng die X and Y parameien of equatioQ 2. In formula, we visually iterate to both 
mttrimiTi* X and to Slid die appropriam Y m the following: 

= V^,^„ + V^,*X*sqn(4+V^^*Y) (3) 
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where dtsi refers to the caodidate distributabie image, i.el we are visually iteratiog to fiod what X and Y 
will give us aa acceptable image; orig refers to the pixel value of the original image; and comp refers n» 
the pixei vahxe of the composite image. The a'3 and m's still Index rows and columns of the image and 
infltrnrp that this opetanon is done on all 4000 by 4000 pixels. The symbol V is die DK of a given pixel 
5 and a given image. 

As an arbitrary assumption, now, we assume that our visual experimentation has found that the 
value of X= 0.025 and Y^Q,6 are acceptable values when comparing the original miage with the 
candidate dtstribut^le image. Thb is to say, die distributable image with the 'extra noise" is acceptably 
dose to die origiiul in an aesdietic sense. Note that since our individual random images had a random tms 
10 aoise value around 10 DN, and diat adding approximately 16 of Usese images toother will increase the 
composite noise to aroumi 40 DN, the X znultipiicaiion value of 0.025 will bring die added rms noise back 
to around I DN, or ii^lf die ampUmde of our innate noise on die original. This is roughly a 1 dB gain in 
noise at die dark pixel values and conespondingly more at the brighter values modified by die Y vahie of 
0.6. 

15 So with dsese two values of X and Y, we now have consnucted our first versions of a 

distributable copy of the originaL Other versions will merely create a new composite signal and possibly 
change die X slightly if deemed necessary. We cow lock up the original digital image along widi die 
32-bit identificaxfon word for each version, and the 32 mdependeu random 4-bit images, waiting for our 
fine case of a suspected piracy of our original. Storage wise, diii is about 14 Megabytes for the originzl 

20 image and 32'^.5bytes^i6 million - -256 Megabytes for die random individual encoded images. Tliis is 
quite acceptable for a single vahiable image. Some storage economy can be gained by simple lossless 
compression. 

Finding a Suspected Piracy o f ffpr ^"j^gff 
25 We seU our image and several momhs later find our two heads of sore in die exaa poses we sold 

dtem in, seemingly cut and lifted out of our image and placed into anodier stylized background scene. 

This new ^suspect' image is being primed in 100.000 copies of a given magazine issue, let us say. We 

now go about deserminiJig if a portion of our original image has indeed been used m an unauthorized 

manner. Fig. 3 summarizes the details. 
30 The first step b to take an issue of die magazine, cut out die page widi the image on it, then . 

carefully bm not too carefiilly cut out die two figures from die background image using ordinary sdssocs. 

If possible, we will cut out only one connected piece rather dian the two figures separately. We paste diis 

omo a black background and scan this into a digital fotm. Next we electronically fiag or mask out the 

black tnckgronnd. wtiich is easy to do by visual inspecnon. 
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We oow procure die original digiial image from our seemed place aloag with the 32-bic 
identificatioa word and the 32 individual embedded imges. We place the original digital image onto our 
computer sc ree n using standard image mmipuiatioQ software* and we rou^y cut along the same borders 
as our masked area of the suspect image, masking diis image ai die same time in roughly the same 
S manzier. The word 'roughly' is used since an exaa cutting is not needed, it merely aids the identification 
sutistics to get ic teasemably close. 

Next we rescale die masked suspca ims^e to roughly matdi the size of our masked original digital 
image, that is. We digitally scale up or down the su^wa image and roughly overlay it on die origiDal 
image. Once we have performed d&is rough registration, we then dirow die two images into an automated 

10 scaling and regisoation program* The program performs a search on the diree parameters of x position, y 
position, and spatial scale, with die figure of merit bemg ±e mean squared error between dte two images 
given any given scale variable and x and y o^set. This is a fairly standard image processing methodology. 
Typically this would be done using generally stnooth inierpoiaiion tedmiques and dozie to sub^ixel 
accuracy. The search method can be one of many, where die simplex method is a typical one. 

15 Once die optimal scaling and x-y position variables are found» next comes aaodier search on 

optiouzmg die black levd, brightness gain, and gamma of die two images. Agam, die fignie of merit to 
be used is mean squared error, and again the simplex or other search mediodologies can be used to 
opdmize die diree variables. After diese three variables are optimized, we apply dieir oortections to die 
suspect unage and align it to exaaly die pixel spacing and ma^g of die original digital image and its 

20 maslL We can now call diis die standard mask. 

The next step is to subtract the original digital image from the newiy ooimaliTed suspea image 
only within the standard mask region. This sew imaige is called die difference image. 

Then we step thio^ all 32 individual random end)edded images, doing a local cross-correlarion 
between die w»«if«i diffierence unage and the masked individual embedded image. *Local' refers to die 

25 idea diat one seed only start correlating over an cfte region of +/- 1 pixels of offsex between die nominal 
registration points of die two images found during die search procedures above. The peak correlation 
should be very close to die nominal registration point of 0,0 offxu and we can add the 3 by 3 correlation 
values togedier to give one grand CQtreladon value for each of die 32 individual bits of our 32-bit 
identification word. 

30 After doing diis for ail 32 bit places and dicir corresponding random images, we have a 

quasi-floaimg pomt sequence of 32 values. The first four vahies represem our calibradon signal of OlOl. 
We now take die mean of die first and third floating poim vahie and call diis floating pomt value *0.' and 
we take die of die second and die fourth value and call diis floating point value '1.' We dien step 
through aU remaining 28 bit values and assign eidicr a '0 ' or a ♦ r based simply on which mean value diey 

35 are closer to. Stated singly, if die suspect image is mdeed a copy of our original, die em b ed d ed 32-bit 



SUBSTITUTE SHEET (RULE 26) 



wo 97/43736 



PCT/US97W»51 



• 14 

resuidog code should maccb ibat of our records, and if it is not a copy, we should gee general randomsess. 
The dxird and the fourth possibilities of 3) Is a oc^y but doesn't match idemificatioo number and 4) isn^t a 
copy but does match are, in the ease of 3). possible if the signal to noise ratio of the process has 
plummeted. ].e. d!ie ^suspea image' is truly a very poor copy of the original, and in the case of 4) is 
5 basically one chance m four billion since we were using a 32-bit identification number. If we are truly 
worried about 4). we can just have a second independent lab perform their own tests on a different issue of 
the same magazine. Finally, checking the error-check bits against what die values give is one fmal and 
possibly oveildll check on the whole process. In situations where signal to noise is a possible problem, 
these error cfaeddng bits might be elimiiiaKd without too much harm. 

Benefiis 

Now that a tull description of the first embodiment has been described via a detailed example, it is 
appropriaie to poiu out the rationale of some of the process steps and their benefits. 

The »TlT im^^^ benefits of the foregoing process are that obtaining an identification number is fiilly 

15 independent of the manners and methods of preparing the difference image. Thai is to say, the manners of 
preparing the difference image, such as cutting, registering, scaling, etcetera, cannot increase (he odds of 
fiiuimg ao identification number when none exists: it only helps the signal«to-noise ratio of the 
ideniificatioa process when a true identification number is present. Methods of preparing images for 
i rf'^m i f?*'^*™' can be diffeient from each other even, providing the possibility for multiple independem 

20 methodologies for making a match. 

The ability to obtam a match even on sub-sets of the original signal or image is a ke>' point in 
today's infcrmatiOQ-rich world. Cunii^ and pasting bath images and sound clips is becoming more 
common, allowing such an embodimeni to be used in detecdng a copy even when original matenal has 
been thus conqited. Finally, die signal to noise ratio of m^trHiwg should begin to become difficult only 

25 wbCD die copy matenal itself has been significantly altered either by noise or by significant distortion; both 
of Th fs ff also will affect that copy's commercial value, so diat trying to thwan the system can only be done 
at the expense of a hnge decrease in commercial value. 

An early conception of this technology was the case where only a single 'snowy image* or 
random ggnai was added to an original iztmge, i.e. the case where N^^ 1. 'Decoding" ttiis signal would 

30 involve a subscqucm mathematical analysis using (generally statistical) algorithms to make a judgmeiu on 
the presence or absence of this signal. The reason this approach was abandoned as the preferred 
wyihorfifwpnf was that there was an inherent grny area in the oettainty of detecting the presence or absence 
of the sigoaL By moving onward to a omlttnide of bit planes, i,e. N > 1, combined with simple pre- 
defined algohthns prescribing die manner of choosing berween a *0* and a the certainty ciuestion 

35 moved fiom the realm of expert statistical analysis into the realm of guessing a random binary event such 
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as a coin flip. This is seen as a powerful feacute relative lo the intoicive acceptance of tiiis tecimology in 
both the counroom and cbe marketplace. The analogy which sonxmarizes the mvcmor's thoughts on this 
whole question is as follows: The search for a single ideiuiflcatioo signal amotmts to calling a coin flip 
only once, and relying on arcane expects to make Che call; whereas the N> I embodiment relies on the 
5 broadly inmitive principle of correctly calling a coin flip N times in a row. This simation is greatly 
exacerbated, i.e. the pxDbiems of 'inteiprecanon' of the presence of a single signal, when images and 
sound dips get smaller and smaller in extoit. 

Another tmponant reason that N> 1 case is preferred over die N= 1 embodiment is that in the 
Na 1 case, die manner In ndiicfa a suspect image is prepared and manipttlated has a dxreci bearing on the 

10 likelihood of making a posxnve tdencifkation. Thtis. the manner with which an expert makes an 

identification determinarion becomes an integral part of that determination. The existence of a multitude of 
mathematical and stapstical approaches to making this determination leave open the possibility that some 
tests might make positive identifications while others might make negauve deterrninations, inviting further 
arcane debate about the relative meriis of the various identification approaches. The N> 1 embodiment 

15 avoids diis fhrther gray area by presenting a method where no amoiun of pre-processing of a signal - other 
than pre-processing which surrepdiioosly uses knowledge of the private code signals < can increase die 
likelihood of 'calling the coin flip N times in a row.' 

The fullest expression of die present system will come when it becotnes an industry standard and 
numerous independent groups set up widi their own means or "m-house* brand of applying embedded 

20 identification numbers and in their deciphermem. Numerous independent group identificatioc will further 
enhance die uhimare objectivity of die mediod, thereby enhancing its appeal as an industry standard. 

fff Tr*^ in ^"-^m Th*^ T^ttp^"^ ^tiM'I'^ C^*^ i^'m^! 

The foregoing discussion made nse of die 0 and I formalism of binary tedmology to accomplish 
25 its ends. Spedfically. the O's and Ts of the N-bit identificauon word directly multiplied their 

corresponding individual embedded code signal to form die composite embedded code signal (step 8» Fig. 
2), Tliis approach certainly has its concepnial simplicity, but the multipikation of an embedded code 
signal by Q along with the storage of chat eznbedded code comains a kind of inefficiency. 

It is pi e f e xie d to nudmain die fonnaiism of die 0 and 1 nature of the N-bit identification word, but 
30 to have the O's of die word induce a sobtraction of dieir cotresponding embedded code signal. Thus, in 
step a of Fig. 2, rather than only 'adding' the mtiividnal enteided code signals which correspond to a '1* 
in the N-bit identification word, we will dso 'subtract' die individual embedded code signals which 
correspond to a '0' in the N-bit identification wortL 
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At fitst glance this seeais to add loore apparent noise to ttse final composite signal. But it aiso 
increases the energy-wise separation of the 0*s from the I's. and thus the *gain' which is applied in step 
10, Fig. 2 can be concspondingiy lower. 

We cm refer to this improvexsent as the use of tnte poUrity. The suin advantage of this 
5 improvetoent can largely he sammaiized as 'infonsationai efficiency/ 

*Peicegpia^ Orthogonalicv' of the Individual Embedded Code SignaJs 

The foregoing discussion contemplates the use of generally random noise-Uke signals as the 
mdividual embedded code signals. This is perhaps the sim|Hest form of signal lo generate. However, 

10 there is a form of mfbrmaiionai optimization which can be applied to the set of die individual embedd e d 
signals, which die applicant describes under the rubric *percepaial ordlogcnaliiy.* Tliis Kerm is loosely 
leased on the madiemattcai coocqpt of die orthogonaiiiy of vectors* with die cunent additional requirement 
diat diis orthogonaiicy should mayimiTR the signal energy of the identificacion information while 
mamhiwrng it bdow soffic perceptibility threshold. Pot anodier way. the embedded code signals need not 

15 necessarily be random in nature. 

rfse ami [mmove ments of die Fitst Embodiment in die Field of Emulsion-Based Phptognphy 

The fbregoixig discossion outlined techniques that aze applicable to photographic materials. The 
foUowmg section explores die details of dds area fozther and discloses certain improvements which lend 

20 diemselves to a broad range of applications. 

The first area to be discussed involves die pre*appiicatioo or pre-exposing of a serial number omo 
traditional photographic products, such as negative film, print paper, transparencies, etc. In general, diis 
is a way to embed a priori unit{ue serial numbers (and by implication, ownership and tracidng informadon) 
into photogr^hic material. The serial numbers diemselves would be a permanent pan of die normally 

25 Exposed picmre, as opposed to being relegated to die margins or stamped on die bade of a printed 

photograph, which all require separate locauons and separate mediods of copymg. The 'serial ouzober' as 
it is called here is generally synonymous widi die N-bii identificadon word, only now we are using a more 
/^ftmiitftn ipHiwr iai terminology. 

In Fig. 2, step 1 1, die disclosure calls for die storage of die ^original [image]' along widi code 

30 images. Then in Fig. 3, step 9. it directt diat die original be subtracted from die suspect im^e, diereby 
leaving die passible ideatifieatiott codes plus whatever noise and corruption has accmmdated. Therefore* 
the previous disclosure made the tacit assumption tlut there exists an original without the composite 
embedded signals. 
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Now in die case of selling princ paper and otto dupiicaiion film products, this will still be the 
case, i.e., an ^original" wicfaotu the embedded codes will indeed exisi and tbe basic meiliodology of the 
flnt embodiment can be employed. Tbe original film serves perfectly well as an *uneacoded original/ 

However* in tbe case wbere pre«exposed negative film is used, the composite embedded signal 
5 pre-exists on tbe onginai film and tfaus tbere will never be an '*originaJ* sqiaiate from tbe pie-emfaedded 
signal, li is tbis laner case, diexefbre, wbicb will be examined a bit more closely, along with observations 
on bow CO best nse the piindples discossed above (die former cases adhering to the previoosly outlined 
methods). 

Tbe clearest poim of deparmre for tiie case of pre-nmnbered negative film, i,e. negative film 

10 which has had each and every frame pre-exposed with a very £unt and onique compositfi embedded signal, 
comes at step 9 of Fig. 3 as previously noted. There are cenainly other differencss as well, but rbey are 
mostly logistical in nature, such as how and when co embed the signals on the film, how to store the code 
numbers and serial noniber, etc. Obviously the pre-exposing of film would involve a major change to the 
general mass production process of ocating and packaging film. 

15 Fig. 4 has a schflTTwric outlining one potenoai post-hoc mftchanism for pre-exposing film. *Past- 

hoc' refers to applying a process after the full oomoon manufiacinzing process of film has already taken 
place. Eveamally, economies of scale may dictate placing dtis pre-exposing process directly into the chain 
of manufacmiing film. Depiaed in Fig. 4 is what is commonly known as a film wriTing system. The 
(^nnputer, 106, displays the composite signal produced in step 8, Fig. 2, on its phosphor screen. A given 

20 ftumc of glm is dien exposed by imaging this phosphor screen, where the exposure level is generally very 
faint, i.e. generally imper ce p ti ble. Qearly, die marketplace will set its own demands on bow faim this 
should be, diat is, the level of added 'graininess' as practitioners would put it. Each frame of film is 
set^sentially esqiosed, where in general the composite image displayed on the CRT 102 is changed for each 
and every f^ame, thereby giving each frame of film a diffecem serial number. The transfer lens 104 

25 highlights (he focal cospigaie planes of a film frame and the CRT face. 

Getting back to the applying the principles of the foregoing embodiment in the case of pre-exposcd 
negative film... At step 9, Fig. 3, if we were to subtract the "original* with its embedded code, we would 
obviously be 'erasing* the code as wdl since the code is an integral pan of the original. Formnately, 
remedies do exist and identifications can still be made. However, it will be a challenge to artisans wbo 

30 refine this f-mhnA\wwnt to have the signal to noise ratio of the identification process in the pre-exposed 
negative case approach the signal to noise ratio of die cose where the un-encoded original exists. 

A ffirrinrr definition of the problem is in order at this point. Given a snspea picnire (signal), 
find the embedded ideotificanon code IF a code exists at al. The problem reduces to one of finding die 
amplitude of each and every individual embedded code signal widiin the suspect picture, not only widiin 

35 the context of noise and comxption as was previously explained, but now also within the context of the 
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couplit^ beiweeo a captured image and the codes. 'Coupling' here refers co che idea thai die captured 
image 'randomly biases' die cross-coirelation. 

So, bearing in mind diis additional item of signal coupling, the ideorincatioQ process now 
estimates die signal amplinide of each and every individual embedded code signal (as qjposed to f^inng 

5 cross-correlanan result of siep 12. Fig. 3). If our ideniificatioc signal exists in the suspect picture, the 
anipliiudes thus found will split into a polarity whh positive amplitudes being assigned a M* and negative 
amplitudes being assigned a "O*. Our vaiqot zdemificaDOQ code ntaniiiBsts itself. If, on the other hand, no 
such Iden tifi cat io n code exists or it is someone else's code* dien a random gaussian-like disnibntion of 
amplinides is found widi a random hash of values. 

10 It remains to provide a few more details on ho£ die amplitudes of die mdividuai embedded ftv ffy 

are fbunti. Again, fortunately, diis exaa problem has been treated in odier cechnologkai ^licatioxB. 
Besides, throw diis probiem and a tittle food into a crowded room of mathematicians atid statisticians and 
surely a half dozen optimized methodologies will pop om after some reasonable period of tinae. It is a 
rather cleanly defined problem. 

15 ' One specific example sohitian comes from the field of astnmomical imaging. Here, it is a mature 

prior an to subtract om a "diensai noise ftame' from a given CCD image of an obdect. Often, however, 
it is not precisely Icoown wha scaling factor to use in subtracting die diermai frame, and a seaxch for die 
correct scaling iacmr is pertbrmed. This is piedsety the task of diis step of die present embodiment. 
General practice merely performs a oommon search algorithm on che scaling factor, where a 

20 scaling iiacmr is chosen and a new image is created according to: 

NEW IMAGE « ACQUIRED IMAGE - SCALE • THERMAL IMAGE (4) 
The new image is applied to die fast fourier transform routine and a scale factor is eventually 
found which Tmnrmrrn the integiated high frequency contem of the new image. This general type of 
search operation widi its minimizanon of a panicuiar quantity is exceedingly oommotL The scale factor . 

25 thns found is die sought-fbr 'amplitude.* Refinements which are contemplated but not yet implemented 
are where the coupling of die higher derivatives of the acquired image and die embedded codes are 
estimated and removed &om the calculated scale factor. In other words, cenain bias effects from die 
coupling mentioced earlier are present and j^otild be evenmally accounted for and removed both through 
theoretical and empirical experimentation. 

30 

Use and ImprovemeHts in die Detection of Signal or Image Alteration 

Apart from the basic need of kteotiiyhig a signal or image as a whole, diere is also a radier 
ubiquitous need to detect possible alterations to a signal or image. The following section describes how die 
foregoing embodiment, widi cenain modifications and improvements, can be used as a powerful tool in 
35 this area. The potential scenarios and applications of detecting alterations are innumerable. 
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To first summahze. assume cbat we have i gives sigul or image whtcb has beea positively 
idendfied usiug tfac basic mcihods outiiaed above. In other words, we Jmow its N-bit identificaiioo word, 
its individual enxbedded code signals, and its composite embedded code. We can then fairly simpiy create 
a spatial znap of die composite code's ampiimde within our given signal or image. Furthetiuore, we can 
5 divide this ampiimde map by die lawwo composite code's spatial amplitude, giving a nonnaiized map, i.e. 
a map wliidi sbooM flucmam about some global mean vataze. By simple ccaminaixon of this map, we can 
visually detect any aieas wbkh have been significantly atteied wherein die value of the normitfized 
amplitude dips below some statistically set threshold based purely on typical noise and oomiption (error). 
The details of implementing the creation of the amplioide map have a variety of choices. One is 
10 (0 perform die same procedure which is used to determine tbe signal ampiimde as described above, only 
now we step and repeat the multzplicatioo of any given area of the signal/unage with a pusstan wd^t 
function centered about ±e area we are investigating. 



Universal Versus Custom Codes 

15 Tht disclosure thus £ar has omluxed how each and every souzoe signal has its own unique set of 

individual embedded code signals* This entails the storage of a significani amount of additional code 
infbrmation above and beyond die ongioal, and many applications may merit some fonn of economizing. 

One such approach to economizing is to have a given set of individual embedded code signals be 
common to a batch of source materials. For example, one thousand images can all utilize the same basic 

20 set of individual embedded code signals. Tbe stoage requirenoents of these codes then become a small 
fraction of the overall storage requirements of tbe source material. 

Furthermore, some appltcatioos can utilize a universal set of iiuiividual embedded code signals, 
i.e., cedes which remahi the same for all instances of distributed material. This type of requtremem would 
be seen by systems which wish to hide the N-bit identification word itself, yet have standardized equipmem 

25 be able to read that word. This can be used in systems which make go/no go decisions at point-of-read 
locations. The potemxal drawback to this set-up is that die universal codes are mote prone to be sleuthed 
or stolen; dierefore dicy will not be as secure as die apparanis and methodology of die previously disclosed 
arnmgemenc< Peihaps diis is just the difference between 'high security' and 'air-dght security," a 
distinction caiiying' little weight with the bulk of potential applications. 

30 

Use in Printing. Paper. Docanents. Plastic Coated Identification Cards, and Other Material Where Global 
Embedded Codes Can Be teprimed 

The term 'signal' is often used narrowly to refer to digital daia information, audio signals, 
images, etc. A broader interpretation of 'signal/ and die one more generally intended, includes any form 
35 of modulaczon of any material whatsoever. Thus, the micro-topology of a piece of canmnon paper becomes 
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a 'dgoal' (e.g. it height as a funciioa of x-y coordinates). The refleciive propentes of a fiat piece of 
plastic (as a function of space also) becomes a signal. The point is that phooographic emulsions, audio 
signals, and digitized infonaatkm are not fht only types of signals capable of utilizing the principles 
desciibed hexezn. 

5 As a case in point, a machine very much resembling a braille priming madnne can be designed so 

as to impnm unique 'noise^ike* indenraii{ms as outlined above. These indcmaixons can be applied with a 
pressure which is much smaller than is typically applied in creating braille, to die point where ihe patterns 
are not noticed by a normal user of die paper. But by following the steps of the present disclosure and 
applying them via the mechanism of nucriHindentations, a unique idemification code can be placed onto 
10 any given sheet of paper, be it intended for everyday stationary purposes, or be it for important 
documents, legal tender, or other secured material. 

The reading of the identification material in sack an embodiment generally proceeds by merely 
reading ±e document optically at a varieiy of angles. This would become an ioe^ensive method for 
deducng the micro-topology of die paper sur&ce. Certainly odier forms of reading the topology of the 
15 paper are possible as well. 

In die case of plasdc encased material such as identification cards, e.g. driver's licenses, a similar 
braille*Iike impressions marhinp can be utilized to imprim unique identification codes. Subtle layers of 
phototeactive materials can also be embedded inside die plastic and 'exposed.' 

It is clear diai wherever a material exists which is capable of being modulated by 'noise-like' 
20 signals, that material is an appropriate earner for unique LdentificatiQa codes and udlizazion of the 
principles disclosed herein. All that remains is die matter of economically applying die idoittfication 
Moimation and maintaining the signal level below an acceptability threshold which each and every 
application will define for itself. 

25 REAL TIME ENCODER 

While the first class of embodunents most commonly employs a standard microprocessor or 
compnter to perform die enoodadon of an image or signal, it is possible to utilize a custom encodatkm 
device which may be faster dian a typical Von Netnnan-iype processor. Suck a system can be uiiliTed widi 
all manner of serial' data streams. 

30 Music and videotape recordings are examples of serial data streams — data s tr eams which are 

often pirated. It would assist enforcement efforts if authorized recordings were encoded widi idennficaiion 
data so diat pirated k»ock-of& could be traced to the original from which they were todde. 

Piracy is but one concern driving die need for applicant's technology. Anodier is auchemicatioo. 
Often it is important to confirm diat a given set of dau is really wbai it is purported to be (often several 

35 years after its generation). 
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To address these and other needs, die system 200 of Fig. 5 can be employed. System 200 can be 
thought of as an idendficaciaD coding black box 202. The system 200 receives an input signal (sometimes 
termed the 'master' or "unencoded* signal) and a code word, and produces (generally in reai time) an 
idemificotioa^oded output signal. (Usually, the system provides key data for use in laier decoding.) 
5 The contents of the 'black box* 202 can cake varions fbnns. An excmpdaiy black box system is 

shown in Fig. 6 and includes a lookmp table 204, a digital noise soince 206, fast aod second scalers 208, 
210, an adder/subtracter 212. a memory 214. and a register 216. 

The input signal (which in the iUuscaced embodiffleat is an S - 20 bit dam signal provided at a rate 
of one million samples per second, but which in ether embodiments could be an analog signal if 
10 appropriate A/D and D/A conveision is provided) is applied from an input 218 to the address input 220 of 
the k)ok-up table 204. For each input sample (i.e. look-up table address), dae table provides a 
corresponding S-bit digital output word. This output word is used as a scaling factor that is applied to one 
ii^ui of die fkzi scaler 208. 

The first scaler 208 has a second input, to which is applied an 3-btt digital noise signal from 
15 source 206. (In die Ulustzated embodiment, the noise source 206 comprises an analog noise source 222 
and an analog-to-digitai convener 224 although, again, other impleoKOtaiioos can be used.) The noise 
source in the illustrated embodiment has a zero mean outpm value, wid: a full width half maximnm 
(FWHM) of 50 - 100 digital numbers (e.g. from -75 to +75). 

The &nt scaler 208 multiplies the two 8-bit words at its inputs (scale foctor and noise) to produce 
20 ~ for f^^ ch sample of die system mput signal a 1 6-bit output word. Since the noise signal has a zero 
mean value, the output of die first scaler likewise has a zero mean value. 

The output of the first scaler 208 is applied to the input of the second scaler 210. The second 
scaler serves a global scaling function, establishing the absolute magnitude of the identification signal that 
will ultimately be etnbedded into the input data signal. The scaling factor is set dirough a scale control 
25 device 226 (which may take a number of forms, from a simple rheosat to a graphically implemented 
control m a graphical tuer mtnface), permitting this factor to be changed in accordance with the 
requirements of difiettm applications. The second scaler 210 provides on its output line 228 a scaled 
noise signaL P^^H sample of dus scaled noise signal is successively stored m the memory 214. 

(In the illustraxed embodiment, the output from the first scaler 208 may range between -1500 and 
30 +1500 (decimal), while the output torn the second scaler 210 is in die low single digits, (such as between 
-2 and +2).) 

Register 216 stoies a nmiti-bit identification code word. In die illustrated embodiment this code 
word consists of 8 bits, although larger code words (up to hundreds of bits) are commonly used. These 
bits are referenced, one at a time, to control bow the input signal is modulated with the scaled noise signal. 
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In pantcubr, a pointer 230 is cycled sequendaiiy ihiougii cbe bit posiixaos of the code word in 
register 216 to provide a control bit of "0* or T to a coiurol input 232 of the adder/suimacter 212. If. 
for a panicular input signal sample, the control bit is a T, the scaled noise signal sample on line 232 is 
added to the input signal sample. If tlie control bit is a '0\ cbe scaled noise signal sample is subcraaed 
5 from the input signal sample. The output 234 ftom tbe adder/subtraoer 212 provides the black box's 
output signal. 

The addition or subtraction of tbe scaled noise signal cn accordance with the bits of the code word 
effeets a modulation of the input signal that is generally i mp er cc ptibie. However, widi knowledge of tht 
contents of the memory 214, a user can later decode the encoding, detennini&g the code number used in 
10 the original encoding process. (Actually, use of memory 214 is optional, as e3q}lained bdow.) 

It will be recognized that the encoded signal can be distributed in well known ways, including 
converted to printed image fbim, stored on magnetic media (floppy diskette^ analog or DAT tape, etc.). 
CD-ROM, etc. cu:. 



1^ Deppdinp 

A variety of techniques can be used to determine the LdentificatiQn code with which a suspect 
signal has been encoded. Two are discnssed below. Hie first Is less preferable *Jian the Utter for most 
applications, but is discussed herein so that the reader im^ have a fuller context widiin which to 
imderstand \ht disdosed technology. 

20 More paniculariy, the first decoding meUiod is a difference method, reiying oa subtraction of 

corrBspoading samples of the original signal from the suspea signal to obtain difference samples, which 
are then examined (typically mdividually) for deterministic coding indicia (i.e. the stored noise data). This 
approach may thus be termed a "sample-based, deterministic* decoding technique. 

The second decoding method does not make use of die original signal. Nor does it examine 

25 panicular- samples looking for predetennined noise characteristics. Rather, the statistics of the su^ct 
signal (or a portion diereof) are considered in the aggregate and analyzed to discesn the presence of 
Identifxation coding that permeates die entire signal. Tbe reference to permeation means the entire 
identification code can foe discerned from a small fragment of the suspea signal. This latter approach may 
thus be teimed a 'holographic, statistical'' decoding technique. 

30 Bodi of diese methods begin by registering the suspect signal to match tbe oiiginal. This entails 

scaling (e.g. ui amplitude, duration, color balance, etc.)* and sampling (or tesampling) to restore the 
origmal sample rate. As xn the earlier described ext^iodiinent, there are a variety of well understood 
techniques by which the operations assodaied with this registration function can be performed. 

As noted, the first decoding approach proceeds by subtracting the original signal from the 

35 registered, stt^>ect signal, leaving a difference signal. The polarity of successive di^ereoce signal samples 



SUBSTITUTE SHEET (RULE 26) 



wo 97/43736 



PCTnJS97/08351 . 



-23- 

can dtea be compazed with Uic polahiies of the oancspondtng stored noise signal samples lo decenniiie the 
Idemificazion code. That is, if the polarity of the first difference signal sample siaiches diat of che fint 
noise signal sample, then Ebe furst bit of ibe identification code is a ' 1 .* (In such case» the polarity of the 
9th, 1 7th, 25di, etc. samples should also all be positive.) If the polarity of the first difference signal 
sample is opposite that of the corresponding noise signal sample, then the nnt bit of the identification code 
is a '0/ 

By conducting die foregoing analysis with eight successive samples of the differeoce signal, the 
sequence of bits that compiise die original code word can be determined. If, as in die tUustrated 
embodiment, pointer 230 stepped duough the code word one bit at a time* b^inning with die first bit, 
during encoding, then the first 8 samples of die difference signal can be analyzed to miiqueiy determine the 
value of the 8-bit code word. 

In a noise- free world (spealang here of noise independent of Uiat with which the identification 
coding is effected), the foregoing analysis would always yield the coma identincadon code. But a 
process that is only applicable m a noise-firee world is of limited utility indeed. 

(Further* accurate idemificatioQ of signals in noisc-fitee contexts can be handled is a variety of 
other, simpler ways: e.g. checksums; statistically improbable corie^ondcnce betweeti suspea and original 
signals; etc.) 

While noisc' induced abemtions is decoding can be dealt with — to some degree — by analyzing 
large portions of the signal, such aberrations still place a piaaical ceiimg on die confidence of che process. 
Further, the villain that must be confronted is not always as benign as random noise. Rather, it 
increasingly takes die form of human-caused corruption, distortion, manipulation, etc. lo such cases, the 
desired degree of identification confidence can only be achieved by odxer approaches. 

The illustrated embodiment (die "holographic, statistical* dfrniltng tcschnique) relies on 
recombining dte sospea signal with certain noise daia (typically the data stored in memory 214), and 
analyzing die enmpy of the resulting signal. "Emropy" need not be understood in its most stria 
mflthetoadcal definition, it being merely die most concise word to describe randomness (noise, soaoodmess, 
snowiness, etc.)« 

Most serial data signals are not random. That is, one sample usually correLasses - to some degree 
— with the adjacenr'sampies. Noise, tn contrast, typically is random. If a random signal (e.g. noise) is 
added to (or subtraaed from) a non-random sigsial, the entropy of die resulting signal generally increases. 
That is, the resulting signal has more random variations than die origioa] signal. This is die case widi the 
encoded output signal produced by die present encoding process; it has more entropy dian dte original, 
un e ncode d signal. 
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If, in CQDtrast, thfi addition of a random sign^ to (or subiraoicn from) a oon^^andom dgoai 
reduces entropy, then something unusual is happening, [t is this anomaly that the pftsent decoding process 
uses to de:ect embedded zdeotificatioa coding. 

To fully understand this entiopy-bascd decoding method, it is first helpful to highlight a 
5 duzacterisdc of the original encoding process: the sunilar tieatmenc of every eighth sample. 

In the encoding process discussed above, the poinier230 inczanents through the code word, one 
bit tor each successive sample of the input signal. If the cede word b eight bits in leogdi, then the pointer 
renirrn to the same bit position in the code word every eighth signai sample. If this bit is a "P, noise is 
added to the itxpw signal: if this bit is a '0". noise ts subtraaed from the mput signal. Due to the cyclic 
10 progression of the pointer 230, every eighth sample of an encoded signal thus shares a characteristic: they 
are all cither augmented by the corresponding noise data (^ch may be ocganve), or they arc all 
diminished, depending on whether the bit of the code word then being addressed by pointer 230 is a T or 
a*0\ 

To exploit this characwristic» the emropy-based decoding process ocbb every eighth sample of ±e 
15 suspect signal in like fashion. In particular, the process begins by adding to die lst» 9ta, 17th, 25di, etc. 
zampits of die suspect signal die corresponding scaled noise signal values stored in die memory 214 O.e. 
those stored m die ist, 9th, 17di, 25di, etc., memory locations, respectively). The entropy of the resulting 
signal (i.e. the suspea signal widi every 8rh sample modified) is then computed. 

(Computation of a signal's entropy or randotnncss is well understood by artisans in djis field. 
20 One generally accepted technique is to talce the derivaave of die signal at each sample point, square these 
values, and dien sum over die entire signal. However, a variety of odicr well known techniques can 
alternatively be used.) 

The fbregotng step is then repeated, diis time subtracting die stored noise values from die 1st, 9ai, 
17du 25 etc. suspea signal samples. 

25 One of dicsc two operations will undo the encoding process and reduce die resulting signal's 

entropy; the odier will aggravate it. If adding the noise data in memory 214 to die suspea signal reduces 
its entropy, dien dlis data must earlier have been subtracted from die original signal. This indicates diat 
pointer 230 was pointing to a "O* bit when Uiese samples were encoded. (A '0" at die control input of 
adder/subtraoer 212 earned it to subtract die scaled noise from die mput signal.) 

30 Conveoeiy, if subtiaaintt the noise data from every eightili sample of the suspea signal reduces Us 

enuopy, then die enoiding process must have earlier added dxis noise. This indicates diat pointer 230 was 
pointing to a T bit when samples 1, 9. 17, 25, eu:., were encoded. 

By nociiQ whedier entropy decreases by (a) addmg or (b) subofacting the stored noise data to/from 
the suspect signal, it can be determined that die first bit of die code word is (a) a •0*. or (b) a "l*. 
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The forgoing operaiioos are chen conducted for the group of spaced samples of the suspect sipal 
begiiming with tht second sample (i.e. 2, 10, 18, 26 ...). The entropy of the resulting signals indicate 
whether the second bit of die code wonl is a *0* or a T. Likewise with the following 6 groups of 
spaud samples in the stispea signal, until ail 8 bits of die code word have been discerned. 
5 It will be appreciated that the foregoing approach is not sensitive to cot r upii cn medianisms th^ t 

alter the vaiues of individual samples; instead, the process considers die entropy of die signal as a whole, 
yielding a high degree of confkfence in die results. Funber, even small excerpts of die signal can be 
analyzed in diis manner, pennnting piracy of even small details of an original work to be detected. The 
results are dms statistically robust, bods in die faceof namial and human comipuon of die suspea signal. 

10 [t wUi fimher be appreciated that the use of an M-bit code word in diis real onte embodiment 

provides benefits analogous to diose discussed above in coimectioa with die batch encoding system* 
(Indeed* the present embodiment may be conceptualized 2s maidi^ use of M different noise signals, just as 
in the batch gnonding system. The Srst noise signal is a signal having the same extent as die input signal, 
and comprising die scaled noise signal at die 1st, 9th, IIHl, 25th, etc.. samples (assuming N=8), widi 

15 zeroes at die intervening samples. Ibe second noise signal is a similar one comprising die scaled noise 
signal at die 2d, 10th, 18di. 26du etc, samples, with zeroes at the intervening samples. Etc. These 
signals are all combined to provide a composite noise signal.) One of die imponam advantages mherenc in 
such a system is the high degree of statisdcal confidence (confidence which doubles widi each successive 
bit of die idendfication code) diat a match is really a match. The system does not rely on subjective 

20 evaluation of a suspect signal for a single, defoenninistic embedded code signal. 

Illustrative Variations 

From die foregoing descripdon, it will be recognized diai numerous modifications can be made to 
die illustrated systems widiout changing die fundamental principles. A few of these variations are 
25 described below. 

Hie above-desoibed decoding process tries bodi adding and siditracting stored noise data to/from 
the suspect signal ni order to find which operadon reduces eauopy. In odier embodiments, only one of 
these operations needs to be conducted. For example, in one altenoaxive decoding process die stored noise 
data correspomiing to every eighth sample of the suspea signal is only added to said samples. If die 
30 entropy of die resulting signal is diereby increased, dien die corresponding bit of die code word is a T 
(i.e. diis noise was added earlier, during die encoding process, so adding it again only compounds die 
signal's taQdomoess). If die entropy of die resulting signal is dieteby deaeased. diea die cortespooding 
bit of die code woid is a *0*. A further test of entropy if die stored noise san^les are subtraaed is not 
recpiired. 
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The statisticai reliatnliiy of (be identification procsss (coding and decoding) can be designed to 
exceed virtoaily any cccfidence duesboJd (e.g. 99.9%. 99.99%. 99.999%, etc. confidence) by appropnate 
seiecxion of the global scalifl^ faccon, etc. Addinonai confidence m any given application (unnecessary in 
most appikations) can be achieved by rechecScng die decoding process. 
5 One way co rscfaedc the dpmdmg process is co remove the SEored noise data from the suspea 

signal to accaidance wixh the bits of die discerned code word, yielding a 'resiored* signal (e.g. if tbe first 
bit of die code word is found to be *l/ then die noise samples stored in die 1st. 9th, I7th. etc. locations 
of die meffiocy 214 are subtracted from die corresponding samples of die suspect signal). The entropy of 
die restored signal is measured and used as a baseline in ftinher measurements. Next, die process is 

10 repeated, dus litne removing the stored noise data from die suspect signal in accordance with a modified 
code word. The modified code word is die same as die discerned code word, excepi 1 bit is toggled (e.g. 
die iirst). The entropy of die resulting signal is deternuoed, and compared witii die baseline. If die 
toggling of the bit in the discerned code word resulted in increased entropy, then die accuracy of diat bit of 
the discerned code word is confirmed. The process repeats, each time widi a different bh of the discerned 

15 code word toggled, until all bits of die code word have been so checked. Each change should result in an 
increase in entropy compared to the baseline value. 

The data stored m memory 214 is subject lo a variety of alternatives. In the foregoing discussion, 
memory 214 contains die scaled noise data. In other embodinieots, the unsealed noise data can be stored 
instead. 

20 In still other es^odimeots. it can be desirable to store at least part of die input signal itself in 

memory 214. For example, the memory can allocate 8 signed bits to the noise sample, and 16 bits to store 
the most significant bits of an 18- or 20-bic audio signal sample. This has several benefits. One is that it 
simplifies registration of a ''suspect" signal. Another is that, in die case of encoding an input signal which 
was already encoded, die data in memory 214 can be used to discern which of the encoding processes was 

25 perfbrmed first. Thai is, from die input signal data in memory 214 (albeit incomplete), it is generally 
possible to determine widi which of two code words it has been encoded. 

Yec anodier altexnattve for memory 214 is diat is can be onmted altogedier. 
One way tins can be achieved is to use a deterministic noise source in die encoding process, such 
as an algoridxmic noise generator seeded with a known key number. The same deterministic noise source, 

30 seeded widi die tame key number, can be used in die decoding process, lo such an arrangement, only die 
key number needs be stored for later use in decoding, instead of die large data set usually stored in 
memory 214. 

Alteniativeiy, If the noise signal added daring encoding does not have a zero mean value, and the 
length N of die code word is known to die decoder, then a universal decoding process can be implemented. 
35 This process uses the same entropy test as die foregoing procedures, but cycles through possible code 
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words, adding/subcracxing a smail dmmny noise value (e.g. less than the expected T^^ n noise value) lo 
every Nth sample of the suspea signal, in accordance with the bits of the code word being tesied, until a 
xedtzction in emropy is noted. Such an approach is not favored for most applications, however, it 
offers less seairity than the other embodimcms (e.g. it is subjecr to cracking by brute force). 

Many applicaiions are well served by the embodiment illustrated in Fig. 7. in which differem code 
words are used to produce several differently encoded versions of an input signal, each makiDg use of the 
same noise data. More panicnlarty, the embodiment 240 of Fig. 7 itw i i^ ff^ a noise store 242 into which 
noise torn source 206 is wrinen during the identificatian-coding of the input signal with a first code word. 
(The noise source of Fig. 7 is shown outside of d» real time encoder 202 for convenience of illustration.) 
Thereafter, additional identification-coded versions of die input signal can be produced by reading the 
stored noise data from ±c store and using ii in conjunction with second through Ndi code words to encode 
die signal. (While binary-sequential code words are ilUistrated in Fig. 7, in other embodiments arbitrary 
sequence s of code words can be employed.) With such an arrangemeni, a great number of differently- 
encoded signals can be prodnced* without requiring a proportionally-sized long term noise memory. 
Instead, a fixed ammmf of noise data is stored, whether encoding an original once or a Himi^an ^ times. 

(If desired, several diffoencty-coded output signals can be produced at ihe same time, rather than 
seriathn. One such implementation includes a plurality of adder/subcracier circuits 212, each driven with 
the same input signal and with the same scaled noise signal, but with different code words. Each, then, 
produces a differently encoded output signal.) 

In applications having a great number of differendy-encoded versions of the same oiiginai, it will 
be recognized diai the decodmg process need not always discern every bit of the code word. Somemnes, 
for example, d» application may require identifying only a group of codes to which tiie suspect signal 
belongs. (E.g.. high order bits of the code word mi^ indicate an organization to which several 
differenily coded venions of die same source material were provided, with low-order bits identifying 
specific cities. To identify die organizatioo with which a suspect signal is associated, it may not be 
necessary to examine the low order bits, since the organization can be identified by the hi^ order bits 
alone.) If the identification requirements can be met by discerning a subset of the code word bits in the 
suspea signal, die decoding process can be shortened. 

Some applications may be best served by restarting the encoding process — sometimes with a 
difTerem code word — several times within an int^ral work. Consider, as an example, videotaped 
pvoducdons (e.g. television programming). Each frame of a videotaped prodiKtioa can be identification- 
coded wtdi a unique code number, processed m real-time with an airangemem 248 like that shown.in Fig. 
8. Each time a verncal retrace is detected by sync detector 250, the noise source 206 resets (e.g. to repeat 
the sequence just prochiced) and an identification code increments to (be next value. F^^h frame of die 
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videotape is thereby amquely identificaiioa-coded. Typically, the encoded sigsai is stored on a videotape 
for long cenn storage (although other storage media, including laser disks, can be used). 

ReaizniDg to the encoding apparams, the look-up cable 204 in tbe iliustraced embodiment exploits 
the fac: thai high amplitude sampies of die input data signal can tolerate (without objectionable degradation 
5 of the output signal) a higher level of encoded identification coding than can low amplitude input samples. 
Thus* for example, inpm data samples having decimal vahies of 0, 1 or 2 may be correspond (in the look- 
up table 204) to scaie factors of unity (or even zsco), whereas input data samples haying vahies in excess 
of 200 may correspond to scale Cactors of 15. Generally speaking, die scale factors and die tnpuc sample 
values correspond by a square root relation. That is, a four-fold incnase in a value of the sampled input 
10 gi£ <Mi co r re s p o nds to approximatdy a two-fold increase m a vahie of the scaling factor associated 
therewith. 

(The parenthetical reference to zero as a scaling factor alludes to cases, e.g., m which the source 
signal is temporally or spatially devoid of information comeni. In an image, for example, a region 
characterized by several contiguotts sample values of zero may correspond to a jet black region of die 
15 frame. A scaling value of zero may be appropriate here since there is essentially no image data to be 
pirated.) 

Contimung with the "^'^iwg process, those skilled in the art will recognized the potemiai for 
"rail errtirs* in the illustrated embodtmenL For example, if the ii^ui signal consists of 8-bit samples, and 
the samples span the entiie range from 0 to 255 (decimal), then the addition or subtraction of scaled noise 

20 to/from the input signal o:ay produce outpm signals that cannot be represented by 8 bits (e.g. -2, or 257). 
A omnber of well-undersiood techniques exist to rectify this situation, some of them proactive and some of 
them reactive. (Among these known techniqnes are: specifying jhat the input signal shall not have samples 
in the range of 0-4 or 251-255, thereby safely permitting modttlation by the noise signal; or including 
provision for dgtrcTing and adaptiveiy modifying input signal samples that would otherwise cause rail 

25 enors.) 

While the illustrated embodimem describes stepping through the code word sequentiaily. one bit at 
a rimg^ to ooiurol modulation of successive bits of the input signal, it will be appreciated that the bits of 
the code word can be used other dian sequentially for this purpose. Indeed, bits of the code word can be 
selected in accordance with any predetermined algorithm. 
30 The dynamic scaling of the noise signal based on the mstatuaneous vsdue of the input signal is an 

opiinsization diat can be omitied in many embodiments. That is, the look*up table 204 and the f!rst scaler 
20S can be omitted entixdy, and die signal from the digital noise source 206 applied directly (or through 
die second^ global acafer 210) to the addec/subcracter 212. 
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It will be furtiier xecagnized cbat ttie use of a zero-meaa noise source simplines the illustrated 
embodimem, but is not essential. A noise signal with anodier mean value can readily be used* and D.C. 
compensaiioa (if needed) cm be effected elsewhere in the system. 

The use of a noise source 206 is also optional. A variety of od:er signal sources can be used 
5 depending on application- dep endent constraints (e.g. the dneshold at which die encoded identification 
signal becomes perceptible). In many uistances, the level of the fi rt frrd dcH identification signal is low 
enough d:at die identification signal needn't have a random aspea; it is imperceptible regardless of its 
namre. A pseudo landom source 206, however, is usually desired because it provides die greatest 
idenrificatioa code signal S/N ratio (a somewhat awJcward term in this instance) for a level of 
10 impcrceptibility of the m^t^*^ identification signal. 

It will be recognized that identification coding need not occur a&er a signal has been reduced to 
stoted form as data (i.e. *fixed in tai^ible form/ in the wonb of the U.S. Copyright Aa). Consider, for 
example, die case of popular imnirians whose performances arc often recorded illicitly. By identification 
coding the audio before it drives concert hall speaken, unauthoriaed recordings of the concert can be 
15 traced to a pazticalar place and time, likewise Jive audio sources such as 911 emergency calls can be 
encoded prior to recordhig so as to fiadlicate their later anthentxcation. 

While die blade box embodimeni has been described as a stand alone unit, it will be recognized 
that it can be miegraxed into a number of different tools/instrumems as a component. One is a scanner, 
which can embed idemificadon codes in the scanned output data. (The codes can simply serve to 
20 memoriaiize thai the data was generated by a particular sratmrr). Another is xa creativicy software, sudi 
as popular drawing/graphics/animation/paint ptograms offered by Adobe, Macromedia^ Corel, and die like. 

. Fmally, while the real-time encoder 202 has been illustraxcd widi referexice to a particular 
hardware inqilementatioo, it will be recognized that a variety of odier implementatiocs can alternatively be 
employed. Some utilize other hardware configuradons. Othen make nse of software routines for some or 
25 aU of the illustsated functionai blocks. (The software routines can be executed on any nunober of differem 
general purpose programmable cotnpoxeis, such as 80x86 PC-compatible con^uters, lUSC-bascd 
workstations, etc.) 



TYPES OF NOISE. OUASI-NOISE. AND 0PTrMIZHI>-NOISE 
30 Heretofore this disclosure postulated Gaussian noise, 'white noise, " and noise generated directly 

from appiicaiion insaumeatatioa as a fiew of the many examples of the kind of canier signal appropriate to 
cany a single bis of tnfbrmation throughout an image or signal. It is possible to be even more proactive in 
*designmg* characteristics of noise in order to achieve certain goals. The 'design* of using Oaussian or 
mstfumental noise was aimed somewhat toward *absoime" securicy. This secdon of the disclosure takes a 



SUBSTITUTE SHEET (RULE 26) 



wo 97/43736 



PCT/US97/08351 



-30- 

look at otber consideracioas for the design of the noise signals which may be considered the ultimate 
caizien of the identification infonnaiion. 

For some applications might be advatnageous lo design the noise carrier signal (e.g. the Nth 
embedded code signal in the fint embodiment; the scaled noise data in the second embodiment), so as to 
5 provide more absolute signai strength to the identification signal relative to the perceptibility of that signal. 
One example is the foUowing. It is recognized diat a true Gaussian noise signal has the value '0' occur 
most frequently, followed by I and -1 ai equal probabilitiBS to each ocber but lower than *0'* 2 and -2 
g pyt^ and so on. Oearly, die value zero carries no infonnanon as it is used in such m embodiment. 
Ihus, one simple adjustmem. or design, would be that any time a zero occurs in the generation of die 
10 embedded code signal, a new process takes over, whereby the value is converttd "raodomly" to eidier a I 
or a -I. In logical terms, a decision would be made: tf'O*. then random<l,-l). The histogram of such a 
process would appear as a Gaussian/Poissooian type distribution, except that die 0 bin would be empty and 
die 1 and -l bin would be increased by half the usual histogram value of the 0 bin. 

In diis case, identiiicatxon signal eoergy would always be applied at all parts of the signal. A few 
15 of die trade-offe include; tfiere is a (probably negligiWe) lowcrmg of security of the codes oi thai a 
"detenmnistxc component' is a pan of gcnetaixng the noise signal. The reason diis might be completely 
negligible is diat we stiU wind up with a coin flip type simation on randomly cfaoosing die 1 or the -1. 
Anodier nade-off is dial diis type of designed noise will have a higher threshold of perecptibiliiy, and will 
only be applicable to applications where the least significant bit of a data stream or image is ahiady 
20 negligible relative to the commercial value of the njaicriaL i.e. if the icasi significant bit were stripped 
ftom die signal (for all signal samples), CO one would know die difference and die vahie of die maierial 
would not suffer. This blocking of d« zero value in die example above is but one of many ways to 
•optimize'' die ooise ptopetxies of die signal canicr, as anyone in die art can realize. We refier to diis also 
as 'quasi-noise* in die sense diac oaural noise can be transformed in a pre-determined way huo sigiuls 
25 which for all ^rt^wtA and purposes will read as noise. Also. ciyptogr^Qihic mediods and algoridmis can 
easily, and ofieo by definitum, create signals which are perceived as completely random. Thus the word 
•noise' can have different connotations, prnnarily between diai as defined subjectively by an observer or 
listener, and diat defined mathcmaticafly . The difference of die latter is diat mathematical noise has 
diffeteat properncs'of security and die simplicity widi which it can either be ^sleuthed' or die simpliciiy 
30 widi which instruments can 'automatically recognize* the existence of diis noise. 

TTie bulk of diis disclosure teaches that for absolute security, the noisc-likc embedded code sigoah which 
cany the bits of informadon of the idcmificauon signal should be unique to each and every encoded signai, 
35 or, sUghdy less restrictive, diat embedded code signals should be generated sparingly, such as using die 
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same embedded codes for a batdi of 1000 pieces of film, for ezampfe: Be this as it may. there is a whole 
other approach to (his issue wherein the use of what we will tail *uiuvemi' embedded code signals can 
opea up large new applications for diis techaoiogy. The economics of these nses would be such thai the de 
facto lowered security of these universal codes {e.g. they would be analyzabic by time hotwred 
5 ciypcograpiiic decoding methods, and dms potesmally tfawaited or reversed) woiild be eomomicaily 

negligible relative to die economic gains diat the inteoded uses would provide. Piracy and illegitimate uses 
would became mexely a predictable 'cose* and a source of uncollected revenue only; a simple lice item in 
an ccoDomic analysis of the whole. A good analogy of this is in die cable industry and die scrambling of 
video signals. Eveiybody seems to Imow thai crafty, skilled frrhnicai mdividuais. who may be generally 

10 law abiding citizens, can climb a ladder and flip a few wires in their cable junction box in order to get all 
the pay channels for free. The cable mdustry knows this and takes active measures co sxp it and prosecute 
those caught, but the 'lost revenue* derived from this praoice xmains prcvaieni but almost negligible as a 
percentage of profits gained from the scrambling system as a whole. The scrambling system as a whole is 
an economic success despite hs lack of 'absolute security.' 

15 l^e same holds true far applications of this technology whereitt, for die price of lowering security 

by sotoe amount, large economic oppommi^ presents itself. This section first describes what is meant by 
universal cods, then moves on to some of the imeresting uses to which these codes can be applied. 

Univetsai en^edded codes generally refer w the idea dm knowledge of the exact codes can be 
distributed. The embedded codes won't be put into a dark safe never lo be touched until litigation arises 

20 (as aUndcd vo in odier parts of diis disclosure), but instead will be distributtd to various locations where 
oa*the-spot analysis can take place. GeneraUy this distribution will still take place within a security 
controlled environment, meaning diat steps will be taken to limit die knowledge of die codes to diose widi 
a need to know. Ihstrumentatzon which atteimts to automatically detea copyrighted material is a 
non-human example of 'sotnething* with a need to know die codes. 

25 There are many wa^ to implement the idea of univetsai codes, each with their own merits 

regarding any given applxcarion. For Ure purposes of trarhmg diis an, we separate ihese approaches into 
three broad categories: universal codes based on Ubraries, universal codes based on deterministic formula, 
and universal codes based on pie-dcfincd industry standard patterns. A rough rule of Oiumb is diat die 
first is more secure than die latter two, but dial die lancr two are possibly more economical to inclement 

30 dian die first. 



tlniv«^ Cad«: 1> Libraries of Universal Codes 

The use of libraries of universal codes simply means diat appiicam's techniques are employed as 
described, except for die fan dxat only a limited set of die individual embedded code signals are generated 
35 and dxat any given encoded material will make use of some sub-set of diis limited "universal set." An 
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example is in order liere. A photogi^hic piinc paper manufiicnucr may wish lo pre-expose cvtry piece 
of 8 by 10 inch prim paper which ibey seil with a uniiiue idendficaiioii code. They aiso wish ro sell 
ideaiiixcauoo code recognicioa software to their large casiomers, service bureaus, siock ageooes. and 
lodividBal photographers, so that all these people can doc only verily that their owd material is correctly 

5 aiarked, but so that tbcy con also detennioe if third party material whidi they are about to ao^uire has 
been idendiied by this tecfaoology as being copyrighted. This Latter infonnatioii will help diem verify 
copyright holders aod avoid lidganon, among many odier benefits. In order to 'eoanomicaUy" instinite 
this plan, they realize that geoaadiig unique individual embedded codes for each and every piece of print 
p^ would generate Terabytes of mdependeni information, which would need siocing and to which 

10 recognition software would seed access. Instead, diey decide to embed dieir print paper with 16 bit 
identification codes derived torn, a set of cmly 50 mdepcndeai ^universal* embedded code signals. The 
details of how diis is done are in the next paragraph, but the point is that now dxeir recognition software 
only needs to contain a limireri set of embedded codes in their library of codes, typically on the order of 1 
Megabyte to 10 Megabytes of miormation for 50x16 individual embedded codes spi2^ out onto an SxlO 

15 photographic print (allowing for digital compression). The reason for picidng 50 mstead of just 16 is one 
of a little more added securiiy, vtbm if it were tbc same 16 embedded codes for afl photographic sheets, 
not only would die serial number capability be limited to 2 co the I6di power, but lesser and lesser 
sophisdcated pirates could cradc die codes and remove them using software tools. 

There are many diffierem ways co implement diis scheme, where die following is but one 

20 exemplary mrhorf It is determined by the wisdom of company management chat a 300 pixels per inch 
criteria for the embedded cods signals is sniBcient resolution for most applications. This means diat a 
composite embedded code image will contain 3000 pixels by 2400 pixels to be exposed ai a very low level . 
onto each 8x10 sheet. This gives 7.2 millioo pixels. Using our staggered cotiuig system such as described 
in die black box implememaiion of Figs. 5 and 6, each individual embedded code signal will contain only 

25 7.2 millioQ divided by 16, or approximaidy 450K true information caxxying pixels, i.e. every I6di pixel 
along a given taster hne. These vahies will typically be in die range of 2 to -2 m digital numben, or 
adequately described by a signed 3 bit tncnber. The raw information corneal of an embedded code is then 
approximately 3/8di's bytes times 450K or about 170 Kilobytes. Digital compression can reduce diis 
further. All of dioe decisions are suhjea to standard engineering optimiaation principles as defined by 

30 any given ^^pUcation at hand, is well known m the ait. Thus we tind diat 50 of diese mdepeodem 
eo2bedded codes will amount to a few Megabytes. This is quite reasonaUe level to distiibme as a 'Ubfaiy" 
of universal codes withb die reeognidon software. Advanced standard encryption devices could be 
en^loyed to mask the exaa nature of these codes if one were concerned diat wonJd-be pirates would buy 
the recogniiioo software merely to reverse engineer the universal embedded codes. The cecogniuon 
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software could simply uaenoypt tbe codes prior to applying die recognition techniques taught in this 
disclosure. 

Tbe recognitioQ software itself would certainly have a vanety of feanires, bat die core task ic 
would perform is determining if there is some imiversai copyright code within a given image. Tbe tcey 
3 questions become WHICH 16 of the lotaJ 50 imiversai codes it might coaiain« if any, and if dxere are 16 
found, what are ±eir bit values. The key variables in determining die answers to diese questions are: 
registration, rotation, magnification (scale), and exrenc. In the most general case with no helpful hints 
whatsoever, all variables must be independently varied across all mutual combinations, and each of die 50 
ontversai codes must dien be checked by adding and subtracting to see if an entropy dectease occurs. 

10 Strictly speaking, this is an eoonooos job, but many bdpful hints will be found which make the job much 
simpler, such as having an original image to compare to die suspected copy, or knowing die general 
ohcniaiion and extent of die image relative to an 3x10 print paper, which dm through simple registration 
techniques can determine all of die variables to some acceptable degree. Then it merely requires cycling 
through die 50 univexsal codes to find any decrease in entropy. If one does, then IS others should as well. 

15 A protocol oeeds to be set up whereby a given order of the 50 tnmslates into a sequence of mast 
significant bit through least significant bit of die ID code wocd. Thus if we find diat universal code 
onmber *4' is present, and we find its bit value to be "0", and that universal codes T duough '3" are 
definitely not pxesent, dien our most significant bit of our N-bit ID code number is a "0*. Likewise, we 
find diat die next lowest univetsal code present is number "7' and it turns out to be a "T. then our next 

20 most significant bit is a *r. Done property, dns system can cleanly trace back to die copyright owner so 
long as diey registered dieir photographic paper stock serial number with some registry or with the 
mamifacrorer of the paper itself. That is, we look up in the registry that a paper using universal embedded 
codes 4.7,1U124549,21,26,27.28,34.35«37.38,40. and 48, and having die embedded code OtlO 0101 
01 li 0100 belongs to Leonaido de Boticelli, as unknown wildlife photographer and glacier 

25 cinematographer whose address is in Northern ^awaHa We know this because he dndiuUy registered his 
film and paper smck, a few mimna of wotk when he bought the stock, which he plopped imo die "no 
postage Decessary' envelope diat die manufacturing company kindly provided to make the process 
ridiculously simple. Somebody owes Leonardo a royalty check it would appear, and certainly the registry 
has automated this royalty paymem process as part of its services. 

30 One final point is diat truly sophisticated pirates and odiers widi illicit intentions can mdeed 

employ a variety of cryptographic and not so cryptographic mediods to crack these univefsal codes» sell 
them, and make software and hardware tools which can assist in die removing or distorting of codes. We 
shall iwt teach diese mediods as pan of this disdosuie, however. In any event, this is one of die prices 
which must be paid for die ease of universal codes and die applications dicy open 

35 
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Universai Codes: 2^ Univmal Cod« Based on Deteiminiatic Fonnulas 

Tlie ILbraziea of uoiveisal codes require the storage and (ransmioal of Megabytes of isdependem, 
generally random dau as the keys witb whidi to unlock tbe existence and idenmy of signals and imagery 
litat have been marked wi± onivenal codes. Altemativeiy, various determinisnc formulas can be used 
5 which 'generate" what appear to be random data/image frames, thereby obviating die need to store all of 
rh w codes in memory and mtenogate each and of tbe "50' univeisal codes. Detcmi!nis:ic formulas can 
also assist in speeding up die process of deiefmintng the ID code once one is Ioiowd to exist in a gi%'en 
signal or image. On the odier hand, determimsiic fommlas lend dicmselves to sleuthing by less 
sophisticated pirates. And once sieuthed* they lend themselves to easier communication, such as posting 
to on the Intenset to a hundred newsgroups. There may well be many applications which do not care about 
sleuthing and pubiisiiing, and deterministic formulas for genenotng die individual universai embedded 
codes might be just the ticket. 

Univenal Codes: 3> 'Simple" Universal Codes 

IS Tbis category is a bit of a hybrid of the first two, and is most directed a: truly Urge scale 

implemeotatioiB of die principles of diis technology. Tbe applications employing diis class are of die type 
where staunch security is mudi less important dian low cost, large scale implementation and the vasdy 
larger economic benefits dxat this enables. One exemplary application is placement of identincaiion 
recognition units direcdy within modesdy priced home audio and video instnuneniaiion (such as a TV). 

20 Such recogmdon units would typically monitor audio and/or video looking for these copyright idcndfication 
codes, and thence triggering simple decisions based on the Hndings, such as disabling or enabling 
recording equabilities, or incrementing prognun specific billing meters which are transmitted back to a 
ceotiai audio/video service provider and placed onto monthly invoices. Likewise, it can be foreseen diat 
'black boxes' in ban and odttr public places can monitor (listen with a nuctophone) for copyrighted 

25 mftfi^B^g and generate detailed npom^ for use by ASCAP* BMI, and the like. 

A core pri&dple of simple universal codes is that some basic industry standard 'noiselike' and 
seamlessly repeniive patterns are injected into signals, images, and image sequences so that inexpensive 
recognition units can cidier A) determine die mere existence of a copyright 'flag', and B) additionally to 
A, determine precise identification informatioo which can focilitate more complex decision maiting and 

30 acdons. 

In order to tmplement this particular embodimeu, the basic principles of generating the hidividuaJ 
embedded ncuse signals need to be simplified in order to aocommodaie inexpensive recogmdon signal 
processing circnitry, while maintafniTig die properties of effective randomness and holographic permeatioa. 
Widi large scale industry adoption of these simple codes, the codes dicmselves would border on public 
35 domain information (much as cable scrambling boxes are almost de facto public domain), leaving the door 



SUBSTITUTE SHEET (RULE 26) 



wo 97/43736 



PCT/US97/083S1 . 



opeo.for detoxnined pixates to develop black marto countenneasures, but this simation would be qoite 
anaiogous to the soambltag of cable video and the objective ecoaotaic analysis of such iiJegai activi^. 

One prior an ]CDOwn to the appiicam in this ge&eni area of pro-active copyright detectioa is the 
Serial Copy Managemeni System adopted by many firm m the audio industiy. To the best of applicant's 
5 ioiowledge, this system employs a ooa-audio 'Hag* signal vhidi is not pan of the audio data stream* but 
which is nevenbeless grafted onto ihc audio stream and can indicate whether liie associated audio data 
should or shooid not be duplicated. One problem with this system is diat it is restricted to media and 
iostrumcfltaiioa which can suppon diis extra "flag" signal. Another deficiency is that the flagging system 
carries no identity infonnatian which would be useful in maidng moit coospiex decisions. Yet another 
10 difficulty is that high quality audio sampling of an analog signal can come arbitrarily close to malting a 
. perfea digital copy of some digital master and there seems to be no provision for inhilnting this 
possibility. 

Appiicam's technology can be brought to bear on these and ocher piobiems, in. audio applications, 
video, and ai2 of the odier applications previously discussed. An exemplary application of simple univenal 

15 codes is the fbllowmg. A single indtistxy standard "l.OOQOOO second of noise" would be defined as the 
most basic hidxcator of the presence or absence of die copyright marking of any given audio signal. Fig. 9 
has an example of what the waveform of an industry sundard noise second mxghi look like, bodi in die 
itnie domain 400 and the frequency domain 402. It is by definition a continuous fimcnon and would adapt 
to any combination of sampling rates and bit quantizaiiatis. It has a normalized amplitude and can be 

20 scaled arbitrarily co any digital signal amplitude. The signal level and the first M*ib derivatives of die 

signal are continuous at the two boundaries 404 (Fig. 9C), such thai when it is repeated, the "break" in the 
signal would not be visible (as a waveform) or audible when played through a high ezkd audio system. The 
choice of 1 seeond is arbitrary in this example, where the precise length of the interval will be derived 
from consideraixons such as audibility, quasi-white noise status, seamless repeatability, simplicity of 

25 recognition processing, and speed with which a copyti^ marking determination can be made. The 
injection of this repeated noise signal onto a signal or image (again, at levels below human perception) 
would indicate the presence of copyright material. This is essentially a one bit identificattoa code» and the 
eznbedding of turthcr identificatioa information will be disotsscd later on in this section. The use of this 
idemificatioo tecfaniqtie can extend f2i beyond the low cost home implementations disctissed here, where 

30 studios could use the technique, and monitoring stations could.be set up which literally Doonitor hundreds 
of channels of information simuJtanetnxsiy, searching for ■naHrM data streams, and furthermore searching 
for the identity codes which could be tied in with billing networks and royalty tracking systems. 

Ibis basic* standardnsed tioise signature is seamlessly repeated over and over again and added to 
audio signals which are to be marked with the base copyright identification. Pan of the reason for the 

35 word "simple" is seen here: clearly pirates will know about diis industry standard signal, but their illicit 
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uses derived torn tbis knowiedge, such as erasure or comipdon, wOl be economically minuscule relative 
CO die econocnic vaiue of the oveiaU cedmiiiue to the mass market. For most hi^ end audio ttiis signal 
will be some 80 to 100 dB down fzom M scale, or even much funher; each siniation can choose its own 
levels diough cenainly there will be reconxmcsdations. Hie amplitude of U)e sigxial can be modulated 

5 according to ihe audio signal levels to which the noise signature is being applied, i.e. die ampliiude can 
increase significantly when a dnmi beats, but not so draniaticaUy as to become andibte or objectionable. 
These measures merdy assist die recognition drcuiny lo be described. 

Recognition of the pitsence of this noise signanxte by low cost instrumentation can be effected in 
a variety of ways. One rests on basic modifications to dte simple principles of audio signal power 

10 cDeteriog. Software recognitioa piognans can also be written, and more sophisticated madiematicai 

detection algorithms can be applied to audio in order to make higher confidence detection tdentiiicatiQns. 
£n such CTbodimems, detection of the copyright noise signature involves comparing the time averaged 
power level of an audio signal with the time averaged power level of diat same audio signal which has had 
the noise signature subtracted from it. If the audio signal with the noise signature subtracted has a lower 

15 power level that the unchanged audio signals then the copyright signature is present and some stattu flag to 
diat effect needs to be set. The main engiseexiog subtleties involved in making this comparison include: 
dealing with audio speed playback discrepancies (e.g. an instrument might be 0.5% 'slow" reiadve to 
exactly one second intervals); and, dealing with the unknown phase of die one second noise signamie 
within any given audio 0>asicai2y, its "phase" can be anywhere from 0 to 1 seconds). Another subUety, 

20 not so central as the above twolmt which nonetheless should be addressed, is that the recognition circmis 
should not snbtzsa a higher ampiimde of the noise signature than was originally embedded onto die audio 
signal. Fortunately diis can be accomplished by merely subtracting only a small amplitude of the noise 
signal, and if the power level goes down, this is an indication of "heading toward a trough' in the power 
levels. Yet another related subde^ is that die power level changes will be very small relative to die 

25 overall power levels, and calculations generally will need to be done widi appropriate bit precision, e.g. 32 
bit value operations and accmuiladons on 16-20 bit andb in the calculauons of dme averaged power 
levels. 

Qearly, designing and packaging diis power level comparison processing circuitiy for low cost 
applicatioss is an eng in eer in g optimization task. One trade-off will be the accuracy of making an 

30 identificatioo relative to the "short-cuts" which can be made to the circuitry in order to lowerMts cost and 
complexicy. One embodiment for placing this recognition circuitry inside of instrumentation is through a 
single programmafole imegrated cxxcnit which is custom made for the task. Fig. 10 shows one such 
integrated drcuh 506. Here the audio signal comes in. 500, either as a digital signal or as an analog 
signal to be digitized mside die IC 500, and die output is a flag 502 which is set to one level if die 

35 copyright noise signature is found, and to another level if it is not foood. Also depicted is the fact that the 
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standardiicd noise signature waveform is stored ia Read Ooly Memoiy, 504. inside die IC 506. Tbere 
wUI be a slight time delay between die application of an audio signal to die IC 506 and ibc output of a 
vaiid flag 502. dnc to ±e need to monicor some finite portion of die audio before a recognition can place. 
In diis case, dicre may need to be a •flag valid' output 508 where the IC infonns the external worid if it 
5 bas had enough time to make a proper detennination of the presence or absence of d:e copyright noise 
sigoanue. 

Tlwre are a wide variety of specific designs and philosophies of designs applied to accomplishing 
diebafticfonctioaof dieIC506of Fig. 10. Audio engineers and digital signal processing engineers ait 
able to generate several fundamencally diffeient designs. One such design is depicted m Fig. 11 by a 
10 process 599. which itself is subjea to ftehcr engineering optimization as will be rficnwyf^ ^1$. 11 
depios a flow chan for any of: an analog signal processing network, a digital signal processing nerworJc. 
or programming steps in a software program. We find an input signal 600 which along one path is applied 
to a time averaged power meter 602, and the resulting power ouiput itself treated as a signal P,,^. To die 
tqipcr right we find die standard noise signature 504 vduch will be read out ai 125 % of normal speed. 604. 
15 dnxs changing its pitch, giving the "pitch changed noise signal* 606. Then the input signal has this pitch 
changed noise signal subtracted in 3tq> 608, and diis new signal is a^ied to the same form of time 
averaged power meier as in 602, here labelled 610. The ouipui of diis operation is also a time based 
signal here labelled as P^, 610. Step 612 then subtracts die power signal 602 from die power signal 
610» giving an owpui difference signal 613. If die univcisal standard noise signamre docs indeed 
exist on die input audio signal 600, then case 2, 616. will be created wherein a beat signal 618 of 
approximately 4 second period will show op on die output signal 613, and it remains to detect diis bear 
signal wirfi a step such as in Fig. 12, 622. Case I. 614. is a steady noisy signal which exhibits do periodic 
beating. 125% at step 604 is chosen arbitrarily here, where engineering consideraiioiu would ^'^^^^^f 
an optimal value, leading to di£ferenr beat signal frequencies 618. Whereas waiting 4 seconds in diis 
example would be quite a while, especially is ycu would want to detect at least two or diree beats. Fig. 12 
outlines how the basic daign of Fig. 1 1 could be repeated and cpemcd upon various delayed venions of 
the input signal, delayed by somediing like l/20di of a second, widi 20 pznllci circuits worldng in concert 
each on a segment of the audio delved by 0.05 seconds from their ndghbon. In diis way. a beat signal 
will ^ow up approximately every l/5di of a second and will look like a travelling wave down the columns 
of beat detection drcutts. The existence or absence of diis travelling beat wave triggcra die detection flag 
502. Meanwhile, diere would be an andto signal monitor 624 which would ensure diat, for example, at 
least two seotmds of audio bas been heanl before setting die flag valid signal 508. 

Though die andio example was described above, it should be clear to anyone m itie an diai die 
same type of definition of some repetitive unxvenal noise signal or image could be applied to die many 
other signals, images, picmres, and physical media already discussed. 
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The above case deals only with a singic bit plane of iofonoatios, i.e., the noise signanue signal is 
etdser tbete (1) or ic isa't (0). For many applicanons, ic wooid be nice to detect serial mimber infonnatioQ 
as well, whicb could then be used for more complex docisioDS, or for logging infomaiion on billing 
statements or whamoc The same principles as the above would apply, but now there would be N 
5 independem noise sigDanires as depicted in Hg. 9 instead one single stich signanue. Typically, one such 
signanue wonld be the master upon which the mere ffxi^mtaii of a copyright ma rl in g 15 detected, and this 
would have generally higher power ttian the others, and then the other lower power 'ideotilication' noise 
signatures would be embedded into audio. Recognition ciicnits* once having found die existence of the 
primary noise signanire, would then mp through dse other N noise signamxes applying die same steps as 
10 described above. Where a beat signal is detected, this indicatfls the bit value of *r, and where no beat 
signal is detected, this irnticarr; a bit value of '0'. It might be cypicai that H will equal 32, that way 2^ 
nunaber of identiScaiion codes are available ro any given industry employing this technology. 

Use of this Tedmoiogy When the I^ffth of die IdentificatioD Code is I 

15 Tbe principles described herein can obviously be applied in die case where only a single presence 

or absence of an identification signal - a fingeiprint if you will - is used 10 provide confidence that some 
signal or image is copyrighted. The example above of the industry standard noise signanue is one case in 
point. We no longer have die added confidence of ihe coin flip analogy, we no longer have tracking code 
c^nbilities or basic serial omnber capabilities, but many applications may not require these attributes and 

20 die added simplicity of a single fingerprint might outweigh diese other acuibutcs in any event. 

The 'Wallpaper' Analogy 

The term "holographic' has been used in this disclosure to describe how an identification code 
number is distributed in a largely hitegial form throughout an encoded signal or image. This also refers to 

25 the idea diat any given £raginent of die signal or image contains die entire unique cdendfication code 

nutnber. As widi physical implementations of holography, there are limicatioos on how small a fragment 
can become before one begins co lose diis property, where ±e resolution limits of the holographic media 
are the main factor in this regard for holography itself. In die case of an uncorrupted distribution signal 
which has used die encoding device of Fig. 5, and which funhermore has used our *designed noise" of 

30 above wherein die zero's were randomly changed to a 1 or then die extent of the fragment required is 
merely N condguous samples in a signal or insage raster line, where N is as defined previously being die 
length of our identification code number. This is an informatioiial extreme; practical situations where 
Dense aod cotiupcion are operative will require generally one, two or higher orders of magnitude more 
samples dian diis simple number N. Those skilled in the an will recognize diat there are many variables 



SOBSfmiTIg SHEET (RUU 26) 



wo 97/43736 



PCTAJS97/08351 > 



-39 

involved in pimiizig down precise stansdcs on the size of ihe smallest fragmem with which an identification 
can be made. 

For mtoriai ptoposes, the qiplicam also uses the analogy dsai the unique identification code 
Dumber is 'wailpapered" across and image (or signal). That is, it is repeated over and over again ail 
5 throughout an image. This repetition of the ID code number can be regular, as in the use of the encoder 
of Bg. 5, or random itself* where the bits in the ID code 216 of Fig. 6 ai« not stepped through in a 
normal repetitive &shion but rather ate randomly selected on sample, and the random selection stored 
along with the vahie of the omput 228 itself, in any event* the infocsation earner of the ID code, the 
individoal e mb edded code signal* does change across the image or signal. Thus as the wallpaper analogy 
to summarizes: the ID code repeats itself over and over, but the pattetas diat each iqpetitiaa inq)rints change 
randomly acoordittgly to a geoeraliy unsieuthable key. 

\ l^nt ^ Compression 

As earlier mentioned, applicam's pre fer red forms of identification codmg withstand lossy data 

15 compression, and subsequent decompression. Such compression is finding increasing use, particulariy in 
contexts such as the mass disnibution of digitized entenainmem programming (movies, etc.). 

While data cncorind according to the disclosed techniques can withstand all 9pes of lossy 
compression ksown lo applicam, those expected to be most commercially imponam are the CCUT C^, 
CCm G4, JPEG, MPEG and JBIG compfession/deco mpr essian standards. Hie CGTT standards are 

20 widely used in bladc-and-whiie document co mp re ss ion (e.g. CacsimUe and documem-storage). JPEG is 
most widely used with still images. MPEG is most widely used with moving images. JBIG is a likely 
successor to the CCITT standards for use with black-and-white imagery. Such techniques are well known 
to those in the lossy data compression field; a good overview can be found in Peonebaker et al. JPEG, Still 
Image Data Compression Sumdard^ Van Nostrand Reinhold, N.Y., 1993. 

25 

Towards Stegaaognmfav Proper and the Use of this Technology in Passing More Complex Messages or 
Information 

This disclosure concentrates on what above was called wallpapering a single identification code 
across an ennre signal. This appean to be a desirable feature for many applications. However, there are 
30 other applicatioia where it might be desirable to pass messages or to embed veiy long strings of peninem 
identiiicaiian infoonation in sigzials and images. Oae of txsany such possible applications would be where a 
given signal or image is meant to be manipulated by several different groups, and that certain regions of an 
image are reserved for each group's identifzcaiion and insertion of pertinent mantpulaEtion information. 

In these cases, the code word 216 in Fig. 6 can acnially change in some pre-defined manner as a 
35 function of signal or image position. For example, m an image, the code could change for each and every 
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raster lioe of tbe digital image. It migm be a 16 bit code wont, 216. bm eacb scan line would have a oew 
code word, aod duis a 4g0 sua line iniage could pass a 980 (480 x 2 bvtts) byte message. A receiver of 
Che message would need to bave access to either the noise signal stored tn memory 214, or would have to 
know the uoiversai code structure of the noise codes if chat mschod of coding was bemg used. To die best 
5 of applicant's knowlc(^e, chis is a novel approach lo (he manxre field of steganogtaphy. 

la all chree of ±e foregoing applications of umversai codes« it will often be desirable to append a 
short (perhaps 8- or l6-bii) private code, which users would keep in dieir own secured places, in addition 
to the universal code. This affords die user a ftintier modicum of secnztiy against pateaial erasure of the 
umversai codes by sophisticaied pirates. 

10 

Applicant's Prior Anolication 

The Detailed Descziptioo co this point has simply repealed the disclosure of applicam's prior 
mtemaiional applxcadon. laid open as PCT publication WO 95/14289. It was reproduced above simply to 
provide comes for the disclosure which follows. 

IS 

Qnt faster Code Signal As A DiscinKion From N iDdeoendent Eip \^^'^ r^de Signals 

In certam sectxons of diis disdosore, perhaps exemplifol in the seciioa oa the real tim e encoder, 
an econoonzisg step was taken whereby the N independent and soutce*sig&al-coexxeDsive embedded code 
signals were 90 deigned that dte oon-»ro elements of ai^ given embedded code signal were unique to just 

20 that fmb H< ff^ code signal and no othen. Said more carefhily. certain pixels/sample points of a given 
signal were ^assigned* to some pre-^ieteimined m'th bit location in our N-btt identiiication word. 
Furthermore^ and as another basic optimization of impicmentation. the aggregate of these assigned 
pixels/samples across all N embedded code signals is precisely the extent of die source signal, meaning 
each and evexy piiel/sampie location in a source signal is assigned one and only one m'th bit place m our 

25 N-bic identificaiiQa word. (This is not to say, however, that each and every pixel MUST be modified). 
As a wiaww of sifflpiificatioa we can then talk about a single master code signal (or 'Snowy JmagB*) racber 
than N in«^ ' y^ < <»^ng signals, realizing chat pre-defined locations in this master signal correspond to unique 
bit locations in our N-bii identification word. We dierefore construct, via dxis circuiious route, this rather 
simple concept on the smgie master noise signal. Beyond mere economization and simplificaaon, dicrc are 

30 also performance reasons for diis shift, primarily derived from die idea diat individuai bit places in our 
N"bit idendfication word are no longer 'competing* for the informaiiaii carrymg capacity of a single 
pixel/san^le, 

Widi this single master more cleaiiy understood, we can gain new hisigbu into odicr sections of 
dxis disclosure and eaqilore fimher details within die given application areas. 

35 
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More of Detennmistic Universal Codes Using the Master Code Concept 

One case in peine is to Anther explore the use of Deceimimstic Umvetsal Codes, labelled as item *2* ts 
the sections devoted to univetsal codes. A given user of this (echsology may opt for the following variant 
use of tbe principles of this tedmology. "Hie user ifl quesdon migiu be a tnass distiibotor of home vicieas. 
5 but clearly the prindpies would extend to ali otfaer potential uscn of diis technology. Bg. 13 piaoiialLy 
rq>resents the steps involved. In the example the user is one * Alien Productions/ They first create an 
image canvas which is coextensive to the size of the video frames of ihsr novie "Bud's Advenmies. * On 
this canvas they piim the name of tbe movie, they place their logo and oampany oane. F miigiiuui e; d»y 
have specific infocmatioa at the bottom, such as the distribution lot for the mass copying that they are 

10 currently cranking out, and as mdi c aced^ they acmaily have a unique frame number mrffraTfyl Urns we 
find die example of a standard Image 700 which forms the initial basis for the oeation of a master Snowy 
Image (master code signal) which will be added into the original movie frame, creating an output 
distributable frame. This image 700 can be eiiher black & white or color. Tbe process of turning this 
itnage 700 iuo a pseudo random master code signal is alluded to by the encryption/sciambling routine 702, 

15 whexdn the onginal image 700 is passed through any of dozens of well known scrambling methods. Tbe 
depktioa of tbe number '28' alludes lo die idea diat there can acmaily be a library of saamblxng mediods, 
and die particular meiliod used for this particular movie, or even for this panicular frame, can change. 
The result is our classic master code signal or Snowy Image. In general, its brigfamess values are large 
and h woukl look vety much like the snowy image on a television set omed to a blank channel, but clearly 

20 it has been derived from an informative image 700, transformed through a scrambling 702. (Note: the 
splotchiness of the example picitire is actually a rather poor depiction; it was a funaiou of the crude tools 
available to the invemor). 

This Master Snowy image 704 is dien the signal which is modulated by our N-bit tdentificaiion 
word as outlined in odier sections of the disclosure, the resulting modulated signal is dien scaled down in 

25 brightness to die acceptable pezcdved noise level, and diea added to die otiginai frame to produce die 
distnbutable frame. 

There are a variety of advantages and features that the method depicted in Fig. 13 a^rds. There 
are also varianons of theme within dxis overall vaiiation. Oearly, one advantage is rtu users can now use 
more intuitive and personalized mediods for stamping and signing dieir work. Provided that the 

30 encrypdon/scrambiing routines, 702, are indeed of a high security and not published or leaked, then even 
if a would-4>e pirate has knowledge of the logo image 700, they should not be able to use this knowledge to 
be able m sleuth die Master Snowy Im^ 704, and thus they should not be able to crack die system, as it 
were. On die other hand» single eocxyptioa roacines 702 may open the door for cracking the system. 
Another dear advantage of die method of Fig. 13 is the ability to place funher information into die overall 

35 protective pzocess. Suictly speaking, die infonnation contained in die logo image 700 is not directly 
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cazTxed in tfae final disthbmable irame. Said matba way, aod provided thai the encryptiofl/sczaiabiing 
routine 702 has a straigbtfaiwani and knowa deaypdoa/descianibling meihod whidi tolenies bit oriacatioa 
enon. it is generally impossible to fiilly recreate die image 700 based upon having dw distxibutabie 
frame, the N-bit identification code word, tbe bcigbtness scaling ^ctor used, and the number of tfae 
5 decryption roudne to be used. The reason that an exaa recreation of the image 700 is impossible is due to 
Che scaling operatioQ iiseLf and the concomicam bit tiuscatioa. For the present discossioa, diis whole i^^f 
is somewhat academic, bowever. 

A variatioa on tixe dieme of Fig. 13 is to acmaUy place die M-bit idcaoficatiaa code word directly 
inio (be logo image 700. In some sense (Ids would be self-re&rentiai. Tims when we ptiU om our stored 
10 logo image 700 it already oootains visually what our identiijcaKioxi word is, then we apply encryption 
routine to this image, scale it down, then use this version u Hi>m/jf a suspect image using the 
techniques of diis disclosure. The N bit word thus found should match the one cotitaioed in our logo 
image 700. 

One desirable feature of the encryption/scrambling routine 702 might be (but is certainly not 
IS required to be) that even given a small change in the input image 700, such as a single digit change of the 

frame tmmber, there wtiuld be a huge visual change in the output scrambled master snowy image 704. 

Likewise, die actual scrambling routine suiy change as a funcnoo of feame tuimbers, or certain 'seed" 

muttbers typically used widiin pseodo-randomizisg ftmctzons could change as a ftmction of ftame number. 

All manner of varianons are dms possible, all helping to maiotaia high levels of security. Eveomally, 
20 engineering optxmizanoxi coosideraiiQns will begba to investigate die reiaiionsaip between some of these 

randomizing methods, and how they aU relate to maintaining acceptable signal strength levels thnnigh the 

process of transforming an uncompressed video stremn mm a compressed video stream such as with die 

MPEG compression methodologies. 

Aootfaer desired ficature of die encryption process 702 is diat it should be infbrmationally efficient, 
25 i.e., that given any random input, it should be able to output an essentially spatially uniform noisy image 

widi little to no residnal spatial patterns beyond pure nmdonmess. Any tesidnal correlated pattens will 

(»xtribute to i n effi c i en cy of encoding the N-Mt idemificadon word, as well as opening up ftuiher tools to 

would-be pirates to break die system. 

• Another feature of the method of Fig. 13 is that there is more intuitional appeal to using 
30 recognizable symbols as part of a decoding system, which should then translate favorably in the essendally 

1^ enviromnem of a counroom. h strengthens the simplicity of die coin flip vernacular memiooed 

dsev^re. Jury members or judges will better relate to an owner's logo as being a piece of die key of 

recognizing a suspea copy as hemg a knock-off. 

It should also be mentioned diat, strictly speaking, die logo image 700 docs not need lo be 
35 randomized. The stqis could equally apply straight to the logo image 700 dixecdy. It is not entirely dear 
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CO the inveoior what pncdcal goal ibis misbi have. A irivial exceostoa of this coocepc to the case where 
Mssl is where, simply and easily, the logo image 700 is merely added to an original image at a very low 
brighmess level. The inventor does not prcsmnc this rrivtaj case ro be at all a novelty. In many ways this 
is similar lo ihc age old issue of subliminal advenisiag, where the low light level pattcms added to an 
image arc recognizable to the human eye/brain system and - su^Hwedly - opcraiing on the homan brain at 
an tmeonseioiis level. By pointing om these trivial extensions of the current tetanology, hopdiiUy there 
can arise iuxiher clarity whidi distxDguisfaa applicant's novel principles tn relation to such well known 
prior aft techniipes* 

54>it Abridged AJpfaanumeric Code Sets and Othm 

It is desirable in some applications for the N-bit idemincation word to acmally signify names, 
companies, strange words, messages, and the like. Most of this disclosuit ibcuses on using the N-bit 
identification word merely for high statistical seoiricy, mdeye^ tracking codes, and other index bsed 
message carrying. Hie infoimaiion carrying capacity of 'invisible signanires* inside imagery and audio is 
somewhat limifftl. however, atsd thus it would be wise to use our N bits efScxently if we acmally warn lo 
*speU out" alphanumeric items in die N-bxt identxficanon word. 

One way to do this is to define, or to use an already odssing, reduced bit (e.g. less than 8-bit 
ASCII) standardized codes for passing alphanumeric messages. This can help to satisfy this need on die 
part of sotne ^iplications. For example, a simple alphanumeric code could be built on a 54>it m^^x table, 
where for example die letters V JC,Q, and Z are not included, but the digits 0 through 9 are ixKluded. In 
this way, a 100 bit idcBtifuation word could cany with it 20 alphanumeric symbols. Another aitexnaiivc is 
to use variable bit length codes such as the ones used in text oon^ression routines (e.g. Hn£foun) whereby 
more ficequently used symbols have sfaoirter bit length codes and less foequendy used syn^ia have longer 
bit iengdis. 

More OP Detectintt and Recognizing the N>bit |[rf^fifirati op Word in Suspect Signals 

Gassically speaidng, the det ect ion of the N-bh identiiicadon word fits nicely into the old art of 
detecting known signals in noise. Noise in diis last statement can be interpreted very broadly* even to the 
point where an image or audio track itsdf can be considered noise, relative to the need to detect die 
underlying signanue signals. One of matiy reforeaces to this older an is the book Kassam, Saleem A., 
'Signal Detection in Noa-Ganssian Noise/ Springcr-Verlag, 1988 (generally available at weU stocked 
libraries, e.g. available at die U.S. library of Congress by catalog nnmber TK5102.5 .K357 1988. 

To the best of this inventor's current understanding, none of die material 
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in this book is diicoly applicable to tbe issue of discovering the polaiicy of j^plicam's embedded signals, 
but die broader piiflcipies are indeed applicable. 

In particuJar. secdon 1.2 *Basic Concepts of Hypothesis Testing" of Kassam's book lays out die 
basic concept of a binaxy hypothesis, assigning the value T to one hypodiesis and the value ''O' to die 
5 odier hypothesis. The last paragraph of diat section is also on point regarding the earlier-described 
embodiment, i.e., chat the '0* hypothesis corresponds to "noise only* case, wheres iht *r corresponds 
to die presence of a signal in die observations. Applicant's use of true polarity is not like this, however, 
where now die '0* cocrespoods to die presents of an inverted signal rather dian to "noise^oiy . ' Also in 
the presem embodiment, ttie case of "noise-oniy* is e ffeuive ly ignored, and diai an identification process 

10 will eidier come up widi our N-bit identification word or it will come up widt "garbage.'' 

The oontmued and oevitable e ag i neeri ag ioiptDveffleu ia the detection of embedded code signals 
will undoubtedly borrow heavily from diis geoertc fkld of known signal detecnon. A commoa and 
well-known technique in diis fleid is the so-called 'matched filter/ which is incidentally d i mi^ s ffd eaity in 
section 2 of the Kassam book. Many basic texts on signal processing indude discussions on this method of 

15 signal detectioo. This is also known in some fields as oonelation detection. Furthermore, when die phase 
or location of a known s^nal is known a priori, such as is ofitec the case in applications of » hi^ technology, 
Chen die matched filter can often be reduced to a single vector dot ]»odua between a suspea izoage and 
Che embedded signal associaxd widi an m*tb bit plane in our N-bii identificaizon word. This then 
rqnesents yet anodier simple "detecxian algorilfam" fbr caking a suspea image and producing a sequence of 

20 Is and Qs with the intention of if diat series corresponds to a pte-embedded N-bit identification 

word. In words, aiBi with reference to Fig, 3, we run dmnigh the process steps up throogh and including 
the subtracting of die original image from die suspect, but die next step is merely to step dirough ail K 
random independent signals and perform a simple vector doc produa between diese signals and the 
diflctence signal, and if that dot produa ia negative, assign a '0* and if that dot produa is positive* assign 

25 a *!.' Careful analysis of dtis "one of mai^' algorithms will show its similarity to die traditional matched 
filter. 

mere are also some rmmediate improvements to the ^matched fiiter* and "correlation-type" diat 
can provide mhanrrH ability to prcperiy detea very low level embedded code signals. Some of these 
improvemems are derived &om principles set forth in die Kassam book^ odiers are generated by the 
30 inventor and die inventor has no knowledge of dieir being developed in odier papers or worics, but neither 
has the mveuor done foUy extensive searching for advanced signal detection techniques. One such 
tecfarnqoe is petfa^ best exemplified by figore 3.5 m Kassam on page 79, wherein there are cestain plots 
of die various locally optimom weighting coefficients which can apply to a general dot-prodna aigoridsnic 
. approadi to detection. In other words, rather than performing a simple doc prodna, each elememal 
35 fflulciplicatiott operation in an overall dot produa can be weighted based upon known a priori statistical 
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infonnadon about the diflerence sigsai iisdf. i.e., the signal within which the low level known signals are 
being sought. The mterested ceader who is not already familiar with these topics is encouraged to read 
chapter 3 of Kassam to gain a fuller understanding. 

One principle which did dot seem to be explicitly present in the Kassam book and which was 
5 developed rudimenxarily by the inventor involves the exploitation of the magnitudes of the statistical 
properties of the jcnown signal being songht relative co the magnitude of die staiisticaJ properties of the 
suspect signal as a whole. In partictilar. die problematic case seems to be where ihe embedded signals we 
are looking for are of much lower level than die noise and corruptian present on a diSeience signal. Fig. 
14 aoempc to set the stage for die leasonmg behind fbh approach. The top figure 720 contains a generic 

10 look at die differences in the histograms between a typical 'problematic" dtffierence signal, i.e., a 

difference signal which has a much higher overall energy than die embedded signals dxat may or may ooi 
be within it. The term "mean-removed' simply means that the means of bodi the difbresce signal and the 
embedded code signal have been rennved, a common operation prior to performing a normalized dot 
pnxhKt. The lower figure 722 dien has a generally similar histogram plot of the derivatives of the two 

15 signals* or m die case of an image, the scalar gradients. From pure mspection it can be seen that a simple 
tbiesholding operation in the derivaiive transform domain* widi a subsequem convetsioQ back into the 
signal domam. will go a long way toward removing certain innate biases on die doc prodna "recognidon 
algotidim* of a few paragr^fas back. Thresholding here refers to the idea thai if the absohne value of a 
difffrr nff f signal dezxvative value exceeds some threshold, then it is replaced simply by diat direshold 

20 valve. The direshold vahie can be so chosen to comain most of the histogram of the embedded signal. 

Another operation which can be of minor assistance in ^alleviating' some of the bias effects in die 
dot produa algorithm is the removal of the low onier frequencies in the difference signal, i.e.. muning ±c 
difference signal dirough a high pass filter, wiicre the cutoff frequency for the high pass filter is relatively 
near die origin (or DC) frequency. 

25 

Seeetal CmuidBarima for ^^r?|T^™«> ^mh^di^ Cod« on Siimak Which Have Been Compressed and 
Decompressed, or Altemativelv. for Reerwynimti^ Embedded Co rf^ Wit]im Anv Signal Which Has 
Undergone Some Known Proces s Which Creates Non-Uniform Kmr Sointes 

Long tide for a basic concept. Some signal processing opcrndons. sudi as compressing and 

30 decompressing an image, as widi die JPEG/MPEG formats of image/video compression, create errors in 
some given transform domain which have certain correlations and stiucoire. Using JPEG as an example^, 
if a given unage is compressed dien decompressed at some high compression ratio, and dial resulting 
usage is then fbuiier transformed and compared to the fburier transform of the original uncompressed 
image, a definite panem is dearly visible. This patterning is mdicative of correiaied error, i*e. error 

35 which can be 10 extern quantified and predicted. The prediction of die grosser propenzes of diis 
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cortelazfid eiror can then, be osed to advantage in the heretofore-discussed mecfaods of recognizing ibe 
embedded code signals wtdun some suspect image which may have oodergoae eicber JPEG compression or 
any other operation which leaves these celltaie correlated error signatures. The basic idea is chat in areas 
where there are iowwn higher levels of error, the value of the recognxdon methods is diminished relative to 
5 the areas with known lower levels of correiafed errors. It is often possible to quandfy die expected levels 
of error and use this quantification to appropriately weight the retransfbrmed signal values. Using JPEG 
compression again as an enasple» a suspea signal can be fourier transformed, and the fourier space 
representadon may clearly show die telltale box grid pattern. The fourier space signal can then be 
"spadaJly filtered' near die grid points, aiui diis filtered representation can Uien be transformed bade into 

10 its regular rinse or space domain to dien be nm dirough die recogninon methods presented in diis 
disdosnie. Likewise, any signal processiisg method which creates non-unifbtm error sources can be 
transformed into die domain in which these error sources are non-uniibrm, the values at die high points of 
the error sources can be attenuated, and die ttausly "filtered* signal can be transformed bade into die 
dme/space domain for standard zecognition. Often diis whole process will include die Lengthy and arduous 

15 step of 'characterizing" the typical coixelated erxor behavior in order to 'design* the appropriaic filtering 
profiles. 



"SIGNATURE CODES* and "IN VISIBLE SIGNATURES' 

Briefly and for the sake of clarity, die phrases and texms "signatures,* *invbible signatures/ and 
20 "signanire codes" have been and will continue to be used to refer to the general techniques of this 

technology and often refer specifically to the composite embedded code signal as defined early on in diis 
disdosure. 



MORE DETAILS ON EMBEDDING SIGNATURE CODES INTO MOTION PICTURES 
25 Just as diere is a distincdon made between die JPEG standards for compressing still images and 

die MPEG standards for compressed motion iaages, so too should diere be distincdoos made between 
placing invisible signatuies into still images and placmg signatures nxto motion images. As with die 
. JPEG/MPEG disdocQon. it is not a matter of different foundations, it is die £aa diat widi motion images a 
aew dimension of engineering optimizadon opens up by the inclusion of time as a parameter. Any 
30 textbook dealing widi MPEG will surely contain a secdon on how MPEG is (geceraily) not merely 

Applying JPEG on a frame by frame basis, [t wiB be the same with the applicadon of the principles of diis 
technology: generally speaking, the placemem of invisible signatutes mto modon image sequences will not 
be simply indepesdendy placing mvisible signanxres into one frame after die next. A variety of time-based 
t»nsiderauans come mto play, some dealii^ with die psychophysics of modon image percepnon, odiers 
35 driven by simple cost engineering considerations. 
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One cznbodimeQt actuaUy uses ihe MPEG compressioa standard as a piece of a solutioa. Ocber 
motkm image oompFessioii schemes could equally well be used, be they already invented or yec to be 
ioveoted. This example also utilizes tbe scrambled logo image appxoach to generating die master snowy 
image as depicted in Fig. 13 and discussed in die disdosure. 
5 A 'compressed master snowy image' is indepcndeniiy rendered as depiacd in Fig. 15. 

'Rendered* refers to che generally well known technique in video, movie and animanon produaion 
whereby an image or seqoenoe of images is citated by consoncdve r^Hwf|fw« such as cots^nner 
instroctions or die drawing of animatioD ceils by hand. Urns, "to rente' a signatuxe movie in this 
example is essentially to let eidier a conspuier create it as a digital file or to design some custom digital 

10 eiecttonic circuiiry to create iL 

Hie overall goal of die procedtzre outlined in Fig. 15 is to apply the invisible signatures to die 
original movie 762 in such a way thai die signanires do not degrade die commercial value of ±e movie, 
memorialized by die sidc*by-side viewing, 768, AND in such a way Uiat die signature optimally survives 
dirough die MPEG compression and decompression process. As noted eariier« die use of die MPEG 

15 process in particular is an exan^ie of die generic process of compression. Also it should be noted diat the 
exampie presented here has definite room for engineering variations. In particttiar. diose practiced In the 
art of moticm picture compression will appreciate the fsm if we start out with two video streams A and B, 
and we congress A and B separately and combine their results, then the resultant video stream C will not 
generally be die same as if we pre-added the video streams A and B and compressed this resnltam. Hins 

20 we have in general, e.g.: 

MPEG(A) + MPEG<B) MPEG(A+B) 

where b\s is not equal to. This is somewhat an abstraa notion to introduce at dus point hi the disclosure 
25 and will become more clear as Fig. 15 is discussed. Tbe general idea, however, is diat diere will be a 
variety of algebras that can be used to optimize die pass-dinragh of 'invisible* signatures dirongh 
compression procedures. Qearly» die same principles as depicted in Fig. 15 also woik on still images and 
the JPEG or any other still image compression standard. 

Turning now to die detafls of Fig. 15, we begin widi the simple stepping dirough of all Z frames 
30 of a movie or video. For a two hour movie played at 30 frames per seconds Z turns out to be 

(30*2*60*60) or 216,000. The inner loop of 700, 702 and 704 merely mimics Fig. 13 's steps. The logo 
frame optionally can change duxing die stepping through frames. The two arrows emanating from the box 
704 r epr escm both the continuation of the loop 750 and the depositing of output Barnes inu> the retidered 
master Snowy Im^e 752. 
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To cake a brief but poceniiaily appiDpria» digression at chis point, die ose of die concepc of a 
Maricov process brings cenadn clarity to ihc discussiOQ of opdmizing die engineering impiemeacatton of ihe 
mediods of Fig. 15. Briefly, a Maricov process is one in which a sequence of events takes place and in 
general there is no menuny Dciweeo one soep io the sequence and die nen. In die context of Fig. 15 and a 

5 sequence of images, a Martovian sequence of images would be one in wfaich diere is no apparent or 
appreciable cgrreiation between a given frame and die next, fniagiiift taking die set of all movies ever 
produced, stepping one frame at a time and sdecxing a random frame from a random movie to be inserted 
into an ontpm movie, and dien stepping dirough« say. one mimtte or 1800 of dieae frames. The resuldng 
"movie" would be a fine example of a Markovian movie. One point of dus discussion is diat depending on 

10 how die togo ! m ^ * ^ are rendered and depending on how die encryption/sccamblmg step 702 is performed, 
die Master Snowy Movie 752 will exhibit some generally quamiflable degree of Markovian characteristics. 
The poim of diia point is dial die compression ptocednre itself wiD be affected by diis degree of Markovian 
nature and dm needs to be accounted for in designing die process of Fig. 15. Likewise, and only in 
general, even if a fully Markovian movie is created in die High Brighmcss Master Snowy Movie, 752, 

15 dien die processing of compressing and decompressing diac movie 752. represented as die MPEG box 754, 
will break down some of die Maricovian nanize of 752 and create at lease a marginally non-Maricovian 
compressed master Snowy Movie 756. This point will be utilized when die disdosnre briefly discusses die 
idea of using nnltipie frames of a video stream in order to find a single N-bit idemi&adoo wotd, dai is. 
the N-Mt idendfodon word may be embedded into several frames of a movie, and h is quite 

20 reasonable to use die information derived from diose multiple frames to find diai single N-bit identification 
word. The non-Markovian naniie of 756 dms adds certain tools to reading and recognizing die invisible 
signatures. Enough of this tangeuL 

Wldi die i ff!^ of pre-conditiomng die uliimaieiy utilized Master Snowy Movie 756, we now send 
die rendered High firighmess Master Snowy Movie 752 diroagh bodi die MPEG compression AND 

25 decompression procedure 754. Widi die caveat previously discussed nidicre it is acknowledged diat die 
MPEG compc^<»i process is generally not distributive, the idea of die srep 754 is to crudely segregate 
the initially rendered Snowy Movie 752 into two components, die componem which survives die 
compression pnxess 754 which is 756. and die component which docs not survive, also crudeky estimated 
using die difiercncc operadon 758 to produce die "Cheap Master Snowy Movie' 760. The reason use is 

SO made*of the ddiberately loose term "QxBap" is tiiat wc can laier add diss signanire signal as well to a 
distributabte movic^ knowing diat it probably won't survive common compressioD processes but diat 
neverdieiess it can provide "cheap" extra signacure signal energy for appLicarions or sitnadons wfaidi will 
never experience compression. [Thus h is at least noted in Fig. 15]. Eack to Fig. 15 proper, we now 
have a rough cur at signatures which we know have a higher likciihocd of surviving imact dirough die 

35 compression process, and we use diis 'Compressed Master Snowy Movie' 756 to dien go dirough diis 
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procednre of bdog scaled down 764. added (O the origiDai mvie 766, producing a candidate distribuiable 
movie 770, iben compared to die anginal movie (768) Co eosme thai it meets whatever commerciaily 
viable criteria which have been set up (i.e. the acceptable perceived noise level). The arrow from Che 
side*by-side step 768 back to the scale down step 764 coiresponds quite diicaly to the *expehmecc 

5 visually... ' step of F:g. 2^ aod the gain comioi 226 of Fig. 6. Those practiced in the an of image and 
audio information dieory can recognize thai die whole of Fig. 15 can be summarized as attempting to 
pre-conditiaa die mvisible sigsamre signals in such a way tba diey are better able to wi±stand even quite 
^^preciable campcession. To xciteraie a prevtousiy mentioned item as welL this idea equally applies id 
Aisnr such pie«idemiflable process to which an image* and image sequence, or audio trade might be 

10 subjected. This dearly includes die JPEG process on soil images. 

Additional Elements of die Realtim e Encoder Ciicmnv 

It should be noted that the method steps represented in Fig. 15, generally following torn box 750 
up dirough the creation of the con^rcssed master snowy movie 756, could widi cmaiii modification be 
15 impiemeniBd in hardware. In particular, die overall analog noise source 206 tn Fig. 6 could be replaced 
by a hardware circuit. Ukewise die steps and assodaied procedures depicred in Rg. 13 could be 
ifn pi<*gtMiTert ia hardware and replace die analog noise source 206. 

Recoenition ba<«* rnorc than one frame: non-Maricovian sfmamres 

20 As noted in die digression on Maricov and ztoo-Marfcov sequences of images, it is pointed out once 

again that in sodi circumstances where the embedded invisible sigmuure signals are non-Marlcovian in 
oacure. i.e.. that there is some correlation between the tnaster snowy image of one &ame to that of the 
next. AND fimhecmore dun a single N-bit identification word is used across a range of frames and diat die 
seqneace of N-bit identification words associated witli the sequence of frames is not Markovian in namre, 

25 dieo it is possiUe to utilize die data from sevetai frames of a movie or video in order to recognize a single 
N<bit idenofication word. All of diis is a £ancy way of saying diat the process of recognizing die invisible 
signanires should use as much information as is available, in this case translating to multiple frames of a 
motion image sequence. 

30 HEADER VERIFICATIOK 

Hie concept of die ^hieader' on a digital image or audio file is a well established piacdce in die 
art. TbetopofFig. 16 has a simplified look at the oincept of die header, wherein a data file begins widi 
generally a comprehensive ser of mformaiion about the file as a whole, often including information about 
who the author or copyright holder of die data is, if dxere is a copyright holder at all. Tltis header 800 is 
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then typically followed by tbe dau itself 802. such as an audio stream, a digital image, a video scream, or 
compiessed versioas of aay of these icenB. This is all exceedingly known and ocmmon in tbe iodustxy. 

Ooe way in wMch die principles of this technology can be employed in the service of tnformanon 
isicgricy is generxcally depicted in the lower diagram of fig. 16. In general, the N-bis idemincation word 

5 can be used to essemiaUy "wallpaper* a given simple message chioughou: an image (as depicted) or audio 
data stream, thereby reinforcing some message already contained in a traditional header. This is re&nred 
to as "header verification" in the title of this section. Tlie thinking here is that less sophisticated would-be 
pirates and abnsen can alter the xnfbimaiion caniem of header information, and the more secure cechniqties 
of this technology can duis be used as checks on die veracity of header mfoimadoxL Provided that die 

10 code message, such as *joe's image' in the header, matches the repeated message throu^KHit an image, 
then a user obtaining die image can have some higher degree of confidence diac no alteration of die header 
has taken place. 

Likewiset the header can actually cany the M-bit identification word so that the fact that a given 
data set has been coded via the methods of this technology can be highlighted and the verification code 
15 built right into die header. Naturally, this data file format has not been created yet since the principles of 
this technology are tmt c udy not being employed. 

THF 'BQDIgR-r THE ABILITY TO LARGELY REPLACE A HEADER 

AUhottgh all of the possible applications of the following aspect of applicant's technology are not 
20 fiilly developed, it is oevertheiess presented as a design alternative that may be hnportam some day. The 
title of diis section contains the siUy phrase used to describe this possibility: the "bodier. 

Whereas the previous section outlined how the N-btt identification word couid ■verify* 
information contained within the header of a digital file, there is also the prospect that these methods could 
completely replace the very concept of the header and place Uie information which is traditionally stored m 
25 the header directly into die digital signal and empirical data itself. 

Tliis could be as simple as qaiylarrifTing on, purely fbr example, a 96-bit (12 bytes) leader string 
on an oUierwise emixdy empirical data stream. This leader siring would plain and simple contain the 
numciic length, in elemental data nnits^ of the entire data file not including the leader strit^. and the 
number of bits of depth of a single data element (e.g. its number of grey levels or the number of discrete 
30 signal levels of an audio signal). Prom there, universal cedes as described in this specification would be 
used to read die N-bit identification word whsen directly witiiin the empirical data. The length of the 
empirical data would need to be long enough to contain the full N bits. The N-bit word would effectively 
transmit what woidd otherwise be contained in a tradittooal header. 

Fig. 17 depicts such a data format and calls it die "universal emptricai dau format." The leader 
35 string 820 is comprised of die 64 bit string length 822 and the 32 bit data word size 824. The data stream 
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826 dien immediately follows, and the xnibnnaiion iraditkmaliy cociained in the beaxter biu now coaaioed 
directly in tlxe daia sream is represented as tbe attactol dotted line S2S. Anocher term used for this 
^mrhPii infbrmaiios is a 'shadow channel' as also depicted m Fig. 17. 

Yet another detnem ±at may need co be included in the leader string is some sort of complex 
5 check sum bits which can verify that die whole of the dau file is intaa and noalcered This is not included 
in Fig. 17. 

^nPF nL<rn?IBUTED UN IVERSAL CODE SYSTEMS: DYNAMIC CODES 

One intriguing variation on the theooe of univexsal codes is the possibility of the N-bit 

10 idfDtifi<'?"'^^ word ac&ially containing inssruciions which vary the operatiotis of die uiiversal code-sysism 
itself. One of many examples is immediaiely in order: a data transmission is begun wfaexein a given block 
of audio data is hilly traasmined, an N-bii idcmificaiion word is read knowing tiiat the first block of data 
used universal codes #145 out of a set of 500, say, and diat pan of the N-bii ideotifeation word thus found 
is die instrucnons diar die next block of dau should be •analyzed' using die miivcrsal code set #411 rather 

15 dian #143. In general, diis technology can thus be used as a method for changing on die fly die acnial 
A0t^A\n^ msiructions diemselves. Also in general, diis ability to utilize 'dynamic codes' should gready 
mcrease die sophisticauon level of die data verification procedures and increase die economic viability of 
systems which are prone to less sophisticated diwarting by hackers and would-be piiaxes. The invcmor 
dees not believe diac die concept of dynamically changing dccoding/dcoypting instiuaions is novel per je, 

20 but die carrying of diose instiuctions on the "shadow chaimel' of cn^irical dau docs appear to be novd to 
die best of die mvcntor's understanding. (Shadow channel was previously denned as yet anodicr 
vernacular phrase encapsulating die more sicganogiaphic proper dements of diis technoiogyj. 

A variant on die dieme of dynamic codes is die use of universal codes oo systems which have a 
priori assigned knowledge of which codes to use when- One way lo summarize diis possibDiiy is die idea 

25 of 'die daily password.' The password in diis cxampie represents knowledge of which set of universal 
codes is curremly operative, and dicse change depending on some set of application-specific circumstances. 
Presumably many applications would be continuaily updaring the universal codes to ones which had never 
before been used, which is often die case widi die txadiixonai concept of the daily password. Pan of a 
oinendy oansmiatti N-bii identification word could be die passing on of die nc« day's password, for 

30 ezan^le. Though dmc might be die most common trigger events for die changing of passwords, diere 
could be event based triggers as wdl. 

yyvrMKTRIC PATTERNS AND NOISE PATTERNS: TOWARD A RQBU ^ TTffTVgRSAL CODING 
SYSTEM 
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The piacement of idenofxcauon patterns imo images is cenainly not new. Logos stamped into 
coiners of images, subde paconu such as tnie sigoamres or the wailpapenog of the copyr^t circie-C 
symbol, and the waiermark proper are all examples of placing panenis into images in order to signify 
ownership or to try to pttvem illicit uses of tbe creative material. 
5 What does appear to he novel is the approach of placing icdependenc 'canier' patterns, which 

±ieaselves are capable of being xcodoiaxed with cenain information, dicecily into images and audio for the 
purposes of traosmissioa and discexmnem of said infonnacion, while cffsctively being imperceptible and/or 
unxntelligibie to a perceiving human. Steganographic soluiioos concnily icnowQ to the inventor ail place 
(his mfocmation "directly'' imo empirical data (possibly fini esoypted, diea directly), whereas tbe methods 

10 of this disclosure posit the creation of these (mosi-ofteo) coextensive carrier signals, the modulation of 
those carrier signals with the information proper. THEN die direct appiicacion to die empirical data. 

In extending these concepts one step lurcher into the application arena of universal code systems, 
where a sending site transmits empirical data with a certain univeisal coding scheme employed and a 
receiving sice analyzes said empirical data using the univeisal coding scheme, it would be advantageous to 

15 take a closer look at the engineering consideratioDs of such a system designed for the transmission of 

images or motion images, as opposed to audio. Said more dearly , the same type of analysis of a specific 
implementaiion such as is contaioed in Fig. 9 and its accompanying discussion on the uoiversal codes in 
audio applicaxions should as well be done on tmageiy (or rwo disxnsional signals). This section is such an 
analysis ami outline of a specific implementation of universal codes and it attempts lo anticipaie various 

20 huttUes that such a medsod should dear. 

The unifying theme of one implementation of a universal coding system for imagery and motion 
imagery is 'symmetry.* The idea driving this couldn't be more simple: a prophylactic against Uie use of 
image rotation as a means for less sophisticated pirates to bypass any given univenal coding system. The 
guiding principle is that die universal coding system should easily be read no maaer what rotational 

25 orientation tbe subjea imagery is ul These issues are quite common m die fields of optxcai character 
xecognidon and object recognidon, and these fieids should be consulted for funhcr tools and tricks in 
fvfftheriag die eugineeriflg in^lememauon of this technology. As usual» an immediate example is In order. 

Digital Video And huemec Company XYZ has devdoped a delivery system of its produa which 
relies on a non-symmetric universal coding which double checks incoming video to see if the individual 

30 frames of video itself, die visual data, contain XYZ*s own relatively high security iniemai signature codes 
using die methods of this technology. This works well and fine for many delivery situations, including 
ifaeir btcmet tollgate which does not pass any material unless both the header informadon is verified AND 
the in-fitame univeisal codes are found. However, another piece of dieir commercial neiworic perfomB 
numdane rouzine monitoring on Imerset channels to look for unauthorized transmission of their proprietary 

35 creative property. They control die encrypdon procedures used, dms it is no problem for diem to 
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uoenciypc creacive propeny, including beadm. and perform scraigiicfbrwaid checks. A piiate jroup chat 
warns to traffic maiettal on XYZ's ooworit has detennised how to codify die security features in XYZ*s 
header information system, and they have funbeimore discovered that by simply rotating imagery by 10 or 
20 dcgiees« and transmitiing it over XYT's network, the network doesn't recognize the codes and merefore 
5 does om flag illicit uses of dieir mateciai. and the receiver of the pirate's rotated maierid simply unrocates 
it 

Smxunanzing tiiis last e;cample via logical categories, [he oon-symmethc universai codes are quice 
acceptable for die "enablemea of audiorized actton based on die finding of die codes/ whereas ii can be 
somewhat easily by^passed m die case of 'random monitonng (policing) for die pxesence of codes. * [Bear 

10 ui mind diat the nos-syimnetric nnivenal codes may very well catch of illicit uses. i.e. 90% of die 
illicit users wouldn't bother even going to the simple by-pass of rotation.] To address dixs latter category, 
the use of quasi-rotatzooaily symmetric univetsal codes is called for. 'Quasi' derives torn the age old 
squaring the dicie issue, xn this instance translating into not quite being able to represent a lull 
incrememaily rocaiionai symmetric 2-D objea on a square grid of pixels. Funheimore. basic 

15 cotisideraiions must be made for scaie/magniiication changes of die universal codes. It is undeistood diat 
die monitoring process must be perfimned when die monitorBd visual material is m the *percepnial* 
domain, i.e. when it has been unencrypted or unscrambled and in the form with which it is (or would be) 
presemed tt> a human viewer. Would-be pirates could attempt to use odicr simple visual scrambling and 
unscrambling teduuqnes, and tools could be developed to monitor for diese telltale scrambled signals. 

20 Said anodier way, would-be pirates would then look to transform visual material out of the percepcual 
domain, pass by a monitoring poim, and then transform the material back imo the percspmal domain: 
tools odier than die motiiioiing fbr universal codes would need to be used in such scenari os. The 
monitoring discussed here therefore applies to applicaiions where monitoring can be performed in die 
perceptual domain, such as when it is actually seat to viewing equipment 

25 The is die only lull rotatiocaily symmetric two <bnieosional object. The *disk* can be seen 

as a simple finite series of concentric and perfiectly aboned rings having widdi along their radial axis. 
Thus, die "ring* needs to be the starting point from which a more robust universal code standard for 
images is found. The ring also will fit nicely into the issue of scaie/magaification changes, where the 
radius of a ring Is a single parameter to keep track of and accoum for. Another property of die ring is diat 

30 even the case where differential scale changes are marie to different spanai axes in an image, and ttt ring 
turns imo aii oval, many of die smoodi and quasi-symmetric propenies diat any autonnted monitoring 
system will be looking for are generally ifmit^faifTiiri Likewise* appreciable geometric dismrtion of any 
image will deariy diston rings but diey can still maincain gross symme&ic properties. Hopefully, more 
pedestrian mediods such as simply 'viewing' imagery will be able to detea anempted illicit piracy in diese 

35 regards, especially when such kngdis are taken to by-pass die universal coding system. 
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Rjne3 to Knots 

Having discovered the ring as che ooty ideal syzoinethc patteni upon whose fbuodatioo a full 
totatianaUy nbust tmiveisal coding sysiexn can be built, we nmsc mm thb basic pattein ittto something 
fiiscdoaaU sooeching which can carry informaEioa^ can be read by computers and ocher instnimeacatLpn, 
5 can survive simple transfoimations and cormpiioDS, and cati give rise to reasonably high levels of secoxity 
(probably not unbreakable, as the seaion on universai codes explained) in order to keep the ecoaosoics of 
subversion as a simple iscremcsial cost itexxL 

One embodiment of the 'nng-based** umversai codes is what the inventor refers to as lout 
pattern' or simply "knots,* in deference to woven Celtic knot patterns which were later refined and 
10 exalted in the works of Leonardo Da Vinci (e.g. Mona Lisa, or his knot engravings). 5ome rumors have 
it that ihg 5f drawings of knots were indeed steganographic in namre, i.e. conveying ozessages and 
signamtes: all the more appropriate. Figs. 18 and 19 explore some of the fundamental propenies of dsese 
knots. 

Two simple examples of knot patiems are depicted by die supra-radial knots, 850 and the radial 

15 knots 852. Hie names of these Q^ies are based on the central symmetry point of die splayed rings and 
wfaefber the constituent rings imersect this poim, are fully outside it^ or in the case of snb-raiM knots die 
cemml point would be inside a conscmem circle. The examples of SSO and 852 clearly show a 
symmetxical arrangement of 8 rings or circles. 'Rings* is the more appropriate cerm« as discussed above, 
ia thai diis term explkidy ^knowledges the width of the rings along die radial axis of the ring. It is each 

20 of [be individual rings in die knot pairems 850 and 852 which will be die canier signal for a single 

associated bit plane in our N-bit identification word. Hws, the knot patterns 850 and 852 each are an 8-bit 
carrier of information. SpedficaUy. assuming now that die knot panenis 850 and 852 aie luminous tings 
on a black background, then die ^addition* of a luminous ring to an independent source image could 
represent a *1 " and the 'subtraction' of a lumicous ring from an indeprndrnt source Image could represent 

25 a '0.* The application of cfiis simple encoding scheme could then be replicated over and over as in Fig. 
19 and its mosaic of knot paoems. with the ultimare step of adding a scaled down version of this encoded 
(modulated) knot mosaic diitctly and coexicnsively to the original image, with the resoitaot being the 
distributable image which has been encoded via this universal symmetric coding mediod. It remains to 
communicate to a d^ef>rf"ig system which ring is the least significant bit in our N*bii tdentificatioo word 

30 and which is die most significant. One such method is to make a slightly ascending scale of radii values 
(of die hidividual rings) &offl die LSB to die MSB. Anodier b to merely make die MSB, say, IQ% larger 
radius dian all die odien and to pte-assign coameidodcwise as the order with which die rexnaining bits fall 
out. Yet another is to pot sotne simple hash mark inside one and only one drcic. In other wonts, there 
are a variety of ways widi which die bit order of die rings can be encoded m diese knot pattens. 
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A prooeduit for, first, cfaeekiog for the mere existence of tiiese kaot inaems and, second, for 
reading of the K*bit tdemificsdan word, is as follows. A sospec: image is first fouiier transformed via (he 
extremely oommoD 2D FFT computer procedure. Assuming that we don't know the exaa scaie of die 
knot paccenis, i.e., we don't iCDOw die radius of an el e men t al ring of die knot paoem in die units of pixels. 
5 and dial we don't iODOW die exact rotational state of a knot panem. we mereiy inspect (via basic automated 
patteot recognitioa methods) die resoltiog magnitude of the Fourier cnmsfbrm of the original image for 
telltale ripple pattens (catxxntnc low amplitude sinusoidal rings on top of the spadaJ frequency profile of 
a source image). The periodicity of diese rings, along widi the spacing of die rings. wOl inform us diax 
die umvecsal knot patterns are or are not likely piesem, and their scale in pixels. Gassical small signal 

10 detection methods can be applied to this problem just as they can m the other dirteaion mediodologies of 
diis dtsdosuxe. Common spatial filtering can dien be applied to die fourier transfbtmed suspect image, 
where the spatial Slier to be used would pass all spatial frequencies which are on die crests of die 
concentric circles and block all other spatial frequencies. The resulting filtered image would be fouiier 
cransfbrmed out of the spatial frequency doznain back into the iniage space domaix and almost by visuai 

15 Inspeaion ±e inversion or non*mversiao of die luminous rings could be deteaed. along with identiiicatioa 
of the MSB or LSB ring, and die (in this case 8) N-bit identification cede word could be found. Qearly. a 
pattern recognition procedure could perfonn this decoding step as wdl. 

Tlie ^ ' i r^ ^ ' ^ '^g discussion and the method it describes has certain practical disadvantages and 
shortcomings which will now be discussed and improved upon. The basic method was presented in a 

20 sixnple-fflinded fashion in order to eotmmmicate die basic principles involved. 

Let's enumerate a few of die practical difficuides of die above described universal coding system 
using the knot patterns. For one (!), die ring patceras arc somewtiai incfficictu in their "covcnng" of the 
full image space and in using ail of the infbnnacion carrying capacity of an image exacDt. Second (2), the 
ring patterns diemselves will almost need to be more visible to die eye if diey are applied, say. in a 

25 straighrfbrward additive way to an 8-bit black and white ima^. Next (3), die *8' rings of Fig. 13, S50 
and 852, is a radier low number, and moreover, dieze is a 22 and one half degree rotanon which could be 
applied m the figures whidi the recognidon methods would need to contend with (360 divided by S divided 
by 2). Next (4), strict overlapping of rings would produce highly condensed areas where die added and 
subtracted biighmess could become quite appreciable. Next (5). die 2D FFT routine used in die decoding 

30 is notoriously computatianally cumbersome as well as some of die pattern recognidon mediods alluded to. 
Finally (6), diough diis beretofiDre described form of universal coding does not pretend vq have ultra-high 
secniity in the classical of top security communicadoiB systems, it would nevertheless be 
sdvaniageous to add certain security features which would be inexpensive to implemem in hardware and 
software systems which at the same dme would Increase the cost of would-be pirates attempting to thwart 

35 the system, and increase the necessary sophisucadon level of those -pirates, lo the point that a would-be 
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pirate would bave to go so £v out of tbeir way to thwan the system that will&lness would be easily 
provea and bopefixHy subjea to stiff criousai liability and peoaicy (soch as the czeation and disthbiuioo of 
tools which strip creative propeny of these icnot pattern codes). 

An of ftese iteois can be addressed aiul siiould cootixuie to be refxoed apoo in any engineensg 
5 impleiEieotatioa of the principles of the tedmoiogy. This dtsdosiire addresses these items with reference to 
the following exnbcdimems. 

Begicning with ttssL number 3. thai there are only 8 rings represented in Fig. 18 is simply 
remedied by rrrrwrn^ ^ number of rings* The number of rings that any given appiicaiios will utilize is 
dearly a luoctioa of die application. The tradc-of& iodude but are not Imiiced to: on die side which 

10 argues to limit die number of rings utilized, diere will ultimately be more signal energy per ring (per 
visibility) if diere are less rings; the rings will be less crowded so that diere discemmem via automated 
recognition mediods will be facilitated: and in general since chey are less crowded, die full Icnot pattern can 
be contained using a smaller overaU pixd extent^ e.g. a 30 pixd diameter region of unage rather dian a 
100 pixel diameter region. The arguments to increase dK number of tings inchide: the desire to transmit 

15 more infoimatioa, such as ascii information, serial numbers, access codes, allowed use codes and index 
numbers, history informaiion. etc.: anodier key advaniage of having mote rings is dm the rotation of the 
knot patttrs back into itself is reduced, diereby allowing die cecognitian methods to deal with a smaller 
range of rotation an^es (e.g., 64 rings will have a maximum rotational displacement of jusc under 3 
degrees, i.e. maximally dissimilar to its original pattern, wiiere a rotation of about 5 and one half degrees 

20 brings die knot panem bade into its initial alignment; the need to distinguish the MSB/L5B and die bit 
jriane oider is better sees in this example as wdl). It is antictpatsd that most practical applications will 
choose berween 16 and 123 rings, contsponding to N - 16 to N= 128 for the choice of die ntunber of bits 
in die N-bit identiiication code word. The range of diis choice would somewhat ccrrefatc (o die overall 
radius, in pixels, ailoaed to an demenial knot pattern such as 850 or 852. 

25 Addressmg the pracdcal dlfficulxy item number 4, that of the condensarioo of rings patterns at 

some pomts in die image and lack of ring patterns in othen (which is very similar, but still distinct from, 
item 1, die inefficient covering), die following improvement can be applied. Fig. 18 shows an example of 
a key feantre of a 'knot* (as opposed to a partem of rings) in that where patterns would supposedly 
intersect, a virmal third dimension is posited whereby one strand of die knot takes precedence over another 

30 strand in some predeSned way: see item 854. In die terms of imagery, die brighmsss or dimness of a 
given intersection point in the knot patterns would be "assigned" to one and only one strand, even in areas 
where mote dun two strands overlap. The idea here b dien extended, 864, to how rules about diis 
assignment should be caiiied out in some rornrirroally symmeoric manner. For example, a rule would be 
diat, travellhig dockwise, an mcoming strand to a loop would be "^behind* an outgoing strand. Qearly 

35 dicxe are a muldnide of variations which could be applied to diese rules, many which would critically 
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depend oo die geoicecry of the loiot pattexns ciiosea. Other issues involved wilt probably be chat the Gmie 
width, and moreover die brighnsss profile of die widdi aloog die ootmai axis to die direction of a strand, 
will ail play a role in the rules of brigbmess assignnient to any given pixel underlying the knoc patterns. 
A major improvement to the nominal knot patiem system previously described directly addresses 
5 practical difiiculQes (1), the inefOdent covering* (2) die unwanted visibility of the rings, and (6) the need 
for higher levels of security. This improvement also indirecdy address item (4) die overlapping issue, 
which has been discussed in die last poxagxaph. This major improvemem is the following: just phor to the 
step wiiext die mosaic of die encoded knot pattens is added to an onginal im^e to produce a distributable 
image, die mosaic of encoded biot patterns, 866, is spatially filtered (using comaion 2D FFT techniques) 

10 by a sxacdardized and (generally smoodily) random pbase-^nly spatial filter. It is vexy important to note 
chat this phase-only filter is itself fiilly rotarionaily symmetric wtdiin die spatial frequency dotnain, i.e. its 
filiering effects are ftilly roiaxiooaily symmetric. The effea of diis phase-only filler on an individual 
luminous ring is to transform it into a smoothly varying partem of concennic rings, not totally dissimilar to 
die partem on water several instances after a pebble is dropped in, only diat die wave patterns m 

15 somewbat random in die case of this phase-only filter rather ilian die uni&rm periodichy of a pebble wave 
pattern. Fig. 20 attempts to give a rongb (i.e. ncm-greyseaie) depiction of diese pbase-oniy filtered ring 
patterns. The top figure of Fig. 20 is a cross section of a typical brighmess contour/profile 874 of one of 
these phase-only filtered ring patterns. Referenced b the figure b die nominal location of die pre-filtered 
outer ring center. 870. Hie center of an individual ring, 872, is referenced as the poixn around which the 

20 brighmess profile is rotated in order to fully describe ibe two dimensional brighmess distnbmioD of one of 
these filtered patterns. Yet anodier rough attempt to oosmiunicaie the charaaensdcs of die filtered ring is 
depicted as 876, a erode greyscaie image of die filtered ring. This phase-only filtered ring, 876 will can 
be refened to as a random ripple pattern. 

Not dqiicted in Bg. 20 is die composite effects of phase-only filtering on die knot patterns of Fig. 

25 18, or on the mosaic of knot patterns 866 in Fig. 19. Each of die individual rii^ in die knot patterns 850 
or 852 will give rise to a 2D brightness pattern of the rype 876, and together they form a rather 
complicated brighmess pattern. Realizing that die encoding of die rings is done by making it luminous (I) 
or •and-luffiioous* (0), die resulting phase-only filtered knot panems begin to take on snbUe characteristics 
which no longer make direa sense to die human eye, bnt which are still readily discexnable to a confer 

30 especially after die phase-only filtering is inverse filtered rqiroducing the original rings patterns. 

Renmiing now to Fig. 19, we can imagine diat an 8^bLt identificatioa word has been encoded on 
the knoc parretss and the kjmt panems phase-ordy filtered. The resulting brightness disiribntion would be a 
rich tapestry of overlapping wave panems which would haive i certain beauty, but would not be readily 
intelligible to the eydbtdm, [An exception to this might draw from die lore of die South Pacific Island 

35 communides, where it is said diat sea cravelleis have leaned die subde an of reading smaU and multiply 
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compiex ocean wave panems, generated by diffracted and reflected ocean waves off of intervening isLinds, 
as a piimaiy navigationai tool.] For want of a better term, the itsuitzng isosaic of filtered knot paitenu 
(derived from 866) can be called the encoded knot tapestry or just the kzut tapestry. Some basic 
propenies of diis knot tapestry are tbat ii retains tbe basic rotationai symroeiTy of its generator mosaic, it is 
5 generally unintelligibie to ibe eye/brain, ibtu raising it a notch on the sophistication level of reverse 

engiittenng. it is wort efficient ai using the available information content of a grid of pixels (more oo this 
in the next seciiaD), and if the basic knot concepts 854 and 864 are utilized, it will not give rise to local 
"hot spots' where the signal tevd beoomes undoly condensed and hence objeoianabiy visible to a viewer. 
Tbt basic decoding process previously described would now need the ^rfdiriffp^l step of nxvecse 

10 filtering the pbase-onty filter nsed in the encoding process. Hiis inverse filtering is quite well known in 
the image processing industry. Provided tbat the scale of die knot patterns axe known a priori^ the inverse 
filtering is straightforward. If on the other hand toe scale of die kncn pattenis is not known, then an 
additional step of discovering this scale is in order. One such method of discovering the scale of the knot 
patterns is to iteratively apply the hxverse phase-only filter to vaiioosly sraied vcisica of an image being 

15 decoded, searching for which scale-version begins to exhibit noticeable knot paitenmig. A cazmnon search 
algorithm such as the simplex medxod could be nsed in order to accurately discover the scale of the. 
panems. The field of object recognicion should also be consulted* under die general topic of 
imknown-scale object detection. 

An additional point about die efficiency with which the knot tapestry covers the image pixel grid 

20 is in order. Most applications of the knot tapestry method of universal image coding will posit the 
applicaiioa of die fiiUy encoded tapestry (i.e. the tapestry which has the N-bit identification word 
embedded) at a relative low brightness level into die source image. In real terms, the brighmcss scale of 
the encoded tmstry will vary from, for example, -5 grey scale values to 5 grey scale values in a typical 
256 grey scale image, where die preponderance of values will be within -2 and 2. This brings up die 

25 purely practical maoer that the knot tapestry will be subjea to appreciable bit truncation enor. Put as an 
example, imagise a coosnuaed knot t^iestry nicely imiirjng a full 256 grey level image, then scaling this 
down by a £aaor of 20 in brightness including die bit truncation step, then rescaiing diis truncated version 
back up in brigfatneu by the same factor of 20, dien inverse phase-oody filtering the resultant. The 
resulting knot pattern mosaic will be a noticeably degraded venion of die original knot paitcxii mosaic. 

30 The point of bringing all of this up is die fbllowiag: it win be a simply defined, hut indeed challenging, 
engineering task lo select die various free parameters of desip in die implementation of die knot t^estry 
method, die end goal being to pass a maximum amomu of isfbtmation abom die M-bit ideodficaiioo word 
widiin some pre-defined visibility tolerance of die knot tapestry. The free parameiers include but would 
not be fiilly limited :o: die radius of the clememal ring in pixels, N or the number of rings, the distance in 

35 pixels fam the center of a knot pattern to die center of an clememal ring, die packing criteria and 
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distances of one knot pmm witb ibe oihers, ±c rules for stiand weaving^ and the fonns and types of 
pbase-oaly filters to be used on the knot mosaics. It would be desirable to fixd socb parameters into a 
computer optinuzatioo ttnitine which could assist in their seiectioiL Even ibis would begin surely as mote 
of an an than a science due to tbe many non-linear free parameten involved. 
5 A side note on tbe use of phase-only filtering is that it can assist in the detection of die ring 

patterns. It does so in that die inverse filtering of tbte decoding p r oc e s s tends to *biur' die underlying 
sontce image upon whicta die knot tapestry is added, while at die same time 'bringing into focns* die ring 
panems. Without ±t blurring of the source image, die emerging ring patterns would have a harder time 
'competing' with die sharp feamres of rypical images. The decoding procedure should also utilize die 

10 gradient diresholding method described in another secdon. Briefly, this is die mediod where if it is known 
diat a source signal is much larger in brightness dian our signanixe signals, dies an image being decoded 
can have higher gradient areas duesholded in the service of increasing the signal levd of die signature 
signals relative to die source signal. 

As for die odier practical difiioiity mentraoed earlier, item (5) which deals widi die relative 

15 computational overliead of die 2D FFT routine and of typical partem reoognidon routines, dze first remedy 
here posited but not filled is to find a simpler w^ of quickly recognizing and decoding the polarity of die 
ring brighmesses dian dun of using die 2D FFT. Barring diis, it can be seen diai if die pixel extent of an 
individual knot pattern (850 or 852) is, for example, 50 pixels b diameter, dian a simple 64 by 64 pixel 
2D FFT on some section of an image tnay be more than sufficient to discern the N-bit idfoTifirjincn word 

20 as previously described. Tbe idea would be to use die smallest image region necessary, as opposed to 
being required to miiize an entire image, to discern the N-bit identificacion word. 

Another note is that those practiiiooers in the science of image processing will recognize that 
instead of beginning the discussion on tbe knot tapestry with die utilization of rings, we could have mstead 
jumped right to die use of 2D brightness distribudon patterns 876, QUA bases functions. The use of die 

25 "ring" terminology as die baseline technology is partly didactic, as is appropriate for patent disclosures in 
any eveu. What is more imponant, perhaps, is that die use of true "nngs' in die decoding process, 
post-inverse filtering, is probably die simplest form to uipffi into typical pattern recognition roudses. 

Nearai Network peooden 

30 Those skilled m the signal processing an will recognize that computers employing neural tietwork 

architectures are well suited to die paaem recognition and detection-of-small-signal-in-doise issues posed 
by die preseu technology. Whlk a complete discourse on diese topics is beyond die scope of this 
spedficatiou. die interested reader is referre d to. e.g., Chertassky. V., '^rom Statistics to Neural 
Networks: Thayrv & Pattern Recognition Applications / Springer-Vcrlag. 1994: Masters, T.. 'SisaaLS 

35 Image Proces^np widi Neural Networks: C Sourcebook. " WUey, 1994; Guyon. L "Advancea in Pattern 
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RfiCQgnition Svstema Using Neural Networks .' World Sdemific Publishers. 1994; Ntgxio. A., " Neural 
Networics for Paneni RecogmrioTi / MIT Press. 1993: Cichoici, A., ' Neural Networks for Onrim iTarmn a 
Signal Processing." WUcy. 1993; and Oien. " Ncuiai Networks for Pattern Reco«iition A J| ^ir 
ADOiications / World Sdcndiic Publisbers, 1991, 

5 

2D UNIVERSAL CODES n : SIMPLE SCAN LINE IMPLEMENTATION QF THP ONp ; 
DIMENS10Nft^, CA^ 

The above section on ixngs, kaocs and tapestxies certainly has its beauty, but sotoe of die steps 
involved may have enougb comptexiiy that practical Ln^imentarioos ts^ be too costly for certain 

10 applications. A poor cousin the concept of rings and well-designed syametiy is to simply utilize die basic 
concepts presented in coaneaioo wtdi Fig. 9 and die audio signal, and apply them to two dimensional 
signals such as images, but to do so in a maimrr where, for ouznpk, each scan line in an image has a 
random starting point on, for example, a 1000 pixel long univcisai noise sipial. It would ibcn be 
incamnent upon reoognitioo software and hardware to iotenogate imagety across the foil range of 

15 rotational states and scale factois lo "find* the existence of these imivezsal codes. 

THE UNIVERSAL COMMERCTAL COPY RIGHT fUCO IMAGE. AtmiO AND VIDEO HLE 
FORMATS 

It is as well known as it is regretted that there exist a plethora of file format standards (and 
20 not-so-standanis) for digital miages. digital audio, and digital video. These standanls have generally been 
formed within specific industries and applications, and as the usage and exchange of creative digital 
material proliferated, the various Qle formats slugged it out m cross-disciplinary arenas, where today we 
find a defaao histogram of devotees and usen of the various favorite formats. The JPEG. MPEG 
standards for formatting and cooqiression are otily slight exceptions it would seem, where some concerted 
25 cross-industry coUaboratian came into play. 

The cry for a simple universal standard file format for audio/visual data is as old as the hills. The 
cry for the protection of such material is older sail. Widt ail due respca to die innar», difficulties aneodant 
upon the creation of a universal format, and with all due respea to die pretentioustiess of outlining such a 
plan widiin a patent disclosure, the invemor does believe drat diese methods can serve perhaps as well as 
30 anything for being the foundation upon which an accepted world-wide 'univenal commercial copyright" 
format is built. Practirioncis know that such animals axe not built by prodamadont but through the 
eflkiem meeting of broad needs, tenacity, and luck. More germane to the purposes of this disclosure is 
the lact ibat the application of this technology would benefit if it could became a central piece within an 
industry standard Hie format. The use of universai codes in particular could be specified within such a 
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standard. The fidlest exprusm of commercial usage of This technology comes Irom ibe knowledge 
diat [he invisible sigsiBg is taidng place and die confidence dui instills in copyright holden. 

The following is a list of teasons that die prxncipies of diis techfiology could serve as die caialyst 
for such a standanl: (1) Few if any technical developmems have so isolated and so pointedly addressed die 
5 issue of bioad'bnish proteoioo of empirical data and audio/visual maieiiai; (2) All previous file formats 
have treated the informaiioa abom die data, and die data itself* as two separate and physically distinct 
entities, whereas die mediods of diis techtsoiogy can combine die two into one physical entity; (3) The 
mass scale applicaoon of die principles of diis technology will requlR substamial staadaidizatioa woric ni 
dw first place, mcfaidiDg zmegiatioQ witti die years-to-come improvements in compression technologies, so 

10 die standards infrastrucimre will exist by default; (4) die growth of multimedia has created a generic class 
of data called "content," which includes text, images, sound, and graphics, arguing for higher and higher 
levels of "contem standards'; and (5) marry ittg copyright protectioa technology and security feanires 
direcdy Ixuo a file fortnat standard is long overdue. 

Elements of a universal standard would cezxainiy include the mirroring a^iects of the header 

15 verificanon mediods, where header mfonnarion is verified by signature codes directly whhin data. Also, a 
universal standard would outline how hybrid uses of fidly private codes and public codes wotdd 
commingle. Tims, if die public codes were "stripped* by sopfaisdcated pirates, die private codes would 
remam mtaa. A univctsal szandard would speciiy how invisible signacores would evolve as digital images 
and evolve. Thus, when a given image is creaced based on several source images, the standard 

20 would spediy how and when die old signanires would be removed and replaced by new signamres. and if 
die header would keep trade of diese evolutions and if die signanires themselves would keep some kind of 
record* 

PIXELS Vg. BVMPS 

25 Most of die diselosore focuses on pixels being die basic carriers of die N-bii identificadon word. 

The secdon ^iyc«i«T}g die use of a single 'master code signal* weu so far as to essentially 'assign' each 

and eveiy pixel to a unique bit plane m die N-bic identification word. 

For many applicatioos, widi one exemplar being dia of ink based printing at 300 dots per inch 

resolution, what was once a pixel in a pristine digital image file becomes effectively a blob (e.g. of 
30 didiered ink on a piece of paper). Often die isolated informadon carrying capacity of die original pixel 

becomes compromised by nei^iboring pixels spilling over into the geometrically defined space of die 

original pixel. Those pracriced in ±e an will recognize diis as simple spatial filtering and various forms of 

blurring. 

In such drcumsiances it may be more advantageous to assign a certain highly local group of pixels 
3S to a unique bit plane in die N-bit idemification word, rather dian merely a single pixel. The end goal is 
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simply to pre-conceotrate more of the signamrc signal eoergy into the lower frequeocies, realizang that 
most prxiical implemeiuaiioDS qoiddy 3txip or micigate higher frequeacies. 

A simple-mmded approach would be to assign a 2 by 2 block of pucels all to be modulated with 
the same ultimate signature grey value, rather than moduiaiing a single assigned pixel. A more fancy 
5 approach is depicted in Figs. 21A and 216, where an amy of pi;cei groups is depicted. This is a specific 
example of a large class of configurations. The idea is thai now a ceitain smaU region of pixels is 
associated with a given onique bit plane in the N-bit idemification word* and that this grouping actually 
shares pixels between hie planes (diough it doesn't necessary hive to share pixels, as in the c^ of a 2x2 
block of pixels above). 

10 Depicted in Figs. 21 A and 2I& is a 3x3 array of pixels with an example nomaiized weighting 

(normalized ->> the weights add up to 1). The loediods of this technology now operate on this eiememary 
'bump,' as a unit, raiher than on a single pixel. It can be seen that m diis example there is a fourfold 
deczease in *Jie number of master code values that need to be scored, due to the spreading out of the 
signature signal. Applications of this *bump approach* to placing in invisible signatures include any 

15 application which will experience a priori known high amounts of blurring, where proper identiiicaiion b 
sdll desired even after diis heavy bhoxing. 

MORE ON THE STEGANOGRAPHIC USES O F THIS TECHNOLOGY 

As mentioned in the initial sections of the disdosnre, steganogr^hy as an an and as a science is a 

20 generic prior art to this tedmology. Puidng the shoe on die other foot now. and as already doubcless 
apparent to the reader who has ventured thus far. the methods of this technology can be used as a novel 
method for performing stegaaography. (Indeed, all of the discussion tbus far may be regarded as 
exploring various forms and tmplemeniatioos of steganograpity.) 

In ihe preseu secdon, we shall consider steganography as the need to pass a message from potiu 

25 A to point where that message is essentially hidden within generally indqiendeni empirical data. As 
anyone in the industry of teleconumaications can attest to* the range of purposes for passing messages is 
quite broad. Presnmably there would be some extra need, beyond pure hobby, to place messages uno 
empirical data and empirical signals, raiher than sending those messages via any number of convoitional 
and straightforward' channels. Past Literanxre ami product propaganda widiin steganogr^y posits that such 

30 an extra need, among odien, might be die desire to hide the fact that a message is even being sent. 
Aoodier pt»sible need is that a conventional oommunxcaiitms chaimel is not available direcdy or is cost 
prohibitive, assunung. that Is, that a aemier of messages can "transmit" their encoded enqnricai data 
somehtyw. This dlisclostire indudes by reference all pcevions discussions on the myriad oses to which 
stcganogiaphy might apply, while addmg the following uses which the inventor has not previously seen 

35 described. 
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Tbe first such osc is very sunple. It is the neeti to csny messages aboui the empiricai data within 
which the ooessage is earned. The Utde joke is thai now the media is imly the izsessage, though it would 
be next to impossible dut some previoiis stegaoogiapher hasa't alieady exploited this joice. Some of die 
discussion on placing infdnnaiion about the empirical data directly iii:kide that empiricai data was already 
5 covered in die secnoo on rtpladng the header and die concept of die "bodier. * This seaioa expands upon 
dial section somewhat. 

The advantages of placing a message about empiricai data direcdy in ihat dau is that now only 
one class of data objec is present rather diaa die prevkms two classes. In any two class system, diere is 
die risk of the two classes becoming disassociated, or one dass conupted withoot die odier knowing about 

10 it. A concrete example here is what the inventor refien to as 'device independent instrucnons. * 

Tbm exist zillioos of machine data formats and data file fotmais. This plediora of fonaats has 
been notorious in its power to impede prt^gress toward universal data exchange and having one machine do 
the same Aing thai anodier rr^r\tinf» can do. The instructions diai an onginaior might put into a second 
class of data (say die header) may oot a all be compaxible with a which is intended to recognize 

15 diese insnuctions. If fbimat conversions have taken place, it is also possible Uiat critical instructions have 
been stripped along die way, or garbled. Hie improvements disclosed here caa be used as a way to "seal 
in* certain instructions direcdy into empirical data in such a way that ail that is n eed ed by a reading 
twarhtfiii to rcoognize instructions and messages is to perform a standardized "recognidan algorithm' on tiie 
empirical data (providing of course diat die mflrhinc can at die very ieas: "read" the empizical data 

20 properly). AU machines could implement diis algoridun aiiy old way diey choose, using any compUeis or 
internal data fbrmacs that they want. 

Emplemeniailon of this device independent utstiucuon mediod would generally not be concerned 
over the issue of piracy or illicit removal of die sealed in messages. Presumably, the embedded messages 
and instiuctfons would be a central valuable component in the basic value and foncdoning of die mansial. 

25 Asodier example of a kind of steganographic use of die technology is die embedding of uaivetsai 

use codes for die benefit of a user community. The 'message' being passed could be sinqily a registered 
serial number idenriiying ownenbip to users who wish to legitiffiaiely use and pay for die empirical 
informaiiott. The serial number could index into a vast registry of creative property, containing die name 
or names of the owners, pricing information. biUing mfbrmarioo. and die like. The "nficssage" could also 

30 be die ciearaoce of free and public use for some given material. Similar ownenhip identification and use 
indexing can be achieved m two class data strucmre methods such as a header, but die use of die single 
dass system of this technology may oOer eenaia advantages over die two dass system m diat die single 
class system does not care abou file format ctmversion. header compatibilities, internal data format issues, 
header/body archiving issues, and media transfoimations. 

35 
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piillv Steganographv 

Prior m steganograpbic metHods currenKiy known to the inventor generally tnvoive fully 
dcienninisiic or "exact' prescripiioos for passing a message. Another way lo say this ia that it is a basic 
assuaiption that for a given mcss^e to be passed correctly in its eniirety, the receiver of the infonnaoon 

5 needs to receive the estaa digital data file sent by the sender, tolerating no bit errors or 'loss* of data. By 
defimiion« *iossy' compressioa aod decompressioa on empirical signals defeat such steganographic 
methods. (Prior an< such as the prcvionsly noted Komatsu wort, are the exceptions here,) 

The principles of diis tedmology can also be utilized as an exact torn of siegaaography proper. 
It is suggested chat soch exact forms of saganography , whether those of prior an or diose of this 

10 technology, be combined with the relatively recent an of the "digital dgaawre" and/or the DSS (digital 
signarore standard) in such a way that a receiver of a given empirical data file can fsnt verify that not one 
single bit of informarion has been altered in the received file, and thns verify that the contained exact 
steganograpbic message has not been altered. 

The simpiest way to use tbc principles of this technology in an exact srcganographic system is to 

15 utilize the previously discussed "designed" master noise scheme wherein the master snowy code is not 
allowed to contain aetos. Both a sender and a receiver of inlbnnation would need access to BOTH the 
master snowy code signal AND the original unencoded original signal. The receiver of the encoded signal 
merely subtracts the origmal signal giving the difference signal and the techniques of simple polarity 
chcckmg between die difference signal and the tnastcr snowy code signal, data sample to data sample. 

20 produdngathepassedtKssageasingiebitataiimc. Presumably da[a samples with values near die 
■rails" of the giey value range would be skipped (such as Uxc vahxes 0,1^4 and 255 in 8-bit dcpdi 
empirical data). 

StaHsticai Stenography 

25 The need fbr the receiver of a steganograpbic embedded dau file to have access to the original 

signal can be removed by nmring m what die inventor refers to as •statistical steganograp'ny . • In diis 
approach, die methods of this technology are appUed as simple a priori rules governing the reading of an 
empirical daU set searching for an embedded message. This mcdwd also could cnakc good use of it 
combmation widi prior an methods of verifying the inicgriiy of a data file, such as widi the DSS. (See, 

30 e.g., Walton, "Image Auihcnricalion for a Slippery New Age," Dr. Dobb's Journal. AprU. 1995, p. 18 for 
mediods of verifying die sample^by-sampie; bii-by-bit, iniegriiy of a digital image.) 

Statistical steganography posits that a sender and receiver bodi have access to die same master 
snowy code signal. This signal can be entirely random and securely transnnnod to bodi panics, or 
generated by a shared and securely transmitted lower order key which gcnciaies a larger quasi-random 

35 master snowy code signal. It is a priori defined dia 16 bit chunlcs of a message will be passed widun 
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coQCiguous 1024 sampie blocks of empihcal data* and cha the recdver will use doc pnMlua decodicg 
methods as outiined is this disdoort. The seoder of the iofonxunion pie-cfaedcs dut the doi prodnc! 
approach in dtf^ produces die accsnce 16 bit vahies (that is. the sender pre-checks that tbt cross-talk 
between the carrier im^e and die message signal is ooi soch diac the doc product operation will produce an 
5 unwarned invenion of any of the 16 bits). Some fixed mimber of 1024 sample blocks are transmitted and 
(he same number 16 bits of message is therefore nansmined. DSS techniques can be used to verify 
the integrity of a message when the transmitted data is known to only exist in digital form, whereas 
internal checksum and error c otieoin g codes can be transmitted in szmanons where the data may be 
sabjea to change and traosibrmatian in its tiansmissioo. In diia latter case, it is best to have longer blocks 
10 of samples for any given message content size (such as lOK samples for a 16 bis message chunk, purely as 
sn ezanq)le). 

Continuing for a motnent on the topic of error oorreccing sieganography. ic will be recognized that 
many decoding techniques disclosed herein operate on the principle of disdnguishing pixels (or bumps) 
which have been augmented by die encoded data from those that have been diminished by the encoded 

15 data. The disinxguishing of dicsc positive and negatiYc cases becomes increasingfy difficult as die delta 
values (e.g. the difference between an encoded pixel and the corresponding original pixel) approach zero. 

An analogous situaticm arises in certain ff*^gm transmission tedmiqnes, wherein an ambigooos 
middle ground separates the two desired signal states (e.g. +/- I). Errors deriving from incorrect 
interpretation of this middk ground are sometimes termed 'so£e erron.* Principies £rom modem 

20 tectmology, and other technologies where such problems arise, can likewise be applied to mitigation of 
such errors in the presenx contexL 

One approach is to weight the 'confidence* of each delta deteimdnation. If the pixel (bump) 
clearly reflects one stare or die odicr (e.g. +/- 1), its "confidence* is said to be high, and it is given a 
ptoportionateiy greater weighting. Conversely, if the pixel (bump) is leiativdy ambiguoiis is Its 

25 mterpretadon* its confidence is commensuraieiy lower, and it is given a proportionarely lesser weighting. 
By weighting die data from each pixel (bomp) in accordance with its confidence value, the effects of soft 
errors can be greatly reduced. 

The foregoing procedure, while dieorctically simple, relies oo weightings which are best 
determined empirically. Accordmgly, such an approach is not necessarily straightforward. 

30 An altcroaiive approach is to assign confidence values not to interpretations of mdividual pixels, 

bm radjer to deierminaiioo of bit values - cidicr from an image excerpt, or across die carirc image. In 
sucfa an arrangemem, each decoded message tm ia given a confidence value depending on the an^iguity (or 
not) of die image statistics by which its value was determined. 
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Such coofideBce weighting can also be used as a helpful aiyuiict wicb oiiier error 
detecung/conecODg schemes. For example, in known error conec:ing poiyoomials. the above-detailed 
weighting parameien can be used to farther hone polynoniial-based disceromeot of an error's location. 

5 THE "NOISE' W VECTOR GRAPHICS AND VERY-LOW^RDER [NDEXH) GRAPHICS 

Tbc methods of this disclosure generally posic ihe existence of *empincai signals, ' which is 
another way of saying signals which have noise contained witfaia them ahnosi by definition. There are two 
classes of 2 dimensional graphics which are act generally considered to have noise inhereni in them: vcoor 
graphics and certain indexed bit-oiapped graphics. Vector graphics and vector graphic files are generally 

10 files which contain exaa instructions for how a computer or primer draws lines, curves and shapes. A 
change of even one bit value in such a file might change a circle to a square, as a very crude exanaple. In 
other words, there is generally no 'inherent ooise" to exploit within these files. Indexed bit-mapped 
graphics refers to images which are coniposed of generally a small munber of colors or grey values, such 
as 16 in the early CGA displays on PC computers. Such "very-low-order" bit-mapped images usually 

15 diqilay graphics and cartoons, rather than being used in the anenxpted display of a digital image taken with 
a camera of the natural world. These types of vcry-low-order bit-mapped graphics also are generally not 
considered to contain *ao2se" ui the classic sense of that term. The exesptkm is where indexed graphic 
files do indeed aitempt to depict nacural imagery, such as wtdi the GIF (graphic interchange format of 
Compuserve), where die concept of 'noise" is still quite valid and the principles of dus technology still 

20 quite valid. These latter forms often use dithering (stmilar to poindUist pamtmp and color newspaper 
print) to achieve near lifeiiJce imagery. 

This section concerns this class of 2 dimensional graphics which traditionally do not contain 
'noise. * This section takes a brief look at how the principies of this technology can still be applied in 
some fashion to such creative materiaL 

25 The easiest way to apply die principles of this technology to diese 'noiseless' graphics is to 

conven them imo a form which is amenable to the application of the principles of this technology. Many 
terms have been used in die mdustry for this conversion, inchiding 'ripping" a vector gn^c (raster image 
processing) diat a vector graphic file is converted to a greyscalc pixel-based raster image. Progiams 
such as Photoshop by Adobe have such in^mal tools to conven vector graphic files into RGB or gieyscaie 

30 digital images. Once these files are in such a fomu the principles of this technology can be applied in a 
sciaighifbrward manner. Likewise, vety-low-indexed bitmaps can be converted to an RGB digital image or 
an equivalent. In the RGB domain, the signatures can be applied to the three color '•^'^^^^^ m appropriate 
nuios, or die RGB image can be simply converted mto a greyscale/cfarama format sudi as "Lab" in 
Adobe's Photoshop software, and the signamres can be applied to die "Ughmess channei* dieiein. Since 

35 most of die disnlbution media, snch as videotapes, CD-ROMs, MPEG video, digital images, and print are 
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ail m fonns whka are axnenabie to the applicadoa of the principles of chis cecboology, this conversion 
from vec!Dr graphic fbnn and very-low-onier graphic form is oato done ia any event. 

Another way to apply the principles of this technology to vector graphics and veiy-lowH}rder 
bitmapped graphics Is to recognize chat, indeed, there are cenain propcntcs to these inherent graphic 

5 fonnats which - to the eye - appear as noise. The primary example is the borders and concoors berween 
where a given line or figure is drawn or not drawn, or exactly where a bii-noap changes from green to 
blue* In most cases* a human viewer of such graphics will be keenly aware of any auempts to ^modulate 
sigoamre signals* via the detailed and methodical changing of the precise conmurs of a graphic object. 
Nevertheless, such ^^pfttt'ftg of the signamzes is indeed possible. The distinction between this approach 

10 and that disclosed in die bulk of this disclosure is thai now the sigsamies must uidmatdy derive from what 
already exists m a given graphic, radier than being purely and separazdy created and added into a signal. 
This disclosure points om the possibilities here oonctliciess. The basic idea is to aioduiate a comour, a 
touch right or a touch left, a touch up or a touch down, in such a way as to communicate aa N-bit 
idcndficatioa word. The locations of the changes contours would be contained in a aa analogous master 

15 noise image, diough now the noise would be a record of random spatial shifts one direction or another, 
perpendicular to a given contour. Bit values of die N-bit identification word would be encoded, and read, 
±s same polarity checking method between the applied change and the dwge recorded in die maser 
QOtse image. 

20 f>LASTrC CREDIT AHD DEBIT CARD SYSTEM *? BASED ON THF PRTNCYPLES OF THE 
TECHNOLOGY 

Gtowdi m the use of plastic aedii cards, and more recaxtiy debit cards and ATM cash cards, 
n ffrif litde imioductioo. Nor does there need to be much discussiou here about the long history of fraud 
and Ulidi uses of Snandal instruments. The development of the credit card hologram, and its 
25 subsequcm forgery development, nicely serves as a historic example of the give and take of plastic card 
security measures and fraoduknt countcrmcasures. This section will concern itself with how the principles 
of diis technology can be realized b an alternative, highly fraud-proof yet cost effective plasdc card-based 
financial network. 

A basic iis'i of desired features for an ubiquitous plastic economy might be as follows; I) A given 
30 plastic financial card is completely impossible to forge; 2) An attempted forged card (a "look-alike") 

cannot even fimction wiriim a transaccion setring; 3) Intercepted electronic transactions by a would-be thief 
would not in any way be usefal or re-useable; 4) In die event of physical theft of an aonal valid card, 
there are sail formidable obstacles to a djicf using diat card; and 5) The overall economic cost of 
implemenoKion of die financial card network is equal to or less than that of the currrai intcmationai credit 
35 card networks. i,e., the ftilly loaded cost per transaction is equal to or less than die current nomu allowing 
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for higher profit margins to the impleoientors of the oenvorks. Apart from itiem 3, wfaidi would rcqoixe a 
detailed analysis of the engineering and social issues involved whh an all out implementation strategy, the 
following use of the principles of this technology may wdl achieve die above list, even item S. 

Pigs. 22 through 25. along with the ensuing wriucn material, colleaiveiy oudine what is relened 
5 10 in Fig. 26 as "Hie NegiigiWc-Frand Cash Card Syaem.' The reason thai the firaud-prevcnrion aspects 
of the system are highlighted in the title is thai £raud, and the concotnirant ^ost revenue ihmfroai, is 
apparently a central problem in today's plastic card based economies. The differential advantages and 
disadvantages of diis system relative to curreu systems will be discussed after an illustradve embodimem 
is presented. 

10 Fig. 22 illusiraies the basic unforgeable plastic card which is quite unique to each and every user. 

A digital image 940 is taken of the user of the card. A computer, which is hoolced into the central 
accounung necwork, 980, depicted in Fig. 26, receives the digital image 9^, and after processing it (as 
will be descnbed surrounding Fig. 24) produces a tlnal rendered image which is then printed out onto the 
personal cosh card 950. Also deducted in Fig. 22 is a straightforward idesiificaiion marking, in this case a 

15 bar code 952, and optional position fiducials which may assist in simpiiiying the ^annmg tolerances on the 
Reader 958 depicted in Fig. 23. 

Tlie short story is that die personal cash card 950 acmaily contains a very large amount of 
infotmanon unique to diat particular card. There are no magnetic strips involved, diough *Jie same 
principles can certainly be applied to Tnagni»rig snips, such as an implanted magnetic noise signal (see 

20 earlier discussion on the 'fingerprinting' of magnetic strips in credit cards; here, the fingerprinting would 
be p r n m i nenr and proacQvc as opposed to passive). In any event, the unique information within the unage 
on the personnl cash card 950 is stored along with the basic accoum information in a central accounxing 
network, 980, Fig. 26. The basis for unbreakable security is that during transactions, the ceacrai network 
need only query a small fraction of die total information contained on the card, and never needs to query 

25 the precise mfon&ation on axzy two transactions. Hundreds if not thousands or even tens of 
thousands of unique and secure 'transactioB tokens* are contained within a single personal cash card. 
Would-be pirates who went so far as to pick off transmissions of either encrypted or even unencrypted 
transactions would find die mformatson useless thereafter. This is in marked distinction to systems which 
have a single oomplct and complete *kcy* (generally encrypted) which needs w be accessed, m its 

30 emiresy. over and over again. The personal cash card on die other hand contains diousan d s of separate 
and secure keys which can be used once, within milliseconds of time, then f orev er thrown aw^ (as it 
were). The central network 980 keeps track of die keys and knows whidi have been used and which 
haven't. 

Fig. 23 depicts what a typical poim-of-sale reading device. 958, might look like. Clearly * such a 
35 device would need to be manufacmrable at costs well in line with,. or cheaper than, current cash register 
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systems, ATM systenis. asd cnxUt card swipers. Not dq^icted in Fig. 23 are the iimards of che opocai 
scaniung, image processiag, and data communications conzponests^ which would simply follow aonnal 
esgineeiing design mediods carrying out che fimaians ibai arc to be described henceforth and are well 
within ihe capability of anisans in these fields. Tbe reader 958 has a numeric puiach pad 962 on it, 
5 showing that a normal peuonal ideotiiicaiioo number system can be combined with the overall design of 
diis systtm adding one nnre cosvemionai of security (generally after a ched of the physical card has 
occurred). It should also be pointed ouc that the use of the picture of che user is another strong (and 
incieasmgly common) security feature uuended to thwart after-theft and illicit use. Functional elemesis 
such as the opdcal window, 960, are shown, mimiclring the shape of the card, doubling as a centering 

10 mechanism for the scanning. Also shown is tbe data Ime cable 966 presumably connected either to a 
pruprictor's central mercham computer system or possibly direcdy to ibc central network 9S0. Such a 
reader may also be attached directly to a cash register which perfbrtas the usual tallying of purchased 
itetns. Periiaps overkill on security would be the cosstruaion of the reader, 958, as a type of Faraday 
cage ffy ^ h diat no electrtmic signab. such as the raw scan of the card* can emanate from the unit. The 

15 teader 958 dou need to contain, preferably, digital signal processing units which will assist m swifdy 
calculating ibe dot produa operations described henceforth. It also shoold contain local read-only memory 
which stores a mnlTir^f of spatial pattens (the orthogonal panems) which will be utilized in the 
"recognitioo" steps outlined in Fig. 25 and its discussion. As related in Fig. 23, a consumer using the 
plastic card merely places their card on the window to pay for a uransacticn. A user could choose for 

20 themselves if they want to use a PIN number or lujt. Approval of the purchase would presumably happen 
within seconds, provided that the signal processing steps of Fig. 25 are properly implemented with 
effectively parallel digital processittg hardware. 

Fig. 24 takes a brief look at one way to process the raw digital unage, 940, of a user into an 
image with mote useful information content and uniqueness. It should be clearly pointed out that che raw 

25 digital image itself could m faa be used in ±t following methods, but that placmg in additional orthogonal 
ptftexns into die image can significantly increase the overall system. (Orthogonal means that, if a given 
paiiera is multiplied by anodier orthogonal partem, the resulting number is zero, where "multiplication of 
panems* is a»nt in die sense of vector dot products; these arc ail familiar tetms and concepts in die an 
of digital image piocessing). Fig. 24 shows that die compuier 942 can. after inienngating tbe raw image 

30 970, geeeraie a master snowy image 972 which can be added to die raw image 970 lo produce a yet-more 
unique ™y which is tbe image diat is printed omo die acmal personal cash card, 950. The ovoall effect 
on the is to 'textuxize'* the image. M the case of a cash card, tnvisibiiicy of the master snowy 
pattern is sot as oonch of a cequizemem as with cotmnercial imagery, and one of die only criteria for 
keeping die master snowy image somewhat lighter is to not obscure the Image of die user. The central 

35 netwotk, 980, smtes the final processed image in die record of d:e account of die user, and it is Uiis 
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unique and seotreiy Icept inuge which is the carrier of the highly secure "throw-away transaction keys." 
This image will therefore be 'made avaiiable" to all duly connected point-of-sale locations in the overall 
network. As will be sees, none of the point-of-sale locations ever has knowledge of this image, (hey 
merely answer queries from the central network. 

5 Fig. 25 steps dirough a typical transaction sequence. The figure is laid out via indentations, 

where the first column are steps pezfonned by the point-of-sale reading device 958, the second coiunin has 
infonnaticn transmission steps commnnicated over die data line 966. and the diird column has steps taken 
by the cemnl nerwork 980 which has the secured information about the user's account and the user's 
unique pdsooal cash card 950. Though ±ere is some parallelism possible in the implementation of die 

10 steps, as is normally pracdced in die engineering implememapon of such systems, the steps are 
nevertheless laid out according to a general linear sequence of events. 

Step one of Fig. 25 is die standard 'scamung" of a personal cash card 950 within the optical 
window 960. This can be perfontned using Imear optical sensors v/bkt scan die window, or via a two 
dimensional optical detector airay soch as a CCD. The resulting scan is digitized into a grey scale image 

15 and stored in an image frame memory buffer such as a 'ftamegrabber,* as b now common in the designs 
of optical imaging systems. Once the card is scanned, a fint image processing step would probably be 
locating the four fiducial center points. 954. and using these four points to guide all fiaither image 
processisg operations (i.e. dte four fidncials "register" the corresponding patterns and barcodes on the 
personal cash card). Next, die barcode ID number would be extracted using common barcode reading 

20 ' ^^^ proeosing methods. Generally, the user's account number would be determined in this step. 

Step two of Fig. 25 is the optional typing in of die PIN cumber. Presumably most users would 
opt to have diis feature, except those usen who have a hard time remembesing such diings and who ate 
convinced diat no one will ever steal their cash card. 

Step three of Fig. 25 entails connecting through a data Line to die central accounting network and 

25 doing die usual communicaiioQS hatirfciiairywg as is conmion in nxsdem-based commifflications systems. A 
more sophisticaied embodiment of this system would obviaie the need for standard phone lines, such as the 
use of optical fiber data links, but for now we caa assume it is a garden variety beiltone phone line and 
that the reader 958 hass^t forgotten the phone number of the central network. 

Alter basic communications are established, step four shows diat die point-of-sale location 

30 transmits the ZD ntmiber found in step I, along with probably an encrypted venion of the PIN number (for 
added security, sudi as using the ever more ubiquitous RSA encryption methods), and appends the basic 
information on die merchant who operates die point-of-sale reader 958, and the amount of die requested 
transaction in nxmetaiy units. 

Step five has die cemtai network reading die ID number, routisig the information accordingly u) 

35 the acttul memory location of that user's account, thereafter verifying die PIN number and ch edc ing diat 
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tfae-account balance is sufficient to cover the aazisaaiaii. Along die way. the central network also accesses 
the merchant's af^nnnr checks thai h is vaiid« and readies it for an andcipated credit. 

Step six begins with die assumption diat step five passed ail counts. If step five didn't, the exit 
step of sending a NOT OK back to die merchant is ooc depicted. So. if eveiything checks out. the cesnai 
5 network generates twenty four sets of sixteen oumbers. where all mnshers are munially exclusive, aod in 
general* there will be a large but qmtt defmitdy finite range of numbers to choose frooL Fig. 25 posits 
the range being 64K or 65536 numbers. It can be any pracxical number, actually. Thus, set one of the 
twenty four sets might have the numbers 23199, 54142, 11007, 2854. 61932, 32879, 38128. 48107. 
65192, 522, 55723. 27833, 19284, 39970. 19307, and 41090, for example. The next set would be 
10 similariy random, but the mnnben of set one would be off limits now, and so on Ehrough the tweo^ four 
sets. Thus, dw central network would seod (16x24x2 bytes) of numbers or 768 bytes. Hie actual amount 
of numbers can be determined by eogitieenng OTtimtzation of security versus transmtssion speed issues. 
These rancitna numbers are actually indexes to a set of 64K untvosally a priori defined orthogonal panems 
which are well known to both die central network and are pennaneotiy stored in memory in all of the 
15 point-of-sale readers. As will be seen, a would-be thief s knowledge of these panems is of no use. 

Step seven dien ujnsaa its the basic 'OK u> proceed* message to the reader, 953, and also sends 
die 24 sets of 16 random index nombers. 

Step eight has die reader receiving and storing all diese numbers. Then die reader, using its local 
» micit)processor and custom designed high speed digital signal processing cixcuitty. steps dirough all twenty 
20 four sets of numbers with die inienaoB of detiviog 24 dinina floating poim nutnbeis which it will send 
back to die central network as a •one time key* against which die central network will check die veracity 
of die card's image. The reader docs diis by first adding togcdier die sixteen patterns indexed by die 
sixteen random onmbcrs of a given set, and dien performing a common dot produa opcratiou between the 
resulthig composite patxem and the scanned image of the card. The dot piodua generates a single number 
25 (which for stmpUdiy we can call a floating point number). The reader steps duotigh all twaty four sets 
m like fashiou generaiisig a unique string of twenty four floating point nnmbers. 

Step sise dien has die reader transmitting these resdts back to the central network. 
Step ten dieo has die central network performing a check on diese letumed twenty four ntmibers, 
presumably doing its own exact same calculations on die stored image of die card thai die central network 
30 has in its own memory. The numbers sent by die reader can be "normalized.' meaning thai die highest 
absolute vahic of die collective twenty four dot products can divided by nself (its unsigned value), so diat 
brightness scale issues are temoved. The resoltii^ match between die renimed values and die central 
network's caicnlated values will ehher be well widun given tolerances if die card is valid, and way off if 
the card is a pbooy or if the card is a crude reproduction. 
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Step devea t&a bas the ceotxal netwark scodiog word whedier or ooi ibe oaasactton was OK* and 
leitiog tbe eitsiomer know that they can go home with their purchased goods. 

Seep iwdve tbea escplidtly shows how die nochau's accoont is credited with tbe transKtioa 



5 As already stated, the primaxy advantage of iMs plastic card is co significantiy cedtice fmd, which 

apparently is a targe cost to canent systems. This system redoces the possibility of frand oniy to diose 
cases where die physical card is ettfaer stolen or very carefully copied, in both of tti^ cases, there sdli 
remains the PIN security and the user picone sccmity (a known higher security than low wage deiks 
analy&ng signatures). Attenqits to co^ the card noom be performed dizongh *teix4>ora^ 

10 card, and require ]toto-qudiiy copying devices, not shnpleina^n^ Hie system is founded 

upon a modetn 24 hour highly Ifflked daa network. Illfeh monitozing of transactions does tbe oiontiocittg 
party no use whether the transmissions are enoypied or not. 

It will be q)predated that the foreginng ai^roach to mcreasing die security of transactioos 
involving credit and debit card systems is readily exiendfri to any pboiograpb-based idcnxificauion system. 

15 Moreover, die principles of the present technology may be applied to detect alteration of photo ID 
doaunents, and to generally the irmfidCTTrr and security of such systems. In this regard, 

reference is made to Fig. 2S, vduch depicts a photo-ID card or dofaimenf 1000 which may be» for 
example, a passpon, visa, permanent resident card ("green card*), driver's license* credit card, 
govemmem etnployee ideotxflcaiion, or a private industry identification badge. For convenience, such 

20 phoiograph-hased htentification documcnis wOl be collecdveiy refoired to as photo ID docmBcncs. 

The photo ID dnmmfnt mrlnrir% a photograph 1010 diac is attached to die docmnent 1000. 
Printed, faimun-rcadable infoxmation 1012 is incoipoiated in the documem 1000, adjacent to the 
photograph 1010. Madnne readable iniisrmatioa, such as thai koown as "bar code" may also be i^riwfWi 
adjacent to die photograph. 

25 GeneraOy, die photo ID document is constructed so diai tampering with the docmnent (for 

rrmnple. swapping die origmal photograph widi another) should cause noticeable damage to tbe card. 
Nevertheless, skilied forgeiers are able to either aher ezistmg documents or manxi&cmre fraudnlem photo 
ID doctifiipnts in a manner that is extremely difficult to detect. 

As noted above, die present technology enhances die security associated widi die use of photo ID 

30 documents by supplementing the photographic image with encoded informaiion (which informatioQ may or 
may not be visually p e r c ep tible), thereby facilitating die corrdaiion of the photographic image with other 
information oonceming die person, such as die printed bafbnnation 1012 appearing on the document 1000. 

In one embodiment, the photograph 1010 may be produced torn a raw digital unage to which is 
35 added a master snowy image as described above in comiBCdon widi Figs. 22-24. The above-described 
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centxal oeiworJc and poiat-of-sade reading devics (whicb device, in die preseai entodiment, may be 
consideied as a point-of-enny or poun-of-securify photo ID reading device), wmid esseoiiaily cany out the 
same processing as described with that embodiinent, inchidmg *Jie central oetwort ^ncration of unique 
numbers to serve as indices to a set of defined orthogonal patterns, the associated dot product optntion 
5 carried out by the reader, and the comparison with a siffiiiir operation carried om by the central oenvork. 
If the numbers generated from the dot produa operation csiried out tTy the reader and the cenmi network 
match, in this embodimeni. die oetwork sends the OK to the reader, indicading a legitimate or unniiered 
photo ID docomem. 

Id aaodier embodimenu the photograph component 1010 of die identificaiioa docoment LOGO may 

to be digitized and processed so that die photographic image that is incorporated into the photo ED docoment 
1000 corresponds to the "distributable signal' as defined above. In diis instance, dterefbre, the photograph 
inchidcs a composite, embedded code signal, imperceptible :o a viewer, but carrying an N-bit identificaiioo 
code. It will be appreciated that the idcmificarion code can be extracted from die photo using any of the 
decodmg techniques described above, and employing eidier universal or custom codes, depending upon die 

15 level of sccuhiy sought. 

It will be appreciated ihar the information encoded into the photograph may cozieiate lo, or be 
redundant with, die readable infbtmatiDn 1012 appearing on die documesL AcconUngly. sudi a do cnme n t 
could be mi Thrmi'-*^ by ph&cing die photo ID documeni on a scanning systetn, such as would be available 
at a passpon or visa control point. The local co mput er, which may be provided with the universal code 

20 for extracting die identificarioa information, displays the extracted information on tht local computer 
screen so that die operator is able to confinn die correlation between the encoded mformation and die 
reliable information 1012 carried on die document. 

It wfl] be appreciated diat die informadon encoded with the photograph need not necessarily 
correlate widi odier information on an identification documem. For example, die scaiming system m^ 

25 need only to confirm die existence of die identification code so diat die user may be provided wUh a "go" 
or "no go" indication of whedier die photograph has been tampered widL Ir will also be appreciated dial 
the local computer, usmg an encrypted digital communications line» could send a packet of information to a 
central verificaticn facility, which dicrcaftcr renims an encrypted 'go" or 'no go" indication. 

[n anodier embodiment, it is cootemplaied diat die identification code embedded ui die photograph 

30 may be a tobost digital image of bxomeoic data, soch as a fingerprint of die card bearer, whidi imagCt 
after ^^r\ninh and display^ m3y be employed for comparisan widi die acmal fingeipiim of die bearer in 
very high security a rr^ points where on-die-spot fingeipxim recognition systems (or retinal scans, etc.) 
are employed. 

It will be appreciated diat die information embedded in die photograph need not be visually hidden 
35 or sieganogxaphicaUy embedded. For exampie, die photograph incorporated into die idemification card 
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may be a coooposiie of an image of the individual and one-, or two-dimeosiooal bar codes. Tlie bar code 
infonnatioQ would be subject co convecnooal optical scanning techniques ^including imemal cross ciiecks) 
so diat the mformadon derived from the code may be compared, for exas^, to the incbnnaciOB phnced 
on the identiiicadon document. 

S It is also cootes^iated [hat the piKicogr^shs of ID documents currently in use may be processed so 

that information correlated [o the uuiivtdual whose im^e appears in the photograi^ may be embedded. In 
this regard, the reader's acteotion is directed to the foregoing portion of diis descrmnon entiiied "Use in 
Printing. P^ser. Documents, Plastic-Coated Identtficanon Cards, and Odier Material Where Global 
Embedded Codes Can Be fmpxinted," wherein tiiere is desoifaed numerous approaches to modulation of 

10 physical media diac may be treated as 'signals' amenable to application of die presem technoJo^ 
ptxneiples. 



NETWORK LINKING METHOD USING INFORMAHON 
EMBEDDED IN DATA OBJECTS THAT HAVE INHERENT NOISE 

15 The diagram of Fig. 27 illustrates the aspea of the technology diat provides a network linking 

method using information embedded in data objects that have inheiem noise. In one sense, this aspect is a 
network navigation system and* more broadly, a massively distributed indeung system that embeds 
addresses and indices directiy within data ot^ects themsdves. As noted, diis aspea is particularly well- 
ad^ied for establishing hoi links whh pages presented on die World Wide Wd> (WWW). A given data 

20 objea efGectivdy cotoaiss both a gr^hical representation and embedded URL address. 

As m previous embodiments, this embedding ts carried out so chat die added address xnfomauon 
does not affea the core value of the objea so far as the czcaror and audience are conccmod. As a 
consequence of such embedding, only one class of data objects is present rather dian the two classes (data 
object and discrete header file) dux are attendant with traditional WWW links. The advantages of reducing 

25 a bot4inked data objea to a single class were mmuioned above, and are elaborated Mpon below. In one 
embodhneot of the technology, duf World Wide Web is used as a pre-existing hot Ihik based nerwork. The 
common apparatus of diis system is networked computers and coccqnner moniton dispiaymg the results of 
interactions when connected to die web. This embodiment of the technology contemplates 
steganographically 'embedding URL or other address*{ype mformanon direcUy into images, videos, audio, 

30 and odier forms of data objects dial are prtsemed to a web site visitor, and which have "gray scale' or 
"continuous nnes" or 'gradatioos* and, oonsequencly, inhetem noise. As noted above, tiiere are a variety 
of ways to realize basic steganographic snplementations, all of whidi could be employed in accordance 
widi the present technology. 

Witii particular reference to Fig. 27, images, quasi-contixuxous tone gr^hics, multimedia video 

35 and audio data are eurrentiy die basic building blocks of many sites 1002, 1004 on die World Wide Web. 
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Sucb data will be here aft er coUeetively referred to as creative dau files or dau objeos. Far illustrative 
purposes* a comimious-cone graphic data objca 1006 (diamond ring widi background) is depiaed in Fig. 
27. 

Web site tools • bodi diose diai develop web sites 1008 and dusse diat allow browsing ttan 1010 • 
5 roudnely deal with the vasions file formats in which these data objects are packaged. It is already connnon 
to distribute and <<i<-< gtninatg diese data objects 1006 as widely as possible, often widi the hope on a 
creator's pan to sell die products represemed by the objeos or to advenise creative services (e.g., an 
emnpiaiy photograph, widi an 800 phone number displayed widiin it» promodng a photographer's skills 
and service). Using die mediods of this technology, individuals and organizations who create and 

10 fti iywiwiaf^ such data objects can embed aa address Ihik diat leads right bade to dieir own node on a 
neiwork, dieir own site on die WWW. 

A user at one site 1004 needs merely point and click at die displayed object 1006. The 
software 1010 identifies die object as a hot link object. The software reads the URL address that is 
embedded widiin die object and routes the user to die linked web site 1002, Just as if die user had used a 

15 conventional web link. Thai linked site 1002 is die home page or network code of die creator of die object 
1006, which creator may be a manntacmrer. The user at die first site 1004 is dicn presented widi, for 
example, an order form for purchasing die produa represented by the object 1006. 

Ic will be appreciated dxat die creators of objects 1006 having embedded URL addresses or indices 
(which objects may be r ef er red to as "hot objects') and the maxmfacnirers hoping to advenise dieir goods 

20 and services can now spread dieir creative cootent like dandelion seeds m die wmd across die WWW. 
knowing diat embedded widiin diose seeds are links back to dieir own home page. 

It is contemplated diat die object 1006 may include a visible icon 1012 (such as die exempiary 
•HO' abbreviation shown in Fig. 27) incorporated as pan of die graphic. The icon or odicr subtle mdicia 
would apprise die user diat die objea is a hot object* carrying the embedded URL address or odier 

25 mformanan diat is aocesstbfe via die software 1010. 

Any fauman-percepcible indicium (e.g., a short musical tone) can serve die purpose of apprising ■ 
die user of die hot objea. It is comemplated, however, diat no such mdicxum is required. A user's trial- 
and^nor zppmch to clicking on a data object having no embedded address will merely cause die software 
CO look for, but not find, die URL address. 

30 The automation process inherent in die use of diis aspea of die technology is very advantageous. 

Web software and web site development tools simply need to recognize diis new class of embedded hot 
links (hot objects)i operating on diem in real time. Convcmtonal hot liidcs can be modified and 

supplemented simply by "uploading^ a hot object into a web site repository, never requiting a web site 
programmer to do a thing other than basic mointoring of traffic. 
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A metbod of iniplememiag cbe above described functions of (be present technology genetaily 
isvofves ibe steps of (1) cicating a sec of standards by wbkb URL addresses are steganograspMcaUy 
embedded widiin images, video, audio, and otber forms of data objects: and (2) designing web site 
development toois and web software sncb dtat tbey recognize tbis new cype of data ob^ (the boi objea). 
5 die tools being designed soch tbai when tbe objects are presented to a user and that user points and elides 
on sucb an objed. tbe user's software knows bow lo read or decode die steganograpbsc intbrmation and 
route the user to tbe decoded URL address. 

The Ibregoing ponions of this descnpdon detailed a steganograpbic implementation (see. 
generally. Fig. 2 and die text associated therewith) that is readfly adapted id impiemeni die present 

10 technology. In diis regard, die otherwise oonventkmal site development tool 1008 Is mhanrrd to include, 
for example, die capability to encode a bit-mapped image file with an identificauon code (URL address, 
for exan^ie) according to tbe present tecanology. In die present embodiment, it is comempiated chat die 
commercial or transaaion based hot objects may be steganographicaily embedded with URL addresses (or 
other QiformatioD) using any of tbe universal codes described above. 

15 Tbe foregoing ponions of this descripnon also detaxlsd a technique for reading or decoding 

steganograjdiically embedded oifbrmatioo (see, generally, Fig. 3 and die text associated therewith) diat is 
readily adapted to impiemeni the preseu lechmilogy. In this regard, the otherwise canvenxional user 
software 1010 is ^^^t^ to include, for example, die capability to analyze encoded bit-mapped files and 
txaaa tht identification code (URL address, for example). 

20 While an illustrative impiementatioD for steganograpatcally embedding iofonnation on a data 

object has been described, one of ordinary skill will appreciate that any ooe of die multitude of available 
steganographic techniques may be employed to cany out tbe funcdon of the present embodiment. 

It will be appreciated that the present embodiment provides an immrriiaie and common sense 
mrchanism wfaer^y some of die fundamental building blocks of die WWW, namely images and sound, 

25 can also becotnc hot links to other web sites. Also, the programming of sach hot objects can become fully 
automated mere l y thioogb die distribudon and availability of Images and audio. No real web site 
programming is zequxroL Hie present embodiment provides for die commercini use of die WWW in such 
a way that ocm-programmexs can easily spread their message merely by creating and distributing creastive 
content (herein, hot'objects). As noted, one can also transition web based hot links themselves from a 

30 more arcane text based interface to a more oatural image based ixiterface. 

EqcapsDtated Hot ^nfc File Foymat 

As noted above, once steganographic mediods of hot link navigation take hold, dien, as new file 
fonouts and transmission protocols develop, more traditional methods of "header-based' information 
35 acTnrhnrmr can enhance die baste approach built by a steganographic-based system. One way to begin 
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extesding the stegaoograpliic based hoc IxoJc xoediod back into die more tradiciOQal header-based method is 
CO define a new class of file fonnac which couid effecbveiy become the standard class used in network 
navigation systems. It will be seen that objects beyond images, audio and the like can now become "hot 
objects % including text iiics. indexed graphic files, computer programs, and die like. 
5 The encapsulated hoc link (EHL) file format simply is a small shell placed around a large range of 

pre-existing file formats. The EHL header inibrmatioa cakes only the fint N bytes of a file, followed by a 
fiill and exact file in any kind of industiy standard foimat. The EHL super-header mezely attaches die 
correa file lypc, and the URL address or other index information a^yidaring diat object to odier nodes on 
a network or odier databases on a necwork. 
10 It is possible diat the EHL format could be the mediod by which die steganographic methods are 

slowly replaced (but probably never compieteiy). The slowness pays homage to the idea that file fonnat 
standards often take much longer to create, implemem, and get everybody to actually use (if at all). 
Again, the idea is dxat an EHL-like format and system built around it would bootstrap onto a system setup 
based on steganographic methods. 

15 

??lf Exciaetiny^ Web Objects 

Generally speaking, diree classes of data can be sceganogiaphicaUy embedded in an object: a 
nnmber (e.g. a serial or identificatioa tnunber, encoded in binary), an alphanomeric message (e.g. a human 
readable nm^ or telephone number, encoded in ASCII or a reduced bit code), or computer inscnicnons 
20 (e.g. JAVA or HTML instructions). Tlie embedded URLs and the like detailed above begin to explore diis 
dnrd class, but a more detailed exposidon of die possibilities may be helpful. 

Consider a typical web page, shown in Fig. 27A. It may be viewed as inchidlng three basic 
components: images (Ml • #61, text, and layout. 

Applicant's technology can be used to consolidate this tnfbnnation into a self-«xtracting object, 
25 and r^neraie die web page from this objecL 

In accordance widi diis example. Fig. 27B shows the images of die Fig. 27A web page fitted 
together into a single RGB mosaiced image. A user can perform diis operation manually using existing 
image processing programs, such as Adobe's Photoshop software, or die operation can be automated by a 

suiuble software program. 
30 BecweeaceriainofdieifflagetilesindicFtg. 27B mosaic art exnpQf areas (shown b^ 

hatching). 

Hiis rsm m^ image is dien steganognphically encoded to embed the layout instructions (e.g. 
HTML) and the web page text therein. In die empty anas die encoding gain can be maximized since there 
is no image data to cocnipt. The encoded, mosaiced image is dien JPEG compressed to form a self 
35 extracting web page object. 
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(JPEG cofl^Rtssion is used in rbis example as a iingua franca of image representaiions. Anotbei 
such candidate is die GIF file fionnat. Such foraoats are supponed by a variety of jofrware tools and 
iaaguages. makiDg tfaeo well suited as "conuDoa earners' of embedded informauoo. Other image 
repcesenimioas can of oouise be used.) 

5 These objeos can be exchanged as any odicr JPEG images. When the JPEO fUe is opened^ a 

suitably programmed compucer can deiea the presence of die embedded infonnation and extraa die layout 
data and text. Among odier infonnaiion, the layout data specifies where the images forming the mosaic 
are to be located ia die Qxiai web page. The compnter can follow the embedded HTML instniaions lo 
recreate die original web page, complete with graphics, text, and links to odier URLs* 

10 If die self extracung wd) page objea is viewed by a conventional JPEG viewer, it does not self- 

extras. However, ±e user will see die logos and anworJc associated widt the web p^e (with noise-like 
"grouting* between certain of die images). Artisans will recognize that diis is in stark contrast to viewing 
of other compressed dau objects (e.g. PKZIP files self extracting text archives) which typically appear 
totally uninteiligible unless fully extracted. 

15 (The foregoing advantages can largely be achieved by placing die web page text and layom 

iostncdons in a header fUe asscdaied widi a JPEG-compressed mosaiced hnage file. However, industry 
standardization of die header formats needed to make such systems pracdcal appears diffiniit, if not 
in^ossihle.) 

20 Palettes of Steganompbicanv Encoded Images 

Ooce web images with embedded URL imbrmation become widespread, such web images can be 
collected into *palenes* and presented to users as high level navigaixon tools. Navigatioc is effected by 
clicking on such images (e.g. logos for dif&rent web pages) rarhcr than clicking on lexiual web page 
names. A suitably programmed oompucer can decode the rmbfridfld URL information from the selected 

23 image, and establish die requested connection. 

hi one embodiment, self-extrxdon of the above-described web page objects autoznatieally 
generates dmmbnail images corresponding to the extracted pages (e.g. represeotasive logos), which are 
dien stored in a subdirectory in the computer's file system dedicated to coQectmg such dumiboails. In eadi 
such dmmbnail is embedded a URL» such as the URL of the extracted page or the LUL of the sue torn 

30 which die self-extiacting object was obtained. This subdirectory can be accessed to display a paleoe of 
navigational thumbnails for sdectxon by the user. 

Specific Examnie of a Comnmer Svstem Unked by Using faformation in Data Objects 

The present mvention allows a digital watennark to be embedded direcdy mco photographs, video, 
35 computer images, audio, and other forms of creative property. The range of ^plicadons is amazingly 
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wide, and iociudes thifigs Uke video and movie coiueot waienziarJdAg for proof of ownership and cracking, 
waiermazking omsic and audio content, even texnihng pfajrsical maxeriais such as auio psm. As difcuased 
above, this watennark is iopezceptible to the eye. and iiqiercqKibte to the ear. but a coopuer analysis 
can read the watermark and discover a message ii carries. The watennark is repeated throughout the 
5 propeny. It is robust, and typically survives multiple generations of copying, modification, printing, 
scanning, and compressioQ. A waiermark may carry a copyright notice, a unique serial Dumber, a 
Transaction ID, as well as other application specific data. 

Conceptually, the example beJow is made with respea to a watermade ^hfdrffd by 
"PictnreMarc" which illustrates the idea by carrying a unique creator id, and a set of onage 

10 attributes. This creator id corresponds to compiete contact infoimadon available through an on- 
line service, MaxcCentre. Technically, the watermark is 12S bits long and has a data payioad of 
76 bitSt although the invention is not restricted to any particular watennark size, b this example, 
it is short so that it can be repeated many times through an im^e, making tt possible to find the 
message even from a ponion of the originai image. Other approaches can mclude data such as an 

15 image serial number or a Tzansactioa [D in the watennark message. It is also possible to add a 
person's name or other such data (to a computer, it is all data), but one application is focused on 
embeddmg a more structured message. First, to accommodate a text string, there would be a 
tendency to push for tonger messages. Long messages result in not being able Co fit very many 
copies of the message in an image, and thus the vvatermark becomes less robust. Also, Just 

20 putting a name in an image is much like the credit line in a magazine: A. Jones tells who the 
person is, but not how to contact the person. With a watermark system available on line, a user 
can get complete and up to date contact details from each Creator ED through the on-line service. 
Accordingly, it is preferable to associate persistent digital information with an image. The core 
software has been designed to enable working with vendors or large customers who may want to 

25 develop specific watermark message types for special applications such as embedding the film 
speed and exposure in the tmage^ or serializing images in a large collection for internal tracking 
and fflffflfly^m^^ 

One approach to implementing this embodiment involves "PictureMarc", which includes a 
wrher portion to embed watermarks and a reader portion to find them and read their contents. 
30 This bundle is integrated mto Adobe Photoshop® 4.0 (Adobe Photoshop is a trademark of Adobe 
Systems, Inc.) as a plugin extension, and from the end-user's perspective is free. A free reader 
will also be available through a web site. PictureMarc for Photoshop is supported on Apple 
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Macintosh and Microsoft Windows piatfonns. PictureMarc supports embedding a Creator ID and 
image atxributes in an image. PictureMarc also has the ability to cany a unique Image ID or even 
a Transaction ID in die wacermark. These fbrmats will support tracking images both to a 
collection, and to die person and terms that were in place when die image sold. The watermark 
5 reader will accept and read all watermark fonnats. 

As an example, the first step ts to read an image from a CD-ROM, download a file to a 
local computer over die Internet or convert a hardcopy image, such as a photograph, into digital 
by scanning the image with any of the common image scanners.. Then start an image 
manipulation program that supports watermarking, and load the image file from a file selection 
10 memi. Select the menu item to add a watermark, and save die watermarked image into a file. 

To recover a watermarked image from a digital image on, say, a PC, just as in the case of 
embedding a watermark, convert the image to a suitable computer file format, scanning it m if 
needed. Then start either an image manipulation tool supporting watermarking, or start a stand- 
alone reader. Now open die image. In the case of a preferred embodiment image manipuiatioo 

13 tool, die tool will automaticaily check for a watermark when the digital image file is opened, 
copied to the system clipboard or die image is scanned into the computer. If present a copyright 
symbol is added to the title or status bar, or some other signal is provided io the user. By 
selecting a read watermark menu option^ a user can discover the contents of the watermark. From 
the results dialogs a user can click on the Web Lookup button to retrieve complete contact 

20 infiDrmation from MarcCentrc; a network WWW on-line service. The application can be carried 
out with at least two kinds of watermarks. The first is a public watermark, which can be read by 
any suitably configured reader. This ts the type of watermark supported by PictureMarc-lts 
purpose is conummicadon. The second is a private watermark. Private watermarks are associated 
with a secret key used at the tune the watermark is embedded in an image. Only die person with 

25 the secret key can find and read a private wacen:!£ric Prtvare watermarks are used in proof of 
ownership applications. Both a public and a private watennark can coexist in an image. 

If a user attempts to read a watermark and none is diere, die reader portion will simply 
report diat a watermark was not iband in the image. If a user attempts to watermark an image 
already watermaiked, the user will be informed diere is already a watexmaik in die imaee. and 
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will be prevented from adding another watermark. In creating a composite image, the user is first 
told about the presence of a watermark in each watennarked original (assuming the use of a tooJ 
sui^iting watennaxicsX This addresses the first order problem of communicating copyright The 
wateraurk will not prevent creating a composite work, in that a watennarfced image, or a portion 
5 thereof, can be used as an element of a composite image. However, if the composite imago 
contains multipie watermarked elements, the reader portion will tend to read the watermark from 
the most dominant piece. However, if the user suspects a component to be watermarked, or is 
simply interested in the source of an image element, the user can check for the watermark in that 
element by highlighting the area in question, and invoking the read watermark function. This 
10 provides a tool to inspect work to discover sources of individual elements. Copyright hierarchies 
in composited works and parmering with companies addressing rights management can all be 
handled in such a network application of a watermark. 

Preferably, applications which include watermarking^ such as Photoshop 4.0, support 
automatic detection ("autodetcc:"). This means diat whenever an image is opened or scanned into 
15 the application, a quick check is done to determine if a watermark is present. If it is present, a 
visual indication, such as a copyright symbol, is added to the title or status bar. 

The watermaik placed by PicaireMarc is a 128 bits long, with a data payload of 76 bits. 
The remaining bits are dedicated to header and control information, and eiror detection and 
correction. However, the bandwidth can be increased and consequently the data payload can also 
20 be increased. The detect process looks for the presence of a watermark, which completes in a 
couple of seconds, usually under 3 seconds regardless of image size, and die typical time to 
perform a full read watermark operation is under IS seconds. 

PictureMarc supports all the file formats of the host application, since it works with pixels 
in each of die major color schemes (CNfYK, RGB, LAB, Grayscale). In die case of PictureMarc 
25 for Photoshop, all of &e Photoshop Sle formats are supported. 

Note that the watermark itself carries version and message type infomiation, much like a 
coraraunicauons message. PictureMarc has been designed to support upward compatibility. Any 
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suitably configured reader will be able to read previous versions of the watermark. If a reader 
finds a newer venion waiemiarJc which it does not support, the user will be notified and told to 
download the most recent reader. 

In the present application of PictureMarc, an image generally needs to be az least 256x256 
5 pixels to carry a watermark. Often a watermark can be found b patches as small as 100 pixels 
square. Arbitrarily large images can be wattrmarked, constrained only by available memory and 
disk space. The watermark does not add data to the image file^ since k only makes very small 
change to the luminance of pbcels. This can change the size of a compressed image by a few 
percent, but the size of uncompressed images, such as bitmaps (.BMPs), are unchanged. While a 
10 waiemiark survives compression, to watermark an already compressed image, it is preferable to 
cither work from the original, or uncompress, watermark, and recompress the image. Future 
versions will likely support adding watermarks directly to the JPEG compressed file. 

PictureMarc supports the automation feamres provided by Adobe Photoshop 4.0. This 
means diat repetitive watermarking operations con be automated now. In other applications, 
15 support can be provided for unattended batch processing of images, aimed to support the needs of 
image distributors, especially tfiose companies looking to watermark images as they are 
distributed with unique Transition IDs. 

As to the use of a network on line service, an image creator or distributor subscribes to 
the MarcCentre, on-line locator service. Subscribing includes providing a set of contact 

20 information to be made available when one of a user's watermarked images is found. Contact 
details mclude name, address, phone number, specialty, intermediary (e.g., organization, stock 
agency, representative, etc.) representing the creator's work and so on. When subscribing, the 
user is givea a uiiique Creates ID. The user provides this Creator ID to a copy of PictureMarc, 
one time when first using the software-based system. This Creator ID links all of the user's 

25 images to facilitate contact details. Information can be queried via the Internet, or via a &x-back 
service. Querying is preferably &te. 
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A sid)scnption to MarcCentre is priced to include unlimited access to contact information 
by anyone finding watennaiked images. A Creator ID in the image leverages the power of a 
network accessible database, and lets the image creator communicate much more information than 
could fit in the image. In essence, we are creating a copyright communication system. 
5 Watennark detection in programs such as Photoshop is automatic. The Creator ID in the image, 
along with the image attributes, uniquely identify the image creator or disnifautor. The contact 
infomiatioQ corresponding to the Crcaior ID is alwa)^ up to date, no matter how long ago a 
watermariced image was distributed. To make this copyright communication system work, we 
need unique ids which conespond to the appropriate im^e creator contact infonnatioti. 

10 If there is no network connection for PictureMarc, an equivalent approach can be used: 

contact information can be communicated via a tax-back service. This can be earned out by 
pimcfaing in the Creator ID on a touch-tone keypad with telephony, and the resulting contact 
details for that im^ creator will be sent by bx. 

Contact details will be stored on a robust server being hosted by an Internet provider. 
15 The Web site is responsible for maintaining the locator service and ensuring that information is 
available. Individual image creators are responsible for maintaining their own comact details, 
keeping them current as information changes. This ensures that all of the images distributed point 
to up-to-date information about die creator and the creator's work. 

Data b die Web site repository is stored in a way that when a user enter contaa details, 
20 the user has coiitrol over which pieces of information are viewable by viewers. Thus, for 

example, the user can designate wtether to exclude his or her address, phone number, and other 
specific information. 

It is helpful for users to receive regular reports, generated by the Web page site software, 
about the number of people querying a specific user's information. These can be sent to the user 
25 via e-mail or fax, to help communicate the activity concerning watermarked im^es. 
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Before turning to a specific emixsdiinent of the present invention, it is important lo stress 
the geneiai applicability of embedding a wasennaric then rcjding it to obtain data, and then using 
the data to iink to a database-preferably via a computer network. This is applicable to all media 
for which this technology is useful. This includes watermaricing a photograpb or a series of 
5 watermarks in a series of images (e.g.y television, video), in sound or other analog signals (e.g.. 
recordings, cdhtlar teiephone or other broadcastsX and other applications indicated herein. £n any 
of these applications, while the watermark can contain seif*identifying data, a centiaiized 
repository of watermark data &cilitates broadL efficient usage. 

Thus, the following specific description of a preferred embodiment of a cenoai repository, 
to accessible by a network, is intended to be iilustrutive of the same kind of an approach for other 
applications and media suitable for watermarking. And it is to be understood that while the 
following discussion is made in tbe context of image processing, the same general approach can 
be used for handling watermarks in acoustic or other applicadons. Also, while the Adobe 
Photoshop application is used to illustrate the generally applicable concepts, it should be 
IS appreciated that the present invention can be used in connection with other such products from 
other vendors, as well as in stand alone form. 

Fig. 43 illustrates an application of the invention using such an application as 
Adobe Photoshop 4,0, equipped with a plug in version of the digital watermarking technology 
discussed herein and illustrated as "PictureMarc," nmning on a digital eiectrical computer. The 
20 computer running the Adobe application is adapted for communication over a network (such as 
the WWW) with another digital electrical computer, nmning the MarcCentre Web Page computer 
program. 

At step 1 of Fig. 43 a creator of a digitized photographic image, the "user" of the 
Adobe Photoshop, commences by obtaining a Creator ID. Such data is created and stored in a 
25 central repository designated in Fig. 43 as MarcCencre Locator Service, which is connectable to 
PicftireMarc via Internet or &x. At step 2 of Fig. 43, die user creates and embeds a watermark in 
the digital im^e. At step 3 of Fig. 43, that image can be stored and/or printed, possibly 
subsequent to distribution over a computer system such as the Internet or WWW. When the 
image bearing the watermark is used in digital form, at step 4 of Fig. 43, that image is examined 
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for a watennark by a cotnpuier rutming the Pictucehiafc computer program. Preferably, the 
examiiiatton is conducted automadcafiy (rather than selectively) upon opening an image, e.g., 
upon locanng the image on a computer screen ciipboard. If a watermark is detected, at step 5 of 
Fig« 43, PicnireMaic communicates with the MarcCentre Locator Service to look up creator 
5 information and present a WWW page to die user. 

The means by which a user obtains a CreaK>r ID in step 1 of Fig. 43 is elaborated 
in Figs. 44, 45, and 46, which r^resent screen images of MarcCentre, a Web Page locatable on 
the WWW. Introductory information is set forth in Fig. 44. Note the mention of a single mouse 
click. This feature refers to a hot button, such as a copyright symbol in a title bar of a screen, 
10 which permits someone using the Web Page to obtain information about the image that was pre* 
specified by the creator. (A hot button (pointer to information stored in a MarcCentre database, 
which can in mm have a pointer to another database, such as that accessed by means of the 
network or WWW.) 

Figs. 4S and 46 show sequential screens of a "form** xo be completed by computer 
15 enoies. This information is stored in a MarcCentre database. Note too that the information 
entered to complete the form include a fee, and the fee account for the user is also stored in a 
MarcCentre database. After the form has been completed and stored and the fee has been 
secured, a Creator ID is issued by the MarcCentre service. 

The means by which a user with a Creator ID embeds a registered watermark m 
20 step 2 of Fig. 43 is elaborated in Figs. 47, 48, and 49. The Photoshop software uses a filter to 
call up the Digimarc" PictuieMarc software and select options to embed a watermark. Botded 
bars on the sc reen of Fig. 47 illustiate a selection being made for a digital image in Ae ' 
background. Other infoimation on the screen is typical for a windows application, the Adobe 
Photoshop application, and or generally known information about digital images, e.g.t 100% 
25 shows the scale of the image, "RGB" indicates the image fonnat, etc. 

Fig. 48 illustrates a "Diabg Box'* used in associating information in connection 
with the embedding of die watermark. In a portion of the screen, the Copyright Ixiformation b 



SUBSTITUTE SHEET (RULE 26) 



wo 97/43736 



PCr/US97AW351 . 



-86-- 

specified, inciuding the Creator ID, the Type of Use (either Restricted or Royalty ¥rts\ Adult 
Content, and a Personalize option. A demonstration ID for use by those who do not have a 
registered Creator ID is "PictureMarc Demo.** The Adult Content feanire permits embedding in 
die watermark data, preferably conlcnt-indicative data. Here the data is used for identifying that 
S the photograph contains aduit content, and thus a subsequent use of the photograph can be 

restricted. However, an alternative is to include other data or other content-identifying data, such 
as cataloging ia&nitaiion, m the waiieimark itself. Cataloging imbnnation permits subject matter 
searching in a collection of photographs. Another feamre shown in Fig. 48 is a slidable scale for 
adjusting the intensity of the watermark. The more visible the watermark, the more durable die 
10 waxermark is. Watennark dur^iiity (visibility) is also indicated by a number shown on the 
screen. Once the screen has been completed, if it is "OK**, the user can click on this button and 
theaby embed the watermark. Otherwise, the user can select to cancel and dierri>y abort the 
process that would have led to the watermarking. 

Selecting the Personalize option of Fig. 48 calls die screen illustrated in Fig. 49, 
15 which is used to obtain a personalized, registered Creator ID. After the Creator ID is entered, 
selection of the Register option launches a WWW browser directed by die URL address shown 
entered on the screen to the MarcCentre registration page* 

in a preferred embodiment of step 4 of Fig. 43, each time an image is opened, 
scanned m, or copied to the clipboard by any application, the image is automatically tested for a 

20 watermark, as illustrated in Fig. 50. This "autodetect" approach generates a signal indicative of 
die result of the test, for example, one or more copyright symbols shown in the title page of die 
screen in Fig. 50. Automatic checking for a watermark takes less computer time than die 
ahemative of selectively reading the watennark^ which is Lilustrated in Figs. 51 and 52. 
However, the selective approach is less comprehensive in monitoring the use of watermarked 

25 images, which is disadvantageous If die application is coi;figured to automatically report the 
detection back to die MarcCentre. In Fig. 50, the copyright symbol in die tide area of the 
photograph is the previously mentioned hot button. The copyright symbol in the lower left of the 
screen can altematively or aJso be a hot button. 
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Figs. St and S2 elaborate the alternative approach to step 4 of Fig. 43 in which 
an image is opened and Guunined for a watermark. Preferably, each time an image is opened, 
there is an automatic check for a watermark. In any case. Fig. 5 1 is similar to the screen of Fig. 
47, except diat a sdection is shown to read for a watermark. 

5 Fig. S2 shows a screen that is be produced in response to the reading a 

watermark. This screen pmvi(fes the Creator ED of die owner and / or distrU)iitor of tliis image, 
as well as whether use of this im^ is restricted or royalty free. Note the Web Lookup button, 
which can be selected to launch a WWW browser directed by the URL address shown entered on 
the screen to the MarcCentre Web Page, and obtains the dam in the corresponding MarcCentre 
10 database corresponding to the Creator ID. 

Fig. 53 illustrates a screen produced from selecting the Web Lookup feature of 
Fig. 53. This screen provides the contact inibnnadon for the image creator, including phone 
number, E-mail address and Web links. Note the selectable buttons at the bottom of the screen 
illustrated in Fig. 53, including buttons that take the user to promotional offers, allow the user to 
15 download additional software, subscribe to the MarcCentre service, update contact information, 
search for a creator or provide feedback on the MarcCentre service. Selecting the Creator Search 
option leads to the screen shown in Fig. 54 This self-explanatory screen enables a user to obtain 
contact infbnnation about a particular creator by entering the Creator ID. 

In a variation on the above-described approach, extended information is embedded 
20 in the watermark and subsequendy detected, as respectively illustrated in Figs.* 55 and 56. Such 
a feature would be inserted as an additional filter in Fig. 47. In Fig. 55., the dialog box permits 
inputting an Organization ID, an Item ID, and a Transaction ID. An Organization ID identifies 
an organization of other intermediary representing the creator and/or authorized for distributing 
the photograph and licensing rights thereto, such as a photo stock house. An Item ID identifies 
25 the photograph in a collection, such as a CD ROM. A Transaction ID identifies the specific 
transaction that is authorized (e.g., publication one time only in a newspaper), which permits 
detection of an authorized usa^ The other feature on the screen, The Bump Size speci^cation, 
pertains to the smallest unit of data, in the horizontal and vertical directions, that the watermark 
algorithms operate on. The extended infbnnation embedded in the watermark can be detected in 
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a manner analogous co that described with respea to Fig. 48» except that the addidonal 
infonnation is shown as illustrated in Fig. 56. 

An alternative to a '*plug in" embodiment is a stand alone version, which is 
exemplified in the next sequence of figures. As discussed above, for any application ttiat involves 

5 a watermark, preferably there is an autodetect capability, and Fig. 57 illustrates a screen from a 
" stand alone image reader with a clip board triggered by merely putting an image on the clipboard. 
In the Clipboard Viewer window of Fig. 57, a watennark detected on die image can be used to 
signal the user by one of several methods that can be used individually or in a combination. In 
one method, a title bar icon or some other bar or icon aitemaies between "normaJ** and 

10 "watermark detected** states periodically (for example, at one second tntervais). Another approach 
is to use other state changes, like having the tide bar or a cask bar alternate between highlighted 
and normal states periodically. Still another method is to have the detectioa initiate a special 
dialog box display, as illustrated in Fig, 5S. The Read button in the special dialog box (triggered 
by a ciick of a mouse, like other buttons) causes reading and display of the watermark 

15 infonnation in the image. The Cbse button ends the ^)ecial dialog. (So as not to mterfere with 
image processing, it can be convenient to show the special dialog box for a limited amount of 
time, and a small window therein can show the time remaining before the special dialog box 
disappears.) Buttons shown on the screen hidude one resembling a file folder to open a file; the 
next button is for copying a selected image fiom a first application to the clipboard; the. next 

20 button is for pasting an image &om the clipboard to a second application; and the last is for help 
menus. 

Fig. 59 shows the unage after pasting It finm die clipboard, in the coune of 
image processing. The Digimarc Reader • Image 1 window pops up on the screen to permit 
clicking die Web k)okup button, which launches the user's web browser to result in a display of 
25 the creator's web page on the MarcCentre Web site, with the rest following as above. 

Note ^am dm die foregoing approach is representative, and it can be modified 
for another media in which a warermark is used. For example, instead of an image, a sound can 
be used. 
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POTENTIAL USE OF THF TECHNOLOGY IN THE PROTECTTON AND CONTROL OF 
SOFTWARE PROGRAMS 

The illicit use. copying, and reselling of software programs rq^resents a huge loss of 
5 revenues to the software industry az large. The prior an methods for attempting to mitigate this 
problem are very broad and will not be discussed here. What will be discussed is bow the 
principles of this technology might be brought to bear on this huge problem. It is entirely unclear 
whether the tools provided by this tecfanoiogy will have any economic advantage (ail things 
considered) over the existing countermeasures both in place and contemplated. 

10 The state of technology over the last decade or more has made it a general necessity to 

deliver a full and complete copy of a software program in order for that program to funcdon on a 
user's computer. In effect, $X were invested in creating a software program where X is large, 
and the entire fruits of that development must be delivered in hs entirety to a user in order for 
that user to gain value &om the software product Fortunately this is generally compiled code» 

15 but the poim is that diis is a shaky distribution situation looked at in the abstract The most 
mundane (and harmless in the minds of most perpetrators) illicit copying and use of the program 
can be performed rather easily. 

This disclosure offers, at first, an abstract approach which may or may not prove to be 
economical in the broadest sense (where the recovered revetme to cost ratio would exceed that of 

20 most competing methods, for example). The approach expands upon the methods and approaches 
already laid out in the section on plastic credit and debit cards. The abstraa concept begins by 
positing a *large set of unique patterns,** unique among themselves, unique to a given product, 
and unique to a given purchaser of that product This set of patterns effectively contains 
thousands and even millions of absolutely unique "secret keys'* to use the cryptology vernacular. 

25 Importantly and distinctly, these keys are non-deterministic, that is, they do not arise from 

singular sub-lOOO or sub-20O0 bit keys such as with the RSA key based systems. This large set 
of patterns is measured in kilobytes and Megabytes, and as mentioned, is non-deterministic in 
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natuit. Furthennore; sdJt ax the most abstract level, these patterns are fully capable of being 
encrypted via standani technxques and analyzed within the encrypted domain, where the analysis 
is made on only a small ponion of the large set of patterns* and that even in the worst case 
scenario where a would-be pizate is monitoring the step-by-step microcode instroctions of a 
5 miaoprocessor, this gathered infoimation would provide no useful inibrmatioa to the would-be 
pirate. This latter pomt is an important one when it comes to "implementation security" as 
opposed to "innate securi^"* as will be briefly discussed below. 

So what could be the difEexential properties of this type of key based system as opposed 
to, for example, the RSA cryptology medtods whid: are already well respected, reladveiy simple, 

10 etc. etc? As memioned earlier, this discussion is not going to aoempt a commercial side^by-side 
analysis, [nstfwi, we'll just focus on the differing properdes. The main disttnguisbing features 
fall out in the implementation realm (the impiemeotation security). One example is that *m single 
low-bit-number private key systems, the mere local use and re-use of a single private key is an 
inherently weak link in an encrypted tiansmtssion system. ^Encrypted transmission systems - are 

15 discussed here in the sense that securing the paid-for use of software programs will in this 
discussion require de fecto encrypted communication between a user of the software and the 
"hank" which allows the user to use the prognun; it is encryption in the service of electronic 
financial transactions looked at in another light.] Would-be hackeis wishing to defeat so-called 
secure systems never attack the fimdamentai hard-wired security (the innate security) of the 

20 pristine usage of the methods, they attack the implementation of diose methods, centered around 
human nature and human oversights. It is here, still in the abstract, that the creation of a much 
larger key base, which is itself son-determtnisdc in nature, and which is more geared toward . 
efikctiveiy throw-away keys, begins to "idiot proof the more historically vufaieiable 
implementation of a given secure system. The huge set of k<^ is not even comprehensible to the 

25 average holder of those keys, and their use of those keys (i.e., the "implementation'* of those 
keys) can randomly select keys, easily duow them out after a time, and can use diem in a way . 
diat no "eavesdropper^ will gain any useful information in the eavesdropping, especially when 
well within a millionth of the amount of time that an eavesdropper could "decipher" a key, its 
usefuhxess in the system would be long past 
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Turning the abstract to the semi-concrete, one possible new approach to securely 
deiivering a software produce to ONLY the bonatlde purchasers of that product is the following. 
In a mass economic sense, this new method is entirely founded upon a modest rate reaJtime 
digital connectivity (ofteDt but not necessarily standard encrypted) between a user's computer 
5 network and the seib'ng company's network. At first glance this smells like trouble to any good 
marketing person, and indeed, this may throw the baby out with the bathwaier if by trying to 
recover lost revenues, you lose more legitimate revenue along the way (all part of the bociom iine 
analysis). This new medicd dictates that a company selling a piece of software supplies to 
anyone who is willing to take it about 99.8% of its funaional software for local storage on a 

10 user's network (for speed and minimizing transmission needs). This "free core program** is 
entirety unfimaional and designed so that even the craftiest hackers can't make use of it or 
"decompile it" in some sense. Legitimate activation and use of this program is performed purely 
an a instniction-cycle-count basis and purely in a simple very low overhead communications basis 
between the user's network and the company's network. A customer who wishes to use the 

15 product sends payment to the company via any of the dozens of good ways to do so. The 
customer is sent, via common shipment methods, or via commonly secured encrypted data 
channels, their "huge set of unique secret keys." [f we were to look at this large set as if it were 
an image, it would look just like the snowy images dtsctissed over and over again in other parts 
of this disclosure. (Here, Che "signaxurs" is the image, rather than being onperceptibly placed 

20 onto another image). The special nature of this large set is that it is what we might call 

"ridiculously unxque" and contains a large ntnnber of secret keys. (The "ridiculous" comes from 
the sunple maA on the number of combinations that are possible with, say I Megabyte of random 
bit values, equaling exactly the number that "all ones" would give, thus 1 Megabyte being 
approximately 10 raised to the -^2,400,000 power, plenty of room for many people having many 

25 throwaway secret keys). It is important to re-emphasize diat the purchased entity is literally: 

productive use of the tool. The marketuig of this would need to be very liberal in its allotment of 
this productivity, since per-use payment schemes notoriously turn off users and can lower overall 
revenues significantly. 



This large set of secret keys is itself encrypted using standard encryption techniques. The 
30 basis for relatively higher "implementation security" can now begin to manifest itself. Assume 
that the user now wishes to use die software product. They fire up the free core, and the free 
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core program finds that (he user has installed their large sec of unique encrypted keys. The core 
program calls the company nerworlc and does the usual handshaking. The company necworic 
knowing the large set of keys bdonging to that bonatlde user, sends out a query on some simple 
set of pasems, ahnost exaaly the same way as described in the section on the debit and credit 

5 cards. The query is such a small set of die whole, that the inner workings of the core program do 
not even need to decrypt the whole set of keys, only certain parts of the keys, thus no decrypted 
version of the keys ever exist, even within die machine cycles on die local computer itself. As 
can be seen, this does not require the 'signatures within a picture" methods of Che main 
disclosure, instead, the many unique keys AXE die picmre. The core program interrogates the 

10 keys by pcrfomiing certain dot products, then sends the dot products back to die company's 
network for verification. Sec Fig. 25 and the accompanying discussion for typical details on a 
verification transaction. Generally encrypted veriflcadoo is sent, and the core program now 
"enables" itsdf to perform a certain amount of mstiuctions, for example, allowing 100,000 
characters being typed into a word processing program (before another unique key needs to be 

15 ffansmhted to enable another 100,000). En this example, a purchaser may have bought the 
number of instructions which are typicaUy used wtdiin a one year period by a smgle user of die 
word processor program. The purchaser of this product now has no incentive to "copy" the 
{vogram and give it to their fiiends and relatives. 

All of the above is well and fine except for two simple problems. The first problem can 
20 be called 'Ue cloning problem" and the second **the big brother problem." The solutions to these 
two problems are mtimaleiy linked. The latter problem will ultimately become a purely social 
problem, with certain technical solutions as mere tools not ends. 



The cloning problem is the following. It generally applies to a more sophisticated pirate 
of software rather, dum the currently common '*friend gives dieir distribution CD to a friend" kind 

2S of piracy. Crafty-backer "A" knows diat if she pemrmt a system-state clone of die ' enabled** 
program in its endrety and installs this clone on anodier machine, then this second machine 
effectively doubles die value received for the same money. Keeping diis clone in digital storage, 
hacker "A" only needs to recall it and reinstall the clone after the first period is run out, thus 
indefinitely using the program for a single payment, or she can give the clone to dieir hacker 

30 friend '*B* for a six-pack of beer. One good solution to this problem requires, again, a rather well 
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develofxd and low cost real time digital connectivity between user site and company enabling 
network. This ubiquitous connectivity generally does not exist today but is &st growing through 
the Internet and the basic growth in digital bandwidth. Part and parcel of Ae "enabling" is a 
negligible cominunicaticms cost random auditing function wherein the functioning program 
5 rouimeiy and ineguiarly performs handshakes and verifications with the company network. It 
does so, on average, during a cycle whidi includes a rather small amount of productivity cycles 
of the program. The resulting average productivity cyde is in general much less than the raw 
total cost of the cloning process of the overall enabled program. Thus, even if an enabled 
program is cloned, the useftlness of diat instantaneous clone is highly limited, and it would be 

10 much more cost effective to pay the asking price of the selling company than to repeat the 
cloning process on such short time periods. Hackers could break this system for fim, but 
certainly not for proftL The flip side to this arrangement is that if a program '"calls up*" the 
company's network for a random audit, the allotted productivity count for that user on diat 
program is accounted for, and that m cases where bonafide payment has not been received, the 

15 company network simply withholds its verification and the program no longer fimctions. We're 
back to where users have no incentive to "give this away" to friends unless it is an explicit gift 
(which probably is quite appropriate if they have mdeed paid for it: "do anything you like with it, 
you paid for it"). 

The second problem of "big brother^ and die ratuitively mysterious "enabling" 
20 communications between a user's network and a company's network would as mentioned be a 
social and perceptual problem that should have all manner of potential real and imagined 
solutions. Even with the best and objectivety unbeatable anci*btg-brodier solutions, there will still 
be a hard-oore conspiracy theory crowd claimmg it just ain't so. With this in mind, one potential 
solution is to set op a single program registry which is largely a public or non-profit insdnition to 
25 handling and coordinating the realtime verification networks. Such an entity would then have 
company clients as well as user clients. An organization such as the Software Publishers 
Association; for example, may dux>5e to lead such an effort. 

Concluding this section, it shouM be re-emphasized that the mediods here outlined require 
a highly cotmected distributed system, m other words, a more ubiquhous and mexpensive internet 
30 than exists in mid 1995. Simple trend extrapolation would argue that this is not too far off from 
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1995. The growth rate in law digital commiinicacions baadwidth also argues that the above 
system might be more pmcdcal, sooner, than it might first appear. (The pro^wct of interactive 
TV brings with it the promise of a fast network tiniung millions of sites around the worid.) 



5 r fSK OF CURRE>fT CRYPTOLOGY METHODS fN CONJUNCTION WITH THYS 
TECpNpLQfflC 

It should be briefly noted that certain implementations of the principles of this technology 
probably can make good use of cuirent cryptographic technologies. One case in point might be a 
system wherry graphic artists and digital pbotogiaphers perfonn realtime registiatioa of dbeir 

10 photographs with the copyright office. It might be advantageous to send the master code signals, 
or some representarive portion dweof, directly to a third party registry. In this case, a 
photographer would want to know that their codes were being oansmitted securely and not stolen 
along the way. In this case, certain common cryptogra|riiic transmission might be employed 
Also, photographers or musicians, or any users of this technology, may want to have reliable time 

15 stamping services which are becoming more common. Such a service could be advant^;eoosty 
used in conjunction with die principles of this technology. 



nP TArr.q on the LEOmMA Tg and ILLEGirrMATE DETCCnON ANP REMOV.^ Qt 
TNVTSTBLE SIGNATURES 

20 In general, if a given entity can recognize the signatures hidden within a given set of 

empirical data, that same entxQr can take steps to remove those signatures. In practice, the degree 
of difficulty between the former condition and the latter condition can be made quite large, 
fortunately. On one extreme, one could posit a software program which is generally very difficult 
to "decompile" and which does recognition funaions on empirical data. This same bit of 

25 software couki not generally be used to "strxp" die signanires (without going to extreme lengths). 



SUBSTITUTE SHEET (RULE 26) 



wo 97/43736 



PCT/DS97y08351 _ 



-95. 

On the other hand, if a hacker goes to the trouble of discovering and understanding the ''public 
codes*' used within some system of data interchange, aad that hacker knows how to recognize the 
signatures^ it would not be a large stq> for that hacker to read in a given set of signed data and 
create a Hata set with the signatures effectively removed. In this latter example, interestingiy 
5 enough, there would often be telltale statistics that signatures had been removed, statistics which 
will not be discussed here. 

These and other such attempts to remove the signatures we can refer to as illicit attempts. 
Current and past evolution of the copyright laws have generally targeted such activity as coming 
under crimmal activity and have usually placed such language, along with penalties and 

10 enforcement language, into the standing laws. Presumably any and all practitioners of this 
signature technology will go to lengths to make sure that the same kind of a) creatioar b) 
distribution, and c) use of these kinds of illicit removal of copyright protection mechanisms are 
criminal ofTenses subject to enforcement and penalty. On the other hand, it is an object of this 
technology to point out that through the recognition steps outlined in this disclosure, software 

15 programs can be made such that the recognition of signatures can simply lead to their removal by 
inverting the known s^natures by the amount equal to their found signal energy in the 
recognition process (i.e., remove the size of the given code signal by exact amount foimd). By 
pointing this out in this disclosure, it is clear that such software or hardware which performs this 
signanire removal operation will not only (presumably) be crimmal, but it will also be liable to 

20 infringement to ttie extent that it is not property licensed by the holders of the (presimiabiy} 
patented technology. 

The case of legitimatB and normal recognition of the signatures is straightforward. In one 
example, the public signatures could delibeiateiy be made marginally visible (i.e. their intensity 
would be deliberately high), and in diis way a form of sending out "proof comps" can be 
25 accomplished. "Comps" and ''prao&" have been used in the photographic industry for quite some 
time, where, a degraded image is purposely sent out to prospective customers so that they might 
evaluate it but not be able to use it in a commercially meanxngfol way. In the case of this 
technology, increasing the intensity of the public codes can serve as a way to 'degrade" the 
commercial vahie intendonaily, then through hardware or software activated by paying a purchase 
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price for the material, the public signatures can be removed (and possibly repiaced by a new 
invisible crackiiig code or signafiire, public and/or private. 



MQ>fITORING STATIONS AND MONITORING SERVTCPS 

5 Ubiquitous and cost efiPective recognition of signanires is a centzal issue to die broadest 

proliferation of the principles of this technology. Several sections of this disclosure deal widi this 
topic in various ways. This section focuses on the idea that entities such as monitoring nodes^ 
monitoring stations, and monitoring agencies can be created as part of a systematic enforcement 
of the principles of the technology. In order for such entities to operate, they require knowledge 
10 of the master codes, and they may require access to emptricai data in its raw (unencrypted and 
untransibrmed) form, (fiavmg access to original unsigned empiricai data helps in finer analyses 
but is not necessary.) 

Three basic forms of monitoring stations faU out directly from the adminedly axbicrarity 
defined classes of master codes: a private monitoring station, a semi-public, and a public. The 

13 distittctiotis are simply based on the knowledge of the master codes. An example of the fully 
private monitoring station might be a large photographic stock house which decides to place 
cenain basic patterns into its distributed material which it knows that a truly crafiy pirate could 
decipher and remove, but it thinks this likelihood is ridiculously small on an ecotx>niic scale. 
This stock house hires a part-time person to come in and randomly check high vaiue ads and 

20 other photography in the public domain to search for these relativdy easy to find base patterns, as 
well as chedcing photographs that stock house staff members have "sponed" and diink it might be 
infringement material. The part time person cranks through a large stack of these potential 
infringement cases in a few hours, and where the base patterns are found, now a more thorough 
analysis takes place to locate die original im^e and go through the full process of unique 

25 identification as outlined in this disclosure. Two core economic values accrue to the stock house 
in doing this, values which by definition will outweigh the costs of the monitoring service and the 
cost of the signing process itself. The first value is in letting their customers and the worid know 
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that they are signing their materiai and that the monitonng service is in piace, backed up by 
whatever statistics on the abiltq^ to catch infringers. This is the deterrent value, which probably 
will be the largest vaJue eventually. A general pre-requistte to this first value is the aciual 
recovered royalties derived from the monitoring effort and its building of a track record for bemg 
5 formidable (enhancing the first value). 



The semi-public monitoring stations and the public monitoring stations largely follow die 
same pattern, although in these systems it is possible to actually set up diird party services which 
are given knowledge of the master codes by clients, and the services merely fish through 
thousands and millions of "creative property'* hunting for the codes and repordng the results to 
10 the clients. ASCAP and BMI have "lower tech" approaches to this basic service. 

A large coordinated monitoring service using the principles of diis tiedmology would 
classify its creative property supplier clients into two basic categories, those that provide master 
codes themselves and wish the codes to remain secure and unpublished, and those thai use 
generally public domain master codes (and hybrids of die two, of course). The monitoring 

15 service would perfonn daily samplings (checks) of publicly available tm^ery, video, audio, etc, 
doing high level pattern checks with a bank of supercomputers. Magazine ads and images would 
be scanned in for analysis, video grabbed off of commercial channels would be digitized, audio 
would be sampled, public Internet sites randomly downloaded, etc. These basic data streams 
would then be fed into an ever-chuming monitoring program which randomly looks for partem 

20 matches between its large bank of public and private codes, and the data material it is checking. 
A small sub-set, which hself will probably be a large set, will be flagged as potential match 
candidates, and these will be fed into a more re&ied checking system which begins to attempt to 
identify which exaa signatures may be present and to perform a more fine analysis on the given 
flagged material. Presumably a small set would then fall out as flagged match materiai, owners 

25 of that material would be positively identified and a monitoring report would be sent to the client 
so that they can verify that it was a legitimate sale of their material. The same two values of the 
private monitoring service outlined above apply in this case as well. The monitoring service 
could ahx) serve as a formal bully in cases of a found and proven infringement, sending out 
letters to mfringing parties wimessing the found infringement and seeking inflated royalties so 

30 that the infringing party might avoid the more costly altemadve of going to court. 
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METHOD FOR EMBEDPrNG SUBLMINAL REGISTRATION PATTERNS INTO IMAGES 
AND OTHER SIGNALS 

The very nocion of reading embedded signatures involves the concept of registraiion. Tae 
underiying master noise signal must be known* and its relative position needs to be ascertained 

5 (registered) in order to initiate the reading process itself (e.g. the reading of the 1 's and O's of the 
N-bit identification word). When one has access to the original or a dnunbnail of the unsigned 
signal, this registration process is quite straightforwarl When one doesn^t have access to this 
signal, which is often the case in univenal code iq)pljcations of this technology, then different 
methods must be employed to accomplish this registration step. The example of pre^maiked 

10 photographic fihn and paper, where by definition there will never be an ^'unsigned*' original, is a 
perfect case in point of the latter. 



Many earlier sections have variously discussed this issue and presented cettain solutions. 
Notably, the section on "simple" universal codes discusses one embodiment of a solution where a 
given master code signal is known a prion, but hs precise location (and indeed, it existence or 

15 non«existence) is not known. That particular section went on to give a specific example of how a 
very tow level designed signal can be embedded within a much larger signal, wherein this 
designed signal is standardized so that detection equipment or reading processes can search for 
this standardized signal even though its exact location is unknown. The brief section on 2D 
universal codes went on to point out that this basic concept could be extended mto 2 dimensions, 

20 or, effectively, into imagery and motion pictures. Also, the section on symmeuic patterns and 
noise patterns outlined ye: another approach to the two dimensional case, wherein the nuances 
associated with two dimeosional scale and rotation were more explicitly addressed. Therein, the 
idea was not merefy to detennine the proper orientation and scale of underiying noise panems, 
but to have infonnadon transmitted as weiL e.g., die N rings for the N-bit idendficanon word. 

23 This section now attempts to isolate the sub-problem of registering embedded patterns for 

registration's sake. Once embedded patterns are registered, we can then look again at how this 
registration can serve broader needs. This seccioa presents yet another technique for embedding 
patterns, a technique which can be referred to as "subliminal digital graticules". "Graticules" - 
other words such as fiduciais or reticles or hash marks could Just as well be used -conveys the 
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idea- of calibradon marks used for the purposes of locating and/or measuring something. In this 
case, they are employed as low level patterns which serve as a kind of ghdding function. That 
gridding function itself can be a carrier of 1 bit of information, as In the universal 1 second of 
noise (its absence or presence, copy me, don't copy me), or it can simply find the oriencation and 
5 scale of otha infbmiation, such as embedded signatures, or it can simply orient an image or audio 
object itself. 

Figs. 29 and 30 visually summarize two related methods which illustrate applicant's 
subliminal digital graticules. As will be discussed, the method of Fig. 29 may have slight 
pracdcal advantages over the method outlined in Fig. 30, but both methods effectively decompose 
10 the problem of finding the orientation of an image into a series of steps which converge on a 
solution. The problem as a whole can be simply stated as the following: given an arbitrary 
image wherein a sublhninal digital graticule may have been stamped, then find the scale, rotation, 
and origin (of&et) of the subliminal digital graticule. 

The begiiming point for subliminal graticules is in defining what they are. Simply put, 
15 they are visual patterns which axe directly added into other images, or as the case may be, 
exposed onto photographic film or paper. The classic double exposure is not a bad analogy, 
though in digital imaging this specific concept becomes rather stretched. Tlsese patterns will 
generally be at a very low brightness level or exposure level, such that when they are combined 
with "normal" images and exposures, they will effectively be invisible (subliminal) and just as the 
20 case with embedded signatures, they will by definition not interfere with the broad value of die 
images to which they are added. 

Figs. 29 and 30 define two classes of subliminal graticules, each as represented in the 
spatial fiequency domain, also known as the UV plane, 1000. Common two dimensional fourier 
transform algorithms can transform any given image into its UV plane conjugate. To be precise, 
25 the depicdons bi Figs. 29 and 30 are the magnitudes of the spatial frequencies, whereas it is 
difficult to depict the phase and magnimde which exists at every pomt 
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Fig. 29 shows the example of six spots in each quadrant along the 45 degree iines, 1002. 
These are exaggerated in this Sgtxre« in that these spots would be difficult to discern by visual 
inspection of the UV plane im^e. A rough depiction of a **typical'* power specoum of an 
arbitrary image as also shown, 1004. This power spectnmi is generally as unique as images are 
5 unique. The subliminal graticules are essentially these spots. In this example, there are six 
spatial frequencies combined along each of the two 45 degree axes. The magnitudes of the six 
frequencies can be die same or difnsrent (we'll touch upon this xtfmement later). Generally 
speaking, die phases of each are different from the odiers, including the phases of one 45 degree 
axis relative to the other, fig. 3 1 depicts this graphically. The phases in this example are simply 

10 randomly placed between PI and -PI, lOOS and 1010. Only two axes are represented in Fig. 31 * 
as opposed to the four separate quadrants, since the phase of the mirrored quadrants are simply 
Pi/2 out of phase with their mirrored counteipans. If we turned up the intensity on this 
subliminal graticule, and we transfbrmed the result into the image domain, then we would see a 
weave-like cross-hatching pattern as related in the caption of Fig. 29. As stated, this weave-like 

15 pattern would be at a very low intensity when added to a given image. The exact frequencies and 
phases of the spectral components utilized would be stored and standardized. These will become 
the "spectral signatures'' that registration equipment and reading processes will seek to measure. 



Briefly, Fig. 30 has a variation on this same general theme. Fig. 30 lays out a different 
class of graticules in that the specmil signature is a simple scries of concentric rings rather than 

20 spots along the 45 degree axes. Fig. 32 then depicts a quasi-random phase profile as a function 
along a half-circle (the other half of the circle then being PV2 out of phase with the first half). 
These are simple examjples and there are a wide variety of variations possible in designing the 
phase profiles and the radii of the concentric rings. The transform of this type of subliminal 
gradcule is less of a "pattern** as with the weave-like graricule of Fig. 29, where it has more of a 

25 random appearance like a snowy image. 

The idea behind both types of graticules is the fbUowing: embed a unique pattern into an . 
image which virtually always will be quite distinct from the imagery into which it will be added, 
but which has certain properties which fecilitace &st location of the pattern, as well as accuracy . 
properties such that when the pattern is generally located, its precise location and orientation can 
30 be found to some high level of precision. A coroUaiy to the above is to design the pattern such 
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that the pattern on average miniinally interferes with the typical imagery into which ii will be 
added, and has maximum energy reiadve to the visibility of the panem. 

Moving on to the gross summary of how the whole process works, the graticule type of 
Fig. 29 facilitates an image processing search which begins by first locating the rotation axes of 
the subliminal graticule, then locating the scale of the graticule, then determining the origm or 
ofiseL The last step here identifies which axes is which of die two 4S degree axes by 
determining phase. Thus even if the image is largely upside down, an accurate determination can 
be made. The first step and the second step zm both be accomplished using only the power 
spectrum data, as opposed to the phase and magnitude. The phase and magnimde signals can 
then be used to "fine tune** the search for the correct rotation angle and scale. The graticule of 
Fig. 30 switches the first two steps above, where the scale is found Srst, then the rotation, 
followed by precise determination of the ongiiL Those skilled in the art will recognize that 
determining these outstanding parameters, along two axes, are sufScient to fully register an 
image. The "engineering optimization challenge'* is to maximize the uniqueness and brightness of 
the patterns relative to their visibility, while minimizing the computational overhead in reaching 
some specified level of accuracy and precision in registration. In the case of exposing 
photographic film and paper^ clearly an additional engineering challenge is the oudining of 
economic steps to get the panerns exposed onto the fihn and paper in the firs; place, a challenge 
which has been addressed in previous sections. 

The problem and solution as above defined is what was meant by registration for 
registration's sake. It should be noted that there was no mention made of making some kind of 
value Judgement on whether or not a graticule is indeed being found or not Clearly, the above 
steps could be applied to images which do not in £ict have graticules inside theia, the 
measurements then simply chasing noise. Sympathy needs to be extended to the engineer who is 
assigned the task of setdng "detection thresholds*' for these types of pattenss, or any odieis, amidst 
the Incredibly broad range of hnagery and environmental conditions in which the patterns must be 
sought sid verified. [Ironically, this is where die pure univmal one second of noise stood in a 
previous section, and that was why it was appropriate to go beyond merely detecting or not 
detecting this singular signal, Le. adding additional information planes]. Herein is where some 
real beauty shows up: in the combination of the subliminal graticules with the now-registered 
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embedded signatures described in other parts of this disciosuie. Specifically, once a "candidate 
r^stration" is found - paying due homage to the idea diat one may be chasing noise - then the 
next logical step is to perfonn a reading process for, e.g., a 64 bit universal code signanire. As 
further example^ we can imagine that 44 bits of the 64 bit identification word are assigned as an 

5 index of registered usei3 - serxai numbers if you will. The remaining 20 bits are reserved as a 
hash code - as is well known in encryption arts - on the 44 bit identification code thus found. 
Thus, 01 one swoop» the 20 bits serve as the "yes, I have a registered inu^e** or "no, I don't" 
answer. More imponamiy, perhaps, this allows for a system which can allow for maximum 
SexibiiiQf in precisely defining die levels of "^Ise positives" in any given automated 

10 identification system. Threshold based deteaion will always be at the mercy of a plethora of 
conditions and situations, ultimately resting on arbitrary decisions. Give me N coin flips any day. 

Back on point, these graticule patterns must first be added to an image, or exposed onto a 
piece of fihn. An exemplary program reads m an arbitrarily sized digital image and adds a 
specified graticule to the digital image to produce an output image. In the case of fihn, the 
15 graticule pattern would be physically exposed onto the fihn either before, during, or after 

exposure of die primary image. All of these methods have wide variations in how they might be 
accomplished. 

The searching and registering of subliminal graticules is the more interesting and involved 
process. This secdoo will gnt describe the elements of this process, culminating in the 
20 generalized flow chart of Fig. 37. 

Fig, 33 depicts the first major "search" step in the registration process for graticules of die 
type in Fig. 29. A suspect image (or a scan of a suspect photograph) is first transformed in its 
fourier representation using well known 2D FFT routines. The input image may look like the one 
in Fig. 36, upper left image. Fig. 33 coaccptuaily rqprescnts the case where the image and hence 
25 the graticules have not been rotated, though the following process fully copes with rotation issues. 
Afier the suspect image has been transformed^ the power spectrum of die transform is then 
calculated, being simply the square root of the addition of the two squared moduli it is also a 
good idea to perform a mild low pass filter operation, such as a 3x3 btur filter, on the resulting 
DOwer soeccrum data, so that later search sxetw don't neMi inrrprfihiv fini* cnM^i^i ttwi th^ 
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candidate rotation angles from 0 through 90 degrees (or 0 to P!/2 in radian) are stepped through. 
Along any given angle, two resultant vectors are caicuiaced, the first is the simple addition of 
power spectnim values at a given radhis along the four lines emanatti^ from the origin tn each 
quadrant. The second vector is the moving average of the first vector. Then, a normalized power 
5 profile is calculated as depicted in both 1022 and 1024, the difference being that one plot is ftiong 
an angle which does not align with the subliminal graticules, and the other plot does align. The 
normalization stipulates that the first vector is the numerator and the second vector is the 
denominator in the resultant vector. As can be seen in Fig. 33, 1022 and 1024, a series of peaks 
(which should be "six" instead of "five" as is drawn) develops when the angle aligns along its 

10 proper direction. Detection of these peaks can be effected by setting some threshold on the 

normalized values, and integrating dieir total along the whole radial line. A plot, 1026, from 0 to 
90 degrees is depicted in the bottom of Fig. 33, showing that the angle 45 degrees contains the 
most energy. In practice, this signal is often much lower than that depicted in this bottom figuze, 
and uistead of picking the hi^iest vaiue as the "found rotation angle," one can simply find the top 

15 few candidate angles and submit these candidates to the next stages in the process of determming 
the r^istration. It can be appxeeiaied by those practiced in the art that the foregoing was simply 
a known signal detection scheme, and that there are dozens of such schemes that can ultimately 
be created or bonowed. The simple requirement of the first st^ process is to whittle down the 
candidate rotatioD angles to just a few, wherein more refined searches can then take over. 

20 Fig. 34 essemialiy outlines the same type of gross searching in the power spectral domain. 

Here instead we fust search for the gross scale of the concentric rings, stepping &om a small 
scale through a large scale, rather than the zxnacion angle. The graph depicted in 1032 is the same 
normalized vector as in 1022 and 1024, but now the vector values are plotted as a function of 
angle around a semicircle. The moving aver^ denominator still needs to be calculated in the 

23 radial direction, rather than the tangential direction. As can be seen, a similar "peaking" m the 
normalized signal occurs when the scanned circle coincides with a graticule circle, giving rise to 
the plot I04O. The scale can then be found on the bottom plot by matching the known 
characteristics of the concentric rings (i.e. their radii) with the profile in 1040. 

Fig. 35 depicts the second primary step in registering subliminal graticules of the type in 
30 Fig. 29. Once we have found a few rotation candidates from the methods of Fig. 33, we then 
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take the plots of the candidate angles of the type of 1022 and 1024 and perfbnn what the inventor 
refers to as a "scaled kernel" matched filtering operaiion on those vectors. The scaled kenel 
refers to die &ct that the kcmel in this case is a known non-harmonic relationship of frequendes. 
represented as the lines with x's at die top in 1042 and 1044, and that the scale of these 
5 frequencies is swept through some pre-detennined range, such as 25% to 4O0'>4 of some expected 
scale at 100%. The matched fiiter operation simply adds the resultant multiplied values of the 
scaled frequencies and tbetr plot counterparts. Those practiced in die an will recognize the 
similarity of diis opeiadon with the very well Jcnown matched fiiter operation. The resulting plot 
of the matched filter operation will look somethmg like 1046 at the bottom of Fig. 35. Each 

iO candidate angle from the first step will generate its own such plot and at this point the highest 
value of all of the plots will become our candidate scale, and the angle corresponding ro the 
highest value will become our primary candidate roQticn angle. Likewise for gradcules of the 
type in Fig. 30, a similar "scafed-kemer matched filtering opemion is performed on the plot 
1040 of Fig. 34. This generally provides for a single candidate scale &ctor. Then, using die 

15 stored phase plots 1012, 1014 and 1016 of Fig. 32, a more traditional matched filtering operation 
is applied between diese stored plots (as kernels), and the measured phase profiles along the half- 
circles at die previously found scale. 

The last step in registering graticules of the type in Fig. 29 is to perform a garden variety 
matched flher between die known (either spectral or spatial) profile of die graticule with the 

20 suspect im^ Since both the rotation* scale and orientation are now known from previous steps, 
diis matched filtering operation is straightforwartL If the accuracies and precision of preceding 
steps have not ou:eeded design specifications in the process, then a simple micro-search can be 
perftnned in die small neighborhood about the two parameters scale and rotation, a matched filter 
operation performed, and the highest value found will determine a **fme nmed" scale and rotation. 

25 In this way, the scale and rotation can be found to within the degree set by the noise and cross- 
talk of the suspect image itself. Likewise, once the scale and rotation of the graticules of the type 
in Fig. 30 are found, then a straightfbrwaid matched filter operation can complete the registration 
process, and similar "fine tuning" can be applied. 

Moving on to a variant of the use of the graticules of the type in Fig. 29, Fig. 36 presents 
30 the possibility for fmding die subliminal graticules without die need for perfbnning a 
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computationally expensive 2 dimensiotial FFT (fast fourier transform). In situations where 
computationaJ overhead is a major issue, then the search problexn con be reduced to a series of 
one-dimensional steps. Fig. 36 broadly depicts how to do this. The Sgurc at the top left is an 
arbitrary image in which the graticules of the type of Fig. 29 have been embedded. Starting at 
5 angle 0, and finishing with an angle just below 180 degrees, and stepping by, for example 5 
degrees, die grey values along the depicted columns can be simply added to create a resulting 
column-integrated scan, 1058. The figure in the top right, 1052, depicts one of the many angles 
at which this will be performed This coiumn-integrated scan then is transformed into its fourier 
representation using the less computationally expensive 1 dimensional FFT. This is then turned 

10 into a magnitude or ''power" pioc (the two are different), and a similar nomnaiized vector version 
created just like 1022 and 1024 in Fig. 33. The difference now Is that as the angle approaches 
the proper angles cf the graticules, slowly the tell-tale peaks begin to appear in the 1024-like 
plotSt but they generally show up at higher frequencies than expected for a given scale, since we 
are generally slightly off on our rotation. It rcRiains to find the angle which maximizes the peak 

15 signals, thus zooming in on the proper rotation. Once the proper rotation is found, then the 
scaled kernel matched filter process can be applied, followed by traditional mashed filtering, all 
as previously described. Again, the sole idea of the "short-cut" of Fig. 36 is to greatly reduce the 
computational overhead in using the graticules of the type in Fig. 29. The inventor has not 
reduced diis method of Fig. 36 to practice and currently has no data on precisely how much 

20 computational savings, if any, will be realized. These efforts will be part of application specific 
development of the method. 

Fig. 37 simply summarizes, in order of major process steps, the methods revolving around 
the graticules of the type in Fig. 29. 

In another variant embodiment, the graticule energy is not concentrated around the 45 
25 degree angles in the spatial frequency domain. (Some compression algorithms, such as JPEG, 
tend to particularly attenuate image energy at this orientation.) Instead, the energy is more widely 
spatially spread. Fig. 29A shows one such distribution. The frequencies near the axes, and near 
the origin are generally avoided, since this is where the image energy is most likely concentrated. 
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DetecnoD of this energy in a suspec: image again relies on techniques like that reviewed 
above. However, instead of first identifying the axes, then 'iie rotation, and then the scale, a 
more global pattern matching procedure is performed in which aJl are detemined m a btw force 
effort Those skilled in the art will recognize that the Fourier-Melh'n transform is well suited for 
5 use in such pattern matchtng problems. 

The foregoing principles find application, for exainpie. in pboto-dupitcacion kiosks. Such 
devices typically include a lens for imaging a customer-provided original (e.g. a photographic 
print or film) onto an opto-eiectronic detector^ and a print-writing device for exposing and 
developing an emulsion substrate (again photographic paper or film) in accordance with the image 
to data gathered by the detector. The details of such devices are well known to those skilled in the 
art, and are not belabored here. 



In such systems* a memory stores data from the detector, and a processor (e.g. a Pentium 
microprocessor with associated support components) can be used to process the memory data to 
detect the presence of copyright data steganographicaily encoded therein. If such data is detected, 
15 die print-writii^ is intenupted. 

To avoid defeat of the system by manual rotation of the original image off-axis, the 
processor desirably implements the above-described technique to effect automatic registration of 
the original, notwithstanding scale, rotation, and origin offset factors. If desired, a digital signzd 
processing board can be employed to offload certain of the FFT processing from the main (e.g. 
20 Pentium) processor. After a rotated/scaled image is registered, deteaion of any 

steganographicaily encoded copyright notice is straightforward and assures die machine will not 
be used in violation of a photographer's copyright 



While die techniques disclosed above have make use of applicant's preferred 
steganographic encoding mediods, the principles thereof are more widely applicable and can be 
25 used in many instances in which automatic registration of an image is to be effected. 
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LfSE OF EMBEDDED SIGNATURES IN VTDEQ. WHEREIN A VTDEO DATf STRFAVf 
EFFECTTVELY SERVES AS A HIGH-SPEED ONE WAV MOnFM 

Through use of the universal coding system outlined in earlier sections, and through use 
of oiaster snowy fiames which ciiange.in a simple fiuhion frame to frame* a simple receiver gnn 
be designed such that ft has pre-icnowledge of the changes cn the master snowy frames and can 
therefore read a changing N-^tt message word firame by fiame (or f-&ame by l-irame as the case 
may be in MPEG video). In this way, a motion picture sequence can be used as a high speed 
one-way information channel, much like a one«way modem. Consider, for example, a fiame of 
video data with N scan lines which is steganographically encoded to effect die transmission of an 
N-bit message. If there are 484 scnn lines in a Dame (N), and ftaroes change 30 times a second, 
an information channel with a capacity comparable to a 14.4 kilobaud modem is achieved. 

In actual pracdce, a data rate substantially in excess of N bits per frame can usually be 
achieved, yielding transmission rates nearer that of ISDN circuits. 



FRAUD PREVENTION IN WIRELESS COMMUNICATIONS 

In die cellular telephone iadustiy» hundreds of millions of dollars of revenue is lost each 
year duough tiieft of services. While some services are lost due to physical theft of cellular 
telqihones, the more pernicious threat is posed by cellular telephone hackers. 

Celluiar telephone hackers employ various electronic devices to mimic the identification 
signals produced by an authorized cellular telephone. (These signals are sometimes called 
auihorizanon signals, verification numbers, signature data, etc.) Oitea, the hacker teams of these 
signals by eavesdropping on authorized cellular telephone subscribers and recording the data 
exchanged with the cell cite. By artful use of this data* the hacker con impersonate an authorized 
subscriber and dupe the carrier into completing pirate calls. 
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In the prior art identifkation signals are segregated from the voice signals. Most 
commonly, they are temporally separated, e.g. transmitted in a burst at the time of call 
origination. Voice data passes through the cfaannei only after a verification operation has taken 
place on this identification data. (Identification data is also conunonly included in data packets 
5 sent during the U^msmission.) Another approach is to spectrally separate die identification, e.g. in 
a spectral subband outside that allocated to the voice data. 



Odier firaud-detenent schemes have also been employed. One class of techniques 
monitors characteristics of a cellular telephone's RF signal to IdenttQr the originating phone. 
Anodier class of techniques uses handshaking protocols, wherein some of the data returned by die 
10 cellular telephone is based on an algoridun (e.g. hashing) appUed to random data sent thereto. 

Combinations of the foregoing approaches are also soihetimes employed. 

U.S. Parents 5,465J87, 5.454,027, 5,420.910, 5,44S.760, 5^35^78, 5^45,595^ 
5,144,649, 5,204,902, 5,153,919 and 5,38S,212 detail various cellular telephone systems, and 
fraud deterrence techniques used therein. The disclosures of these patents are incoiporated by 
15 reference. 

As the sophistication of fraud deterrence systems increases, so does the sophistication of 
cellular telephone hackex3. Ultimately, hackers have the upper hand since they recognize diat all 
prior art systems are vulnerable to the same weakness: the identilication is based on some 
attribute of the ceUukir telephone transmission outside the voice data. Since this attribute is 
20 segregated fiom the voice data, such systems will always be susceptible to pirates who 
electronically ''patch" their voice into a composite electronic signal having the anribute(s} 
necessary to defeat die fraud deterrence system. 

To overcome this ftiling, preferred embodiments of this aspect of the present technology 
steganographically encode the voice signal widi identificatioR data, resulting in "in-band** 
25 signalling (in-band both temporally and spectrally). This approach allows the carrier to monitor 
die user's voice signal and decode the identification daU dierefrom. 
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Id one such fonn of the technology, some or aii of the identification data used in the prior 
art (e.g. data transmitted at call origination) is repeatedly st^anc^raphically encoded in the user's 
voice signal as well. The carrier can dsus periodically or aperiodicaliy check the identification 
data accompanying the voice data with that sent at call origination to ensure they match. If they 
5 do not, the call is identified as being hacked and steps for remediation can be instigated such as 
interrupting the call. 

In anodier fbnn of the technolog>', a randomly selected one of several possible messages 
is repeatedly steganogiaphicaiiy encoded on the subscriber's voice. An index sent to the cellular 
carrier at call set-up identifies which message to expect If the message sc^anographicaliy 
10 decoded by the ceilular carrier from the subscriber's voice does tM match that expected, the call 
is identified as fiaudulent 

In a preferred form of this aspect of the technology, the steganographic encoding relies on 
a pseudo nmdom data signal to transform the message or identification data into a low level 
noise*like signal superimposed on the subscriber's digitized voice signal. This pseudo random 

15 data signal is known, or knowable, to both the subscriber's telephone (for encoding) and to the 
cellular carrier (for decoding). Many such embodiments rely on a deterministic pseudo random 
number generator seeded wfth a datum known to both the telephone and the carrier. In simple 
embodiments this seed can remain constant firom one call to the next (e.g. a telepbone ID 
number). In more ccraplex embodiments, a pseudo-one-dme pad system may be used, wherein a 

20 new seed is used for each session (i.e. telephone call). In a hybrid system, the telephone and 

ceilular carrier each have a reference noise key (e.g. 10,000 bits) from which the telephone selects 
a field of bits» such as 50 bits begimiing at a randomly selected offect, and each uses this excerpt 
as the seed to generate the pseudo random data for encoding. Data seat from the telephone to the 
carrier (e.g. the o£&et) during call set-up allows the carrier to reconstruct the same pseudo 

25 random catt for use in decoding. Yet further improvements can be derived by botrowuig basic 
techniques iiom the art of cryptographic communications and applying them to the 
steganograiphically encoded signal detailed in this disclosure. 
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Details of applicant's prtfetred techniques for steganographic encoding/decoding with a 
pseudo random data stream are more particuiariy detailed in die previous portions of this 
specification, but the present technology is not limited to use with such techniques. 

The reader is presumed to be Eamiliar with celSuiar communicaiions technologies. 
5 Accordzngiy, details known from prior art in diis field aren't belabored herein. 

Referring to Fig. 38, an iliusttative cellular system includes a telephone 2010, a cell site 
2012, and a central office 2014. 

Conceptually, the telephone may be viewed as including a microphoae 2016, an A/D 
convener 2018, a data fbnnatter 2020, a modulator 2022, an RF section 2024, an antenna 2026, a 
10 demodulator 2028, a data unfonnatier 2030, a D/A converter 2032, and a speaker 2034. 

In operation, a subscriber's voice is picked up by the microphoDc 2016 and converted to 
digital form by the A/D convener 2018. The data formatter 2020 puts the digitized voice into 
packet form, adding synchronization and control bits thereto. The modulator 2022 converts this 
digital data stream into an analog signal whose phase and/or amplitude properties change in 
15 accordance with the data being modulated. The RF section 2024 commonly translates this time- 
vaiying signal to one or more intermediate frequencies, and finaliy to a UHF transmission 
frequency. The RF section diereafter ampiiftes it and provides the resulting signal to the antenna 
2026 for broadcast to the cell site 2012. 

The process works in reverse when receiving. A broadcast from the ceil cite is received 
20 through die antenna 2026. RF section 2024 amplifies and translates the received signal to a 
different frequency for demodulation. Demodulator 2028 processes the amplitude and/or phase 
variations of the signal provided by the RF section to produce a digital data stream corresponding 
thereto. The data unformatter 2030 segregates the voice data from the associated 
synchronization/control data, and passes the voice data to the D/A converter for conversion into 
25 analog form. The output from the D/A convener drives the speaker 2034, dirough which die 
subscriber hears the other party's voice. 
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The ceil site 2012 receives broadcasts from a plurality of telephones 2010. and relays the 
data received to the central ofHce 2014. Likewise, the cell site 2012 receives outgoing data fhsm 
the cemraf office and broadcasts same to the telephones. 

The central office 2014 performs a variety of operations, including call authentication, 
5 switching, and cell hand-off. 

(In some systems, the iiinctionai division between the cell site and the cental station is 
different than that oudined above. Indeed, in some systems, ail of this functionality is provided at 
a singie she.) 



Id an exemplary embodmient of this aspea of the technology^ each telephone 2010 
10 additionally includes a steganog^^)hic encoder 2036. Likewise, each ceil site 2012 includes a 
steganographie decoder 203S. The encoder operates to hide an auxiliary data signal among the 
signals representing the subscriber's voice. The decoder perfbnns the reciprocal function, 
discerning the auxiliary data signal orom the encoded voice signal The auxiliary signai senses to 
verify the legitimacy of the call. 

15 An exemplary steganogr^hic encoder 2036 is shown in Fig. 39. . 



The illusirated encoder 2036 operates on digitized voice data* auxiliary data, and pseudo- 
random noise (PRK) data. The digitized voice data is applied at a port 2040 and is provided, 
e.g., from A/D converter 2018. The digitized voice may comprise 8'bit samples. The auxiliary 
data is applied at a port 2042 and comprises, in one form of the technology, a stream of binary 

20 data uniquely identifying the telephone 2010. (The auxiliary data may additioDally include 
administrative data of the sort conventionally exchanged with a cell site at cail set-up.) The 
pseudo-iandom noise data is ^lied at a port 2044 and can be, e.g., a signal that randomly 
alternates between "-l" and values. (More and more cellular phones are incorporating spread 
spectrum capable circuitry* and this pseudo-random noise signal and other aspects of this 

25 technology can often '^piggy-back'' or share the circuitry which is already being applied in the 
basic operation of a cellular unit). 
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For exposrtoiy convenience, it is assumed that al] three data signals applied to the encoder 
2036 are clocked at a common raie, ahhough this is not necessary in practice. 

In operation, the auxiliary data and PRN data streams are applied co the two inputs of a 
logic drcuit 2046. The output of circuit 2046 switches between -I and in accordance widi the 
5 fbllowmg table: 



AUX 


PRN 


OUTPUT 


0 


-1 


1 


• 


1 


-I 


I 


-i 


-l 


I 


1 


I 



(If the auxiliary data signal is conceptualized as switching between -I and U instead of 0 and 1, it 
wUI be seen that circuit 2046 operates as a one-bit multiplier.) 

15 The output from gate 2046 is thus a bipolar data stream whose instantaneous value 

changes randomly in accoidance with the corresponding values of die auxiliary data and the PRN 
data. It may be r^anied as noise. However, it has the auxiliary data encoded therein. The 
auxiliary data can be exsacted if the corresponding PRN data is known. 

The Doise-Iike signal from gate 2046 is applied to the input of a scaler circuit 2048. 
20 Scaler circuit scales (e.g. muittpHes) this input signal by a &ctor set by a gain control circuit 
2050. In the iliustraied embodiment, this bcxor can range between 0 and 15. The output from 
scaler circuit 2048 can thus be represented as a five-bit data word (four bits, plus a sign bit) 
which changes each clock cycle, in accordance with the auxiliaiy and PRN data, and the scale 
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factor. The output from the scaler circuit may be regarded as '^scaled noise data" (but again it is 
"noise" from which the auxiliary data can be recovered, given the PEtN data). 

The scaled noise data is summed with die digitized voice data by a summer 205 1 to 
provide the encoded output signal (e.g. bxnarily added on a sampJe by sample basis). This output 
5 signal is a composite signal representing both the digitized voice data and the auxiliary data. 

The gain control chuiit 2050 controls the magnitude of die added scaled noise data so its 
addition to the digitized voice data does not noticeably degrade the voice data when convened to 
analog form and heard by a subscriber. The gain control circuit can operate in a variety of ways. 

One is a logarithmic scaling funcdon. Thus* for example, voice data samples having 
10 decimal values of 0, 1 or 2 may be correspond to scale factors of unity, or even zero, whereas 
voice data samples having values in excess of 200 may correfqioad to scale &ctors of 15. 
Generally speaking, the scale factors and the voice data values correspond by a square root 
relation. That is, a four-ibtd increase in a value of the voice data corresponds to approximately a 
two-fold increase in a value of die scaling factor associated therewith. Another scaling fimction 
15 would be linear as derived from the average power of the voice signal 

(The parenthetical reference to zero as a scaling factor allades to cases, e.g., in which the 
digitized voice signal sample is essentially devoid of mfonnation content.) 

Mm satis&ctory than basing ^e instantaneous scaling factor on a single voice data 
sample, is to base the scaling hctot on the dynamics of several samples. That is, a stream of 
20 digitized voice data which is changing rapidly can camouflage relatively more auxiliary data than 
a stteam of digitized voice data which is changing slowly. Accordingly, the gain control circuit 
2050 can be made responsive to the first, or preferably the second- or higher^rder derivative of 
the voice data in setting the scaling factor. 

In still other embodiments, the gain control blodc 2050 and scaler 2048 can be omitted 

25 entirely. 
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(Those skilled in the an will recognize th€ potential for "rail errors" in the foregoing 
systems. For example, if the digitized voice data consists of 8-bit samples, and the samples span 
the entire range from 0 to 255 (decimal), then the addition or subtraction of scaled noise to/from 
the input signal may produce output signals that cannot be represented by S bits (e.g. -2, or 257). 
5 A number of well-understood techniques exist to rectify this situation, some of them proactive 
and some of them inactive. Among these knovm techniques are: specifying that the digitized 
voice data shall not have samples in the range of (M or 241-255, thereby safely permining 
combination with the scaled noise signal; and including provision for detecting and adaptively 
modifying digitized voice samples that would otherwise cause rail errors.) 

10 Returning to the telephone 2010, an encoder 2016 like that detailed above is desirably 

interposed between the A/D converter 20 IS and the data formatter 2020, thereby serving to 
steganographicaliy encode aU voice transmissions with the auxiliaiy data. Moreover, the circuitry 
or software controlling operation of the telephone is arranged so that the auxiliaiy data is encoded 
repeatedly. That is, when all bits of the auxiliary data have been encoded, a pointer [oops back 

15 and causes Che auxiliaiy data to be applied to the encoder 2036 anew. (The auxiliary data may be 
stored at a known address in RAM memory for ease of reference.) 

It will be recognized diat the auxiliary data in die illustrated embodiment is transmitted at 
a rate one-eighth that of the voice data. That is, for every 8-bit sample of voice data, scaled 
noise data corresponding to a single bit of the auxiliary data is sent. Thus, if voice samples are 

20 sent at a rate of 4S00 sampies/second, auxiliary data can be sent at a rate of 4800 bits/second. If 
the auxiliary data is comprised of 8-bit symbols, auxiliary data can be conveyed at a rate of 600 
symbols/second. If the auxiliary data consists of a string of even 60 symbols* each second of 
voice conveys the auxiliaiy data ten times. (Significantly higher auxiliaiy data rates can be 
achieved by resorting to more efficient coding techniques, such as limited-symbol codes (e.g. 5- 

25 or 6-fait codcsX Huffinan coding, etc.) This highly redundant transmission of the auxiliary data 
permits lower amplitude scaled noise data to be used while still providing suiSIcient signal-to- 
noise headroom to assure reliable decoding — even in the relatively noisy environment associated 
with radio transmissions. 
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Tuniing now to Fig. 40, each ceil site 2012 has a steganographic decoder 2038 by which 
it can analyze the composue data signal broadcast by the telephone 2010 to discern and separate 
the auxiliary data and digitized voice data therefrom. (The decoder desiiabiy works on 
unformatted data (i.e. data with the packet overhead, control and administrative bits removed; this 
5 is not shown for clarity of illusiration). 

The decoding of an unknown embedded signal (i.e. the encoded auxiliary signal) from an 
unknown voice signal is best done by some form of statistical analysis of the composite data 
signal. The techniques therefor discussed above are equally applicable here. For example, the 
entropy-based approach can be utilized. In diis case, the auxiliary data repeats every 4S0 bits 

10 (instead of every S). As above, the entropy-based decoding process treats every ^SOth sample of 
the composite signal in like bsbion. In particular, the process begins by adding to the 1st, 48l5t, 
86l5t, etc. samples of the composite data signal the PRN data with which these samples were 
encoded. (That is, a set of sparse PRN data is added: the original PRN set, with all but every 
dgOth datum zeroed oul) The bcalizfid entropy of the resulting signal around these points (i.e. 

15 the composite data signal with every 4S0th sample modified) is then computed. 

The foitgoing step is dien repeated, this time subtracting the PRN data corresponding 
thereto from the 1st, 481st, 961st, etc. composite data samples. 

One of these two operations will counteract (e.g. undo) die encoding process and reduce 
the resulting signal's entropy; the other will aggravate it If adding the sparse PRN data to the 
20 composite data reduces its entropy, then this data must earlier have been subtracted from the 
original voice signal. This indicates that the corresponding bit of the auxiliary data signal was a 
"0" when these samples were encoded. (A "0" at the auxiliary data input of logic circuit 46 

it to produce an inverted version of the corresponding PRN datum as its output datum, 
resuhmg in subtraction of die corresponding PRN datum from the voice signal.) 

25 Conversely, if subtracting die sparse PRN data from die composite data reduces its 

entiDpy, dien the encoding process must have eariier added diis noise. This indicates that die 
value of die auxiliary data bit was a "l" when samples 1, 481, 961, etc., were encoded. 
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By noting in which case entropy is lower by {a) adding or (b) subtracting a sparse set of 
PRN data to/from the composite data, it can be determined whether the first bit of the auxiliary 
data is (a) a "0", or (b) a "l.** (In real life applications, in the presence of various distorting 
phenomena, the composite signal may be sufficiently corrupted so that neither adding nor 
5 subtracting the sparse PRN data actually reduces entropy. Instead, both operations will increase 
entropy. In this case, the "correct" operation can be discerned by observing which operation 
increases the entropy less.) 

The foregoing opeiations can then be conducted for the group of spaced samples of the 
composite data beginning with the second sample (i.e. 2, 4S2, 962, .,.)- The entropy of the 
10 resulting signals indicate whether the second bit of the auxiliary data signal is a "0" or a " ] 

Likewise with the following 478 groups of spaced samples in the composite signal, until ail 480 
bits of the code word have been discerned. 

As discussed above, correladon between the composite data signal and die PRN data can 
also be used as a statssticaJ detection technique. Such opemtons are facilitated in the present 

15 context since die auxiliary data whose encoded representation is sought^ is known, at least in large 
part, a priori. (In one fozin of the technology* the auxiliary data is based on the authentication 
data exchanged at caU set-up, which the cellular system has already received and logged; b 
another form (detailed belowX die auxiliary data comprises a predetennined message.) Thus, die 
problem can be reduced to detenntnmg whether an expected signai is present or not (rather than 

20 looking for an entireiy unknown signal). Moreover, data formatter 2020 breaks the composite 
data into &ames of known length. (In a known GSM implementation, voice data is sent in time 
slots which convey 1 14 data bits each.) By padding the auxiliary data as necessary, each 
repetition of the auxiliary data can be made to start, e.g., at the beginning of such a fitune of 
data. This, too, simplifies the correlation determinations, since 1 13 of every 114 possible bit 

25 alignments can be ignored (&cilitating decoding even if none of the auxiliary data is known a 
priori). 

Again, this wireless fraud detection poses die now-familiar problem of detecting known 
signals in noise» and die approaches discussed earlier are equally applicable here. 
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Where, as here, cfae Iocquoq of the auxiliary sigxul is known a priori (or more accurately, 
known to 611 within one of a few discrete locations, as discussed above), then the matched filter 
approach can often be reduced to a simple vector dot product between a set of sparse PRN data, 
and mean-removed excerpts or the composite signal comespcnding thereto. (Note that the PRN 
5 data need not be sparse and may arrive in contiguous bursts, such as in British patent publication 
2J96,167 mentioned earlier wherein a given bit in a message has contiguous PEIN values 
associated with it.) Such a process steps through all 480 sparse sets of PRN data and performs 
conespondtng dot product operationsl If the dot product is positive, the coirespondiag bit of die 
auxiliary data signal is a "1;** tf the dot product is negative, the corresponding bit of the auxiliary 

10 data signal is a "0." If several alignments of the auxiliary data signal within the framed 

composite signal are possible, this procedure is repeated at each candidate alignment, and the one 
yielding the highest correlation is taken as true. (Once the correct alignment is determined for a 
sii^le bit of the auxiliary data signal, the alignment of all the other bits can be detemxined 
therefrom. **A]igmnent,*' perhaps better known as ''synchronizattoiu" can be achieved by 

15 primarily through the very same mechanisms which lock on and track the voice signal itself and 
allow for the basic functioning of the cellular unit). 



Security Considerations 



Security of the presently described embodiments depends* in large part, on security of the 
20 PRN data aad/or security of the auxiliary data. lo the following discussion, a few of many 
possible techniques for assuring the security of these data are discussed. 

In a fim embodiment, each telephone 2010 is provided with a long noise key unique to 
the telephone. This key may be, e.g., a highly unique 10,000 bit string stored in ROM. (In most 
applications;, keys suhstantiaily shorter than this may be used.) 

25 The central office 2014 has access to a secure disk 2052 on which such key data for all 

authorized telephones are stored. (The disk may be remote from die office itself.) 
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Each time the telephone is used, fifty bits from this noise key are identified and used as 
the seed for a deterministic pseudo random number generator. The dau generated by this PRN 
generator serve as the PRN data for diat telephone call. 

The fifty bit seed can be determined, e.g., by using a random number generator in the 
5 telephone to generate an o&et address between 0 and 9.950 each time the telephone is used to 
place a call. The fifty bits in die noise key beginning at this of&et address are used is the seed. 



E)unng call setup, this offset address is transmined by the telephone, through the ceil site 
2012, to the central office 2014. There, a computer ar the central ofBce uses the offset address to 
index its copy of the noise key for that telephone. The centjai office thereby identifies the same 
10 50 bit seed as was tdendfied at the telephone. The central office 2014 then relays these 50 bits to 
the cell site 2012, where a deterministic noise generamr like diat in the telephone geneiates a 
PRN sequence corresponding to the SO bit key and applies same to its decoder 2038. 

By the foregoing process, the same sequence of PRN data is generated both at the 
telephone and at the cell site. Accordingly, the auxiliaiy data encoded on the voice data by the 
15 telephone can be securely tnmsmitted to, and accurately decoded by, the cell site. If this auxiliary 
data does not match the expected auxiliary data (e.g. data transmitted at call sec-up), the call is 
flagged as fraudulent and appropriate remedial action is taken. 

It will be recognized that an eavesdropper listening to radio transmission of call set-up 
informatton can intercept only the randomly generated oSset address transmitted by the telephone 
20 to the cell site. This data, alone, is useless in pirating calls. Even if the hacker had access to the 
signals provided fiom the central office to the cell site, diis data too is essentially useless: all diat 
is provided is a 50 bit seed. Smce this seed is diffisrem for nearly each call (repeating only 1 out 
of every 9,950 calls), it too is unavailing to the hacker. 



In a related system, die entire 10,000 bit noise key can be used as a seed. An ofiset 
25 address randomly generated by the teiq>hone during call sei-up can be used to identify where, in 
die PRN data resulting from that seed, the PRN data to be used for dut session is to begin. 
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(Assuming 4800 vaics samples per second, 4800 PRN dau are required per second, or about 17 
million PRN data per hour. Accordingly, the offset address in this variant cmbodimenc will likely 
be far larger than the offset address described above.) 

la this variant embodiment die PRN data used for decoding is preferably genenucd at ihe 
5 central station from die 10,000 bit seed, and relayed to the cell site. (For security reasons, the 
10,000 bit noise key should not leave the security of (he cenizai office.) 

In variants of the foregoing systems, the offset address can be generated by the central 
station or at die cell site, and relayed to die telephone during call set-up, radier than vice versa. 

In another embodiment, die telephone 2010 may be provided widi a list of one*dme 
10 seed3» matching a list of seeds stored on the secure disk 2052 at the central office. Each time the 
telephone is used to originate a new call, the next seed in the list is used. By diis arrangement, 
no data needs to be exchanged relating to the seed; the telephone and the earner each 
independently know which seed to use to generate the pseudo random dau sequence for the 
current session. 



15 In such an embodiment, the carrier can determine when the telephone has neariy 

exhausted its list of seeds, and can transmit a substitute list (e.g. as part of administrative dau 
occasionally provided to the telephone). To enhance security, the carrier may require that die 
telephone be returned for manual reprogianuning, to avoid radio transmission of this sensitive 
infbnnation. Alternatively, the substitute seed list can be encrypted for radio transmission using 

20 any of a variety of well known techniques. 



In a second class of embodiments, security derives not from the security of the PRN data, 
but from security of the auxiliary message data encoded thereby. One such system relies on 
transmission of a randomly selected one of 256 possible messages. 



In diis embodiment, a ROM in the telephone stores 256 different messages (each message 
25 may be, e.g., 128 bits in length). When the telephone is operated to initiate a call, the telephone 
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randomly generates a number benveea 1 and 256, vfhidi serves as on index to diese stored 
messages. This index is transmiaed to the cell site during call set-up, allowing the central station 
to identify the expected message &om a matching database on secure disk. 2052 containing the 
same 256 messages. (Each telephone has a difiertnt collection of messages.) (Alternatively, the 
5 carrier may randomly select the index number during call set-up and transmit it to the telephone^ 
identifying the message to be used during that session.) In a dieoretically pore world where 
proposed attacks to a secure system are only maxhemazical in nature, much of these addhiooal 
layers of security might seem superfluous. (The addition of these extra layers of security, such as 
differing die messages themselves, simply acknowledge diat the designer of acnial public- 
iO functioning secure systems will face certain implementation economics which might compromise 
the mathematical security of the core principles of this technology, and thus these auxiliary layers 
of security may afford new tools against the inevitable attacks on implementatioo). 

Thereafter, ail voice data transmitted by the telephone for die duration of that call is 
steganographicaliy encoded with die indexed message. The cell site checks the data received 
15 from the telephone for the presence of the expected message. If the message is absent, or if a 
different message is decoded instead, the call is flagged as firauduieot and remedial action is 
taken. 

In this second embodiment, the PRN data used for encoding and decoding can be as 
simple or complex as desired. A simple system may use the same PRN data for each call. Such 

20 data may be generated, e.g., by a deterministic PRN generator seeded with fixed data unique to 
the telephone and known also by the central station (e.g. a telephone identifier), or a universal 
noise sequence can be used (i.e. the same noise sequence can be us^ for all telephones). Or the 
pseudo random data can be generated by a deterministic PRN generator seeded with data that 
chacDges from call to call (e.g. based on data transmitted during call set-up identifying, e.g^ the 

25 destinadcn telephone number, etc ). Some embodiments may seed the pseudo random number 
generator with data from a preceding call (sines this data is necessarily known to the telephone 
and the canicr, but is likeiy not known to pirates). 

Naturally, elements from the foregoing two approaches can be combined in various ways, 
and supplemented by other features. The foregoing embodiments are exemplary only, and do not 
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begin to cacaJog the myriad approaches which may be used. Generally speaking, any dau which 
IS necessariiy known or knowable by both the telephone and the ceil site/central station, can be 
used as the basis for either the auxiliary message data, or the PRN data by which it is encoded. 

Since the preferred embodiments of this aspect of the present technology each redundantly 
5 encodes the auxiliary data throughout the duration of the subscriber's digiti2ed voice, the auxiliary 
data can be decoded from any brief sample of received audio. In the preferred fonns of this 
aspect of the technology, the carrier repeatedly checks the steganographically encoded auxiliary 
data (e.g. every 10 seconds, or at random intervals) to assure that it continues to have the 
expected attributes. 

10 While the foregoing discussion has focused on stegaoogmphicaily encoding a transmission 

&om a cellular telephone, it will be recognized that transmissions to a ceUuiar telephone can be 
steganographically encoded as well. Such arrangements find appiicabilicy, e.g., in conveying 
administrative data (i.e. non*voice data) from the carrier to individual telephones. This 
adminisiFative data can be used, for example, to reprogram parameters of targeted cellular 

13 telephones (or all cellular telei^nes) from a central location, to update seed lists (for systems 
employing die above<described on-ttme pad system), to apprise "roaming" cellular telephones of 
data unique to an unfuniliar local area, etc 

In some embodiments, the carrier may steganographically transmit to the cellular 
telephone a seed which the celkilar phone is to use in its transmissions to die carrier during the 
20 remainder of that session. 

While the- foregoing discussion has focused on steganographic encoding of the baseband 
digitized voice data, artisans will recognize that intermediate frequency signals (whether analog or 
digiml) can likewise be steganographically encoded in accordance with principles of the 
technology. An advant^ of post^baseband encoding is that the bandwidth of these intermediate 
25 signals is relatively large compared with the baseband signal, allowing more auxiliary data to be 
encoded therein, or allowing a fixed amount of auxiliary data to be repeated more frequently 
during transmission. (If steganographic encoding of an intermediate signal is employed, care 
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should be taken that the perturbations inooduced by the encoding axe not so large as to interfere 
with reliable transmission of the administrative data, taking into account any error correcting 
iacflities suppoited by the packet formar). 

Those skilled in the an will recognize that the auxiliary data, itself, can be arranged in 
5 icnown ways to support error detecting, or error correcting capabilities by the decoder 38. The 
interested reader is referred, e.g^ to Rorabaugh, Error Coding Cookbook, McGraw Hill, 1996, one 
of many readily available texts detailing such techniques. 

While the preferred embodiment of this aspect of the technology is illustrated in the 
context of a cellular system utilizing packedzed data, other wireless systems do not employ such 

to conveniently framed data. In systems in which framing is not available as an aid to 

synchronization, synchioaization marking can be achieved within the composite data signal by 
techniques such as that detailed in applicant's prior applications. In one class of such techniques, 
the auxiliary data itself has characteristics facilitating its synchronizatzoo. In another class of 
techniques, the auxiliary data modulates one or more embedded carrier patterns which are 

15 designed to facilitate alignment and detection. 

As noted earlier, the principles of the technology are not restricted to use with the 
particular forms of steganographic encoding detailed above. Indeed* any steganographtc encodit^ 
technique previously known, or hereafter invented, can be used in the fashion detailed above to 
enhance the security or fiioctionality of cellular (or other wireless, e.g. PCS) communications 
20 systems. Likewise, tiiese principles are not restricted to wireless telephones; any wireless 
transmission may be provided with an "in-band** channel of this type. 

It will be recognized that systems for implementing applicant's teduiology can comprises 
dedicated hardware circuit elements, but more commonly comprise suitably programmed 
microprocessors with associated RAM and ROM memory (e.g. one such system in each of the 
25 telephone 2010, ceil-she 2012, and central office 2014). 
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ENCODING BY BIT CELLS 

The foregoing discussions have focused oa incrctncnting or decrementing the values of 
individual pixels, or of groups of pixels (bumps), to reflect encoding of an auxiliary data signal 
combined with a pscudo random noise signal. The following discussion details a variant 
S embodiment wherein the auxiliary data - without pssudo randomization — is encoded by 
patterned groups of pixels, here termed bit cells. 

Referring to Figs 41A and 41B, two illustrative 2x2 bit cells are shown. Fig. 41 A is used 
to represent a "0" bit of the auxiliary data, while Fig. 41B is used to represent a bit. In 
operation, the pixels of the underlying image are tweaked up or down in accordance with the +/- 
10 values of the bit cells to represent one of these two bit values, (The raagnitode of die. tweaking at 
any given pixel, bit ceil or region of the image can be a function of many tetois, as detailed 
beiow. It is the sign oftfae tweaking that defmes the charaaeristic pattern*) fn decoding, the 
rdative biases of the encoded pixels are examined (using techniques described above) to identify, 
for each conesponding region of the encoded image, which of the two patterns is represented. 

15 While the auxiliary data is not explicitly randomized in this embodiment, it will be 

recognized dxat the bit ceU patterns may be viewed as a "designed" canrier signal, as discussed 
above. 

The substitution of the previous embodiments' pseudo random noise with the present 
"designed** information canier affords an advantage: the bit cell patttming manifests itself in 
20 Fourier space. Thus, the bit cell paneming can act like die subliminal digital graticules discussed 
above to help register a suspect image to remove scale/rotation errors. By changing the size of 
the bit cell, and the pattern dtcrein, the location of the energy diereby produced in die spatial 
transform domain can be tailored to optimize independence ftom typical imagery energy and 
&cilit3te detection. 
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(While the foregoing discussion contemplates that the auxiitary data is encoded direcdy - 
widiout randomization by a PRN signal^ in other embodiments, randomization can of course be 
used.) 



5 MORE ON PERCEPTUALLY ADAFTTVE SIGNING 

In several of the above-detaiied embodiments, the magninide of the signature energy was 
tailored on a region-by-region basis to reduce its visibility in an image (or its audibility in a 
sound, etc.). In the following discussion, applicant more particulariy considers the issue of hiding 
signature energy in an image, the separate issues thereby posed, and solutions to each of these 
10 issues. 

The goal of the signing process, beyond simply functioning, is to maximize the "aumeric 
detectability" of an embedded signature while meeting some form of fixed "visibility/acceptability 
threshold" set by a given user/creator. 

In service to design «)ward diis goal, imagine the following three axis param^er space, 
15 where two of the axes arc only half-axes (positive only), and die third is a full axis (both negative 
and positive). This set of axes define two of the usual eight octal spaces of euclidean 3-space. 
As things refine and "deservedly separable" parameters show up on the scene (such as "extended 
local visibility metrics"), then they can define their own (generally) half-axis and extend the 
following example beyond three dimensions. 

20 The signing design goal becomes optimally assigning a ''gain" to a local bump based on 

its coordinates in die above defined space, whilst keeping in mind the basic needs of doing the 
operations £ist in real applications. To begin with, the three axes are the following. We'll call 
the two half axes x and y, while the full axis will be z. 
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The X axis represents the luminance of the singular bump. The basic idea is that you can 
squeeze a litde more ener^ into bright regions as opposed to dim ones. It is important to note 
that when true "psycho^iinear - device mdependent*' luminance values (pixel DN's) come along, 
this axis might become superfluous, unless of course if the luminance value couples into the other 
5 operative axes (e.g. C*xy). For now, this is here as much due to the sub-optimality of current 
quasi-linear luminance coding. 

The y axis is the 'Mocal hiding potential" of the neighborhood within which the bump 
finds itself. The basic idea is that flat regions have a low hiding potential since the eye can 
detect subtle changes in such regions, whereas complex textured regions have a high hiding 

10 potential. Long lines and long edges tend toward the lower hiding potential since "breaks and 
choppiness" in nice smooth long lines are also somewhat visible, while shorter lines and edges, 
and mosaics thereof; tend toward the higher hiding potentraJ. These latter notions of long and 
short are directly connected to processing time issues, as well to issues of the engineering 
resources needed to carefully quantify such parameters. Developing the working model of the 

15 y-axis will mevitably entail one pan theory to one pan picky-aitist-cmpiricism. As the parts of 
the hodge-podge y-axis become better known, they can splinter off mto their own independent 
axes if it's worth it. 

The 2-axis is the "with or against the grain" (discussed beiow) axis which is the full axis - 
as opposed to the other two half-axes. The basic idea is that a given input bump has a 

20 pre-existing bias relative to whether one wishes to encode a 'T or a 'O* at its location, which to 
some non-trivial extent is a ftmction of the reading algoridims which will be employed, whose 
(Was) magnitude is semi-conclated to the ''hiding potential" of the y-axis, and, fortunately, can be 
used advantageously as a variable in determining what magnitude of a tweak value is assigned to 
the bump in question. The concomitant basic idea is that when a bump is already your friend 

25 (i.e. its bias itlative to its neighbors already tends towards the desired delta valueX then don't 
change it much. Its natural state already provides the delta energy needed for decoding, without 
altering the localized image value much, if at all. Conversely, if a bump is initially your enemy 
(Le. its bias relative to its neighbors tends away from the delta sought to be imposed by the 
encoding), then change it an exaggerated amount. This later operation tends to reduce the 

30 excursion of this point relative to its neighbors, making the point less visibly conspicuous (a 
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highly localized blurring operatioo), while providing additional energy decectabte when decoding. 
These two coses axe termed "with the grain** and 'against the grain" herein. 

The above genenl description of the prafaiem should suffice for many yean. Clearly 
adding in chrominance issues will expand the definitions a bit* loKinrg to a bii more sienature 
5 bang for the visibility, and human visibility research which is applied to the problein of 

compression can equally be applied to this area but for diametrically opposed reasons. Here are 
guiding principles which can be employed in an exemplary ^plication. 

For speed's sake, local hiding potential can be calculated only based on a 3 by 3 
neighborhood of pixels, the center one being signed and its eight neighbors. Beyond speed 
10 issues, there is aiso no dau or coherent theory to support anything larger as well. The design 
issue boils down to canning the y-axis visibility thing, how to couple the luminance into this, and 
a little bit on the friend/enemy asymmetry thfaig. A guiding principle is to simply make a flat 
region zero* a classic pure maxima or minima region a "LO** or the highest value, and to have 
"local lines", ''smooth siopes", ''saddle points" and whatnot &11 out somewhere in between. 

15 The exemplary application uses six basic parameters: 1) luminance; 2) difference from 

local average; 3) the asymmetry factor (with or against the grain); 4) minimum linear factor (our 
crude attempt at flat v. lines v. maxima); 5) bit plane bias factor; and 6) global gain (the user's 
single top level gain knob). 

The Luminance, and Diffmnce from Local Average parameters are straight forward, and 
20 their use is addressed elsewhere in this specification. 

The Asymmetry &ctor is a single scalar applied to the "against the grain" side of the 
difference axis of number 2 directly above. 

The Minimum Linear £aaor is admittedly crude but it should be of some service even in 
a 3 by 3 neighborhood setting. Tte idea is that true 2D local minima and maxima will be highly 
25 perairfaed along each of the four lines travelling through the center pixel of the 3 by 3 
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neighborhood, while a visual line or edge will tend to flatten out at least one of the four linear 
profiles. [The four linear profiles are each 3 pixels in length, i.e., the top left pixel - center - 
bottom right; the top center - center - bottom center, the top right • center - bonom left; the right 
center - center • left center,]. Let's choose some metric of entropy as applied to three pixels in a 
row, perform this on all four linear profiles, then choose the minimum vaiue for our ultimate 
parameter to be used as our y-zxis.* 

Hie Bit Plane Bias &ctor is an interesting creature with two faces, the pre>empdve ^e 
and the post-«mptive fece. In the former, you simply "read'* the unsigned image and see wheie 
all the biases &11 out for all the bit planes, then simply boost the '^global gain" of the bit planes 
which are, in total* going against your desired message, and leave the others alone or even 
slightly lower their gain. En the post-emptive case, you chum out the whole signing process 
replete with the pre-emptive bit plane bias and the other 5 paxameters listed here, and then you, 
eg., run the signed image through heavy JPEG compression AND model the "gestalt distOTtion" 
of line screen printing and subsequent scannmg of the image, and then you read the image and 
6nd out which bit planes are struggling or even in error, you appropriately beef up the bit plane 
bias, and you run through the process again. If you have good data driving the beefing process 
you should only need to perform this step once, or, you con easily Van-Cittertize the process 
(arcane reference to reiterate the process with some damping factor applied to the tweaks). 

Finally, there is the Global Gain. The goal is to make this single variable the top level 
"intensity knob" (more typically a slider or other control on a graphicai user interface) that the 
slightly curious user can adjust if they want to. The very curious user can navigate down 
advanced menus to get their experimental hands on the other five variables here, as well as 
others. 



Visibie Watermark 
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(n cemin applicadons it is desirable to apply a visible indicia to an image to indicate that 
it includes siegaoographicaily encoded data. In one embodiment, this indicia can be a lightly 
visible logo (sometimes termed a 'Vatermark") applied to one comer of the image. This indicates 
that the image is a "sman" image, conveying data in addition to the imagery. A lightbuib is one 
suitable logo. 
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If maiking of images becomes widespread (e.g., fay software cotnpanbie with Adobe*s 
image processing software), a user of such software can decode the embedded data from an image 
and consult a public registry to identify the proprietor of the image. In some embodiments, the 
registry can serve as the conduit through which appropriate royaity payments arc forwarded to the 
proprietor for die user's use of an image. (In an illxisn:arive embodiment the registry is a server 
on the Internet, accessible via die World Wide Web, coupled to a database. The database 
includes desailed information on catalogued images (e.g. name, address, phone aumber of 
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propri^or, and a schedule of charges for different types of uses lo which the image may be putX 
indexed by idenrification codes with which the images ihcmseives arc encoded. A person who 
decodes an image queries die registry with the codes thereby gleaned to obtain the desired data 
and, if appropriate, to forward electronic payment of a copyright royalty to the image's 
5 proprietor.) 



pnrricii|^ f Da^^ Formats 

While die foregoing steganogiapfay techniques are broadly applicable, ±eir commerciai 
acceptance will be aided by establishment of standards setting forth which pixeis/bit cells 
10 repicsem what The following discussion proposes one set of possible standards. For expository 
convenience, this discussion focuses on decoding of the data; encoding follows in a 
straightforward manner. 

Referring to Fig. 42, an im^ 1202 includes a plurality of tiled "signanire blocks" 1204. 
(Partial signature blocks may be present at die image edges.) Each signanue block 1204 includes 
15 an 8 X 8 array of sub-blocks 1206. Each sub-block 1206 includes an 8 x 8 array of bit ceUs 
1208. Each bit cell comprises a 2 x 2 array of "bumps" 1210, Each bump 1210. in turn, 
comprises a square grouping of 16 individual pbceis 1212. 

The individual pixels 1212 are the smallest quanta of image data. In this arrangement, 
however, pixel values aie not, individually, the data carrying elements. Instead, this role is served 
20 by bit cells 120J (i.e. 2x2 arrays of bumps 1210). In particular, the bumps comprising the bits 
cells are encoded to assume one of the two patterns shown in Fig. 41. As noted earlier, the 
pattern shovm in Fig. 41A represents a "0" bit, while die pattern shown in Fig. 41B represents a 
"r bit Each bit cell 1208 (64 image pixels) thus represents a single bit of the embedded data. 
Each sub-block 1206 includes 64 bit cells, and thus conveys 64 bits of embedded data. 
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(The nature of the image changes effecced by the encoding follows the techniques set 
forth above under the heading MORE ON PERCEPTUALLY ADAPTIVE SIGNING; that 
discussion is not repeated here.) 



In the illustrated embodiment, the embedded data includes two parts: control bits and 
5 message bits. The 16 bit ceils 1208A in the center of each sub-block 1206 serve to convey 16 
control bits. The surrounding 48 bit cells 1208B serve to convey 48 message bits. This 64.bit 
chunk of data is encoded in each of the sub-blocks 1206, and is repeated 64 limes in each 
signature block 1204. 

A digression: in addition to encoding of the image to redundantly embed the 64 
10 control/message bits therein, the values of individual pixels are additionally adjusted to efiBect 

encoding of subliminal graticules through the image. In this embodiment, the graticuies discussed 
in conjunaion with Fig. 29A are used, resulting in an impcrccptibie texturing of the image. 
When the image is to be decoded, the image is transformed into the spatial domain, the Fourier- 
Meilin technique is applied to match the graticule energy points with their expected positions, and 
15 the processed data is then inverse-transformed, providing a registered image ready for decoding. 
(The sequence of first tweaking the image to effect encoding of the subliminal graticules, or first 
tweaking the im^e to effect encoding of the embedded data, is not believed to be critical. As 
presently practiced, the local gain Actors (discussed above) are computed: then the data is 
encoded; then die subliminal giaticuie encoding is performed. (Both of these encoding steps 
20 make use of the local gain £actonO) 



Returning to the data format, once the encoded image has been thus registered, the 
locations of the control bits m sub-block 1206 are known. The image is then analyzed, in the 
aggregate (i.e. considering the "northwestem-most" sub-biock 1206 from each signamre block 
1204), to determine the vahie of oonnol bit #1 (represented in sub-biock 1206 by bit ceil 
25 1208Aa). If this value is determined (e.g. by statistical techniques of the sort detailed above) to 
be a "l," this indicates that the fbnnat of the embedded data conforms to the standard detailed 
herein (the Digimarc Beta Data Format). According to this standard, control bit #2 (represented 
by bit cells I208Ab) is a flag indicating whether the image is copyrighted. Control bit #3 
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(represemed by bit cells I208Ac) is a flag indicating whether the image is unsuitable for viewing 
by children. Certain of the remaining bits are used for error detecdon/correaioD purposes. 

The 48 message bits of each sub block 1206 can be put to any use; diey are not specified 
in this format One possible use is to define a numeric "owner" field and a numeric "image/item" 
5 field (e.g. 24 bits each). 

If this data format is used, each sub-block 1206 contains the entire control/message data, 
so same is repeated 64 times within each signature block of the image. 

If control bit #1 is not a then the format of the embedded data does not conform to 
the above described standard. In this case, die reading software analyzes the image data to 
10 determine the value of control biti^. If this bit is set (i.e. equal to T), this signifies an 
embedded ASCII message. The reading software then examines control bits #5 and U6 to 
determine the length of the embedded ASCII message. 

If control bits #5 and #6 both are "0," this indicates the ASCII message is 6 characters in 
length. In this case, die 48 bit cells i208B surrounding the control bits 1 208 A are interpreted as 
15 six ASCn. characters (8 bits each). Again, each sub-block 1206 contains die entire 

control/message data, so same is repeated 64 times widiin each signature block 1204 of die 
image. 

If control bit #5 is "0" and control bit #6 is "1/ this indicates the embedded ASCII 
message is 14 characters in length. In this case, the 48 bit cells 1208B surrounding the control 
20 bits 1208A are interpreted as the first six ASCII cfaaiaciers. The 64 bit cells 1208 of the 
immediately-adjoining sub-block 1220 are interpreted as the final eight ASCII characters. 

Note that in this an^gement, the bit-cells 1208 in the center of 5ub*block 1220 are not 
interpreted as control bits. Instead, the entire sub-block serves to convey additional message bits. 
In this case there is just one group of control bits for two sub-blocks. 
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Also note than in this arrangement, pairs of sub^blocKs 1206 contains the entire 
control/message ^ fft? , so same is repeated 32 times within each signature block 1204 of the 
image. 

Likewise if control bit ^^5 is "1" and control bit #6 is "0 " This indicates the embedded 
5 ASCn message is 30 characters in length. In this case, 2x2 anays of sub-blocks are used for 
each representation of the data. The 48 bit cells 1208B surrounding control bits 1208A are 
interpreted as the first six ASCII diaracters. The 64 bit cells of each of adjoining block 1220 are 
interpreted as representing the next 8 additional characters. The 64 bits cells of sub-block 1222 
are interpreted as representing the next 8 characters. And the 64 bit cells of sub-block 1224 are 
10 interpreted as representing the fmai 8 characters. In diis case, there is just one group of control 
bits for feur sub-blocks. And the control/message data is repeated 16 rimes within each signature 
block 1204 of the image. 

If control bits #5 and «6 are both Ts, this indicates an ASCII message of programmable 
length. In this case, the reading software examines the first 16 bit cells I208B surroundiag the 

15 control bits. Instead of interpreting these bit cells as message bits, dicy are interpreted as 

additional control bits (the opposite of the case described above, where bit cells normally used to 
represent control bits represented message bits instead). In particular, the reading software 
interprets these 16 bits as representing, in binary, the length of the ASCH message. An aigoriihm 
is then applied to this data (matching a similar algorithm used during the encoding process) to 

20 esablish a corresponding tiling pattern (Le. to specify which sub-blocks convey which bits of the 
ASCU message, and which convey control bits.) 

In diis piogrammable-lengdi ASCH message case, control bits are desirably repeated 
several times within a single representation of die message so that, e.g., there is one set of control 
bits for approximately evciy 24 ASCII diaracters. To increase packing efficiency, the tiling 
25 algorithm can aUocaie (divide) a sub-block so that some of its bit-cells are used for a first 
representation of &e message, and others are used for another representation of the message. 
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Refetence was earlier made to beginning the decoding of die registered image by 
considering die ■•no«hwestem-mosf sub-block 1206 in each signature blocic 1204. This bears 
eiaboration. 

Depending on the dau loraiat used, some of die sub-blocks 1206 in each signature block 
1204 may not include control bits. Accordingly, the decoding software desiiabiy detemiines the 
data format by first examining die "nordrvestemW sub4>lock 1206 in each signature block 
1204; die 16 bite cells in die centers of dicse sub-blocks will represent control bite. 

Based on die value(s) of one or more of diese bite (e.g. die Digimarc Bett Data Fonnat bit), die 
decodbg software can identify all odier locations diroughou: each signature block 1204 where die 
control bite are also encoded (e.g. at die center of each of die 64 sub-bbcks 1206 comprising a 
signamre block 1204), and can «se die larger statistical base of data diereby pravided to extract 
the remaining control bite ftom dK image (and to confirm, if desired, die eariier control bit(s) 
determination). After all connol bite have diereby been discerned, die decoding software 
determines (from die control bite) tbc mapping of message bite to bit ceils diroughout die image. 

To reduce die likelihood of visual artifacte. die numbering of bit cells widiin sub-blocks is 
alternated in a checkerboaid-like feshion. TTua is. Ae "northwestetn-most'' bit cell in the 
-ootthwesteraW sub-block is numbered "O." Numbering increases left to tight, and 
successively dirough die rows, up to bit ceil 63 . Each sub-block diametrically adjoining one of 
its comen (i.e. sub-block 1224) has die same ordering of bit cells. But sub-blocks adjoining ite 
V> edges (i.e. sub-blocks 1220 and 1222) have the opposite numbering. TTial is. the "northwcstcm- 
most- bit cell m sub-blocks 1220 and 1222 is numbered "63." Numbering decreases left to right, 
and successively dirough die rows, down to 0. Likewise diroughout each signature block 1204. 

In a variant of die Digimart beta format a of sub-blocks is used for each 
«p««emation of die da«. providing 128 bit cells. The center 16 bit ceils 1208 in the first sub- 
25 block 1206 are used to represent control bite. TTie 48 remaining bit cells in diat sub-block, 

Mgedier widi all 64 bit cells 1208 in die adjoining sub-block 1220. are used to provide a 1 12-bit 
message field. Likewise for ev«y pair of sub-blocks diroughout each signanire block 1204. In 
such an ainmgemem, each signature block 1204 dius includes 32 complete representations of d« 



15 



SUBSTITUTE SHEET (RUUE 26) 



wo 97/43736 



FCr/I)S97/l«3Sl . 



- 135 



encoded (as opposed «> 64 representarions in the eariier-descnbed samiani). This additioiul 
length aUows encoding of longer data strings, such as a nnmerie IP address (eg. URL). 

Obvioiisly, numetous alternative data fonnats can be designed. The parncttlar format 
used can be indicated to the decoding software by values of one or moie control bhs in the 
S encoded image. 



Other Applications 



- Before coocluding. it may be insmictrve to review some of the other fields where 
principles of applicant's technology can be employed. 

,5 One is smait business cards, wherein a business card is provided with a photograph 

having unobtrusive, machme-madable ccntaa data embedded therein. CThe same fimcaon cart be 
achieved by changing the surftce microtopology of the card to embed the data therem.) 

Anodier promising application is in content reguiation. Television signals, images oa the 
Intone, and odter content sources (audio, image, video, etc.) can have dam indicatmg thetr 
20 -approt^ateness- (i.e. their mting far sex, violence, suitability for children, etc.) aouaUy 

en^bedded m *e content itself rather than e:acmally associated therewith. Television rece^er. 
internet surfing software, etc., can discern such appropriateness ratings (e.g. by use of untvetsal 
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code decoding) and can take appropriate action (e.g. not permitting viewing of an image or video, 
or play-back of an audio source). 



In a simple embodiment of the foregoing, the embedded data can have one or more "flag" 
bits, as discussed earlier. One flag bit can signify "inappropriate for children." (Otiiers can be. 
e.g., "this image is copyrighted" or "this image is in the public domain/) Such flag bits can be 
in a field of control bits distinct from an embedded message, or can - diemseWes - be the 
message. By examining the state of diese flag bits, the decoder software can quickly apprise the 
user of various attributes of the image. 



(As discussed cariier, control bits can be encoded in known fecations in the image - 
10 known relative to the suWnninal graticules - and can indicate the fomiat of the embedded data 
(c.g. its Icngdi, its type* etc.) As such, these control bits are analogous to data sometimes 
conveyed in prior ait file headers, but in this case they are embedded within an im^e, instead of 
piiepended to a file.) 

Hie field of merchandise marking is generally well served by familiar bar codes and 
15 universal product codes. However, in certain applications, such bar codes are undesirable (e.g. 
for aesthetic considerations, or where security is a concern). In such applications, applicant's 
technology may be used to mark merchandise, either through in innocuous carrier (c.g. a 
photograph associated with the product^ or by encoding the raicrotopology of the merchandise's 
surface, or a label thereon. 



20 There are applications - too numerous to detail - in which stEganogiaphy can 

advantageously be combined with encryption and/or digital signature technology to provide 
enhanced security. 



Medical records appear m be an area in which audienticati(Hi is important 
Steganogiaphic principles - applied either to film-based records or to the microtopology 
25 documents - can be employed to provide some protection against tampering. 
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Many industries, e.g. automobile and airline, reiy on tags to mark critical parts. Such 
tags, however, are easily removed, and can often be counterfeited. In applications wherein better 
security is desired, indostrial parts can be steganographically marked to provide an inconspicuous 
identtfication/authenticarion tag. 

5 In various of the applications reviewed in this specification, diffetent messages can be 

steganographically conveyed by different regions of an image (e.g. different regions of an image 
can provide different internet URLs, or different regions of a photocollage can identify different 
photographers). Likewise with other media (e.g. sound). 

Some software visionaries look to the day when data blobs will roam the datawaves and 
10 interact with other data blobs. In such an era, it will be necessary for such blobs to have robust 
and incorruptible ways of identifying themselves. St^anographic techniques again hold much 
promise here. 

Finally, message changing codes — recursive systems in which steganographically 
encoded messages actnally change underlying steganographic code patterns - offer new levels of 
15 sophistication and security. Such message changing codes are particularly well suited to 

appb'cations such as plastic cash cards where time-changing elements are important to enhance 
security. 

Again, while qTpIicant prefers the particular forms of steganographic encoding detailed 
above, the diverse applications disclosed m this specification can largely be practiced with other 
20 steganographic marking techniques, many of which are known in die prior an. Likewise, while 
the specification has focused on applications of this technology to images, the principles diereof 
are generally equally applicable to embedding such information in audio, physical media, or any 
other carrier of uxformarion. 

Finally, while the specification has been illustrated with panicuiar embodiments, it will be 
25 recognized that elements, components and steps from these embodunents can be recorabined in 
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different arrangeTneacs to serve different needs and ^plications, as will be readily 
^parent to those of ordinary skill in the art. 

5 POINTER TO A HEADER, AND/OR, POINTER TO A PROCESS 

The basic philosqshy surrounding the use of a ''header^' in a digital file has 
already been discussed, along with the idea that steganographically encoded information 
can serve many of these funaions independently or in parallel with a traditional header. 

10 This section attempts to farther clarify this notion as well as further clarify the notion 
that attached information can act as a ''pointer" to a remote database containing the 
information that might be otherwise contained in a header. Refer to the sections on 
header verification, the ""bodier*", and network linking methods and hot objects in 
general. This section also expands upon the idea that header information and ocher 

15 kinds of attached information can be more than simply passive descriptive infomaaticni, 
but can be fiiily executable code or other forms of "active information and network 
links." 

As previously developed in the section on hot (Ejects, given that realtime connection of 
a desktop computer, a television set or a stero system onto a network is becoming more 

20 and more commonplace, the absolute need for an attached header replete with full 

infonnation about a data object is diminishing, and the possibility of simply pointing to 
a remote yet connected database is becoming more and more practical. The persistent 
and immediate connection to the information is more fundamental than strictly needing 
the fiill infonnation attached to the data object (where time to change mfonnation 

25 presents a particular problem for object-attached information). 

Referring back to Fig, 16, and barkening back to the discussion on networked 
linking methods, we fmd the situation depicted in Fig. 60. The header informaion 
"joe's image" is now only located on some accessible remote database, and the 
information attached to the object in either the actual header, or steganographically 

30 embedded, or both, now contains simply an address to the remote database location. 
Software applications would then be manufactured such that a networked connection 
would be assumed to be either active or citable of becoming so rather swiftly, and that 
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when a data object such as an image or a video clip was read in, the embedded address 
of the header information would be read, a quick retrieve of the database information 
would be performed, and the remote header information would be used just as if it were 
locally anached to the data object 

$ It is important to note that the stegonographic embedded information does not 

necessarily need to be present in order to make such a system function, and vice versa, 
the traditional header need not be present if steganographic information is present The 
two together represent a value-added redundancy and greater assurance that the link 
between the remote information and the c^ject remain intact. Likewise, even if there 

xo does exist some ^master remote headed for a given data object, an '*static-in-time copy*' 
(by definition) of that roaster header file can still travel with the data object for the 
puq)oses of speed or for the purposes of servicing non-neiworked sties or applications, 
with reference back to the master if need be for any latest updates. Likewise, though 
the principles of this application focus largely on audio-visual signals and data objects, 

15 many of diese design principles s^Iy to text files, software programs, basic data 

records, and the like, where steganogri^>hy per se may not even be applicable. Likewise, 
any other kind of information can certainly sdll be attached to an object in addition to 
the above mentioned "lieader" information. Another way to look at it is that this new 
"header address" can simply be appended to or incorporated into any existing header 

20 format such as JPEG, TIFF, etc. 

It is also important to note that the information stored remotely need not simply 
be "passive information*' such as a person's name or the latest price for some peddled 
item. Ii can also be computer instructions or software executable code that is associated 
with the data object Thus a software application can read in a data object, reading at 

25 the same time the remote database address, retrieve via a network the remote 

connection, then either display the remote information along with the data object 
information itself, or actually launch some local application much like JAVA based 
systems currently function, or the remote database can actually ship executable code 
which may then be invoked locally on the machine where the data object has been read. 

30 In this fashion, a data objea becomes a first stepping stone into some computing 

experience usually related to the content of the object itself, much as a cover of a book 
is a quick visual sununary of the t}Ook's content where the challenge becomes emicing 
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third parties to enter. 

The nodoQ of a singular strijig of attached bits referring to a remote database 
wherein a master header is located we shall henceforth refer to as an "identity pointer''. 
We shaU refer to the database location containing the master information connected 
with that data object as the **masier identity." 

As is well known even in the prior ait of traditional mail, addresses can be 
hierarchical in namrc, with ever finer levels of granularity in searching for the ultimate 
central location or master identity. So too with identity pointers, they can actually be a 
single string of hierarchical information parsed according to where an application or 
0 machine needs to go in order to retrieve the full information associated with the data 
object and/or audio/visaal signal. Thus, a sub-string faiside the identity pointer might 
indicate, through proper programmiDg of an application or mstrument including address 
redirection tables, that the master identity for such and such object exists mside one's 
own computer at such and such directory and in such and such file. On the other hand, 
16 a first section of the identity pointer might indicate a search is required on the world 
wide web for a particular rights management database or commerce server database, a 
second section of the identity pointer then "pcMnis** to an address at this particular 
database, wherein what is pointed to may be the uldroate location of the master identity, 
or the potnted-to location is actually a database of further pointers to a multitude of 
20 databases, indicating that a third section of the identity pointer now has an address 
location of the ultimate master identity. This formula can clearly recurse farther mto 
fourth, fifths and so oo layers. The point is that it is not strictly required to have the 
identity pointer only point to some singular master database, but that there will in fact 
be a multimde of interconnected databases which will be the riile rather than the 
25 exception. This includes databases which are more traditionally viewed as belonging in 
some kind of network which is not necessarily as large as the internet, such as local area 
networks, or even a personal computers series of hard drives, or whatever. Hie main 
overall point is that the identity pointer contams sufficient information in order to be 
able to find the master identity, where it is a given thai an application or instrument can 
30 read the master pointer, interpret it, and do the searching and retrieving of the master 
identity. 

Those skilled in the art may nonce that so far in this section no mention has been 
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made about encrypting either the identiiy pointer or the master identity or any 
communications involved in the overall process. Such improvements can certainly be 
made and enhance more of the ''secure identification" aspects of an attached 
informaiion system, or the related 'Verification" function that many commerce 
applications will be seeking. The basic principles of the invention can nevertheless be 
followed 

The identity pointer can also point to locations which are not (currently) viewed 
as strictly a database. For example^ a data object can contain a sub-string which points 
to a particular application that needs to be lannched in order to resolve the remainder of 
the identity pointer string. A more specific example of the general example might be 
that a sub-string in the identiiy pointer instructs a machine to launch a web browser* and 
the remainder of the string would be a tradidonal URL to some web page containing 
basic contact informauon to the creator of a video production. Users on a local machine 
might program the machine to their own liking in that they would "allow" content with 
these abiliues to go ahead and launch browsers when instructed, or they can tell their 
local machine to ignore these requests by a given piece of content. Likevidse, an sub- 
string in the identity pointer might instruct a multimedia database interface program to 
be launched and die location of die object in question sought* found, and displayed. 

It can be reacUiy seen diat the gmeral principles of the invention would indicate 
that applications and instruments which deal widi data objects require less and less local 
intelligence regarding "interpreting and operating upon" attached information, yet 
instead they become better and better at bemg realtime connected to a broader network 
and know how to properly find and retrieve informauon from various locations on that 
broader netwwk. Moreover, applications and instruments so enabled would also make 
use of well-known- jn-thc-art metiiods of launching new exccaiion threads or entire new 
applications based on the retrieved information. The physical location of the master 
identity, as well as tiie "level" it exists on in the network hierarchy (from CPU RAM, 
through Operating System, through local storage disks, through local networks, up 
through global networks such as die Internet) becomes immaterial so long as an 
application or instrument is equipped with die realtime ability to find and relieve the 
pertinent informauon. 

We now turn toward a more detailed description of die drawings. Fig. 60 depicts 
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• the essential concept behind the '^master identity object" and a system buik around it, 
C*Master Identity Object*', or MIO. is here nscd as a convraience and should not be 
construed as limiting the kind of infonnation pointed to by an embedded pointer, i.e.. 
the MIO could easily point to executable code or executable sequences for example 
rather than identity information). Indeed, the system is essential to the definition of the 
object. Quite simply, a header is replaced by a pointer lo a header, and the header 
information itself is located in some accessible location. The pointer 1690 represents 
whatever complete address information is needed in order for an instruracm or 
application to locate the header information, 1694, located in some binary storage 
) location (or dambase) 1692. The data stream 802 is whatever normal data that might be 
contained in a typical digital image file or binary record or software program or 
whatever. The pointer. 1690, can also be embedded stcganographically as depicted, or 
alternatively, it can ONLY be associated with the data stream stcganographically. 

Fig. 61 begins to dissect Fig. 60, trying to depict a closer view of a practical MIO 
5 {"master identity object"). Reverence is paid to the idea tiiat common data objects and 
common data formats will be used for some time to come, and in many ways ibt MIO 
fflfonnation wiD be appended. Thus we start with a traditional header 1700 and tiic 
associated data stream 802- The MIO pointer is now split out into three pieces, a "tag" 
which Idattifies the following informaUOT as a pointer to a remote database. The 
so pointer is now convcnientiy split into a pointer to a pointer 1704, effectively giving the 
address of some database in a sea of potential databases, while pointer 1 706 is tiie 
ultimate address on the found database pointed to by 1704. Indeed, 1704 could also be 
split out. just as in surface mail type addressing. 

Fig. 61 also indicates tiiai multiple layers of MIO information can be added to an 
26 object One example of this would be that an organization would track and account for 
aU incomkig and outgoing data objects and wish to provide a pointer to timt given 
objects Ufetime within die organizations data networlc, yet respect any previous MIO 
information that die creator or distribuior of a data object already attached to that object. 
There are numerous other examples, including derivative work applications or siuiations 
30 where a data object evolves. 

Fig. 62 takes a closer look at the connectivity components of an MIO system, 
looked at tiiroogh the eyes of an instrument or application needing to retrieve the master 
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idenmy infonnation for a given MIO-enabied data object An arbitrary data object 1710 
enters a highly genericized '"node** 1712. Typically, this node might be an '*open file*^ 
procedure in a software applicauon» or it might be a ''search for all image files'" 
operation initiated io a computei's operating system, or tc might be a digital receiver in a 

5 television set. 

The node 1712 is meant to represent the place where a given data object enters a 
given instniment or applicauon and is scanned for MIO traits. The node 1712's output 
is simply that the data object either is or is not an MIO type object. If it discovers an 
MIO object as in 17I6> it most next ask the simple question of whether or not the given 

10 instruments cares or not, essentially asking whether or not to go fetch the information 
poimed to by the embedded pointer. If it is not configured to do so, it goes on with its 
work, 1718, If h is configured to go fetch the associated remote information (1720), it 
then snnply goes through a basic address resolution process to }ocate the master 
identity. A first low level search might be typical wherein the "master identity" (which 

16 we have amply explained might actually be a search for further instructions rather than 
only "looking for a name") is potentially found on a usei's own desktop con^Miter or 
local instrument This might be as tow level as a call to some memory location in the 
CPU system 1724, perhaps retrieving and therefor instigating instrucdons to prepare for 
video information to follow. Or it might be a pointer 1726 to some location in a display 

20 device, perhaps as a precursor to understanding the current display settings that a user is 
operating under. 

Hie need for multiple layers of MIO information as depicted in Rg. 61 becomes 
mrt apparent in these examples as well» in that the lower level retrieving will often be 
precursors to more advanced actions. Likewise, an address might be found in the 

25 . operating system 1728, ROM, RAM, hard drives, etc. (1730). A token indication of a 
firewall 1732 is depicted showing that some addresses will only be accessible to a 
•local object" by design. Finally, perhaps the more common use of true "identity" will 
come from a route to a broader network 1734. Depicted is a certain remote database 
1736 where the given data object might have its master identity. These two basic ideas 

30 of "local'' identity and "remote" identity are depicted below as 1738 and 1740, but it 
should be appreciated that these can become quite blurry in their distinctions. 
It should be understood that one object of this invention is that, for many 
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practical systems, the locating |HOcess of finding and retrieving the master identity 
infonnation or instmcticms is meant to take place in realtime, thai is, is typically less 
than a second or two ideally, and no more than ten seconds or twenty seconds even in 
case where there is in the multiples of kilobytes to retrieve. This kind of time 
5 perfonnance is generally possible today on the internet even widi sub- 100Kbit per 

second modems, though less than a second is generally out of reach of current modem- 
based systems using standard phone lines and standard interoet communicatiotis 
protocols. 

Fig. 63 Graces out a generic process flow within an instrument or applicadon with 

10 a slightly different twist than depicted in Fig. 62. Again, any device capable of 

processing a data object reads said object in, 1750. and asks the simple question of 
whether or not remote associated faiformation exists for that abject 1752, If not, fme, 
1754, go about your way. If so. it asks should I care, 1758, if not (1760, go about your 
way. If so, 1762, go fetch the information (or series of infonnation if there is recursive 

15 MIO infonnation). Box 1766 then explicitly shows that the user's device wiD still effect 
what happens even after the remote data is retrieved. 

The permutations and combinations of operations from this point forward are as 
broad as gen^ computing principles permit. As one tiny example, the user may have 
configured the device such that if the retrieved informaiion does not match cenain "key 

20 words" thai the user has chosen* then don't even bother displaying an image (assuming 
that is the data object in question). Essendally . the retrieved information from 1764 and 
the user configuration 1766 set up a generally unlimited set of new instructions to the 
device. Another example might be that the user configuration 1766 says to go ahead 
and follow whatever instructions come back with the retrieved infonnation, such as 

25 ""launch a browser and follow an URL to some JAVA web site and don't mind sending 
out my credit card information if they aslc'\ This is deliberately melodramatic to 
ilhistrate that the basic branching at 1770 is as broad as general computing principles 
permit 

Fig. 64 briefly illustrates that both embedded information as well as pointed-co 
ao information can ^mally sequences of instnictions. including decision branched 

instractions, not merely singular instructions or singular blocks of passive descriptive 
infonnation. This idea is encapsulated in the word "script" as is generally well known 
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in the an of computiog. 

Fig. 63 essentially depicts an MIO system operated in "reverse" from that <tf the 
previous few figures. In general, the idea here is that the master identity wants to know 
and coUect all migration activuies of its associated data object, and the system depicted 

5 inFig.65i5esseadaIly a waytodothis. Again, we see a generic data object I S20 

entering some generic application or instnmient 1822, here referred to as a ''reporting 
node". The fini question still is "are you an MI07' 1824. 1826 alludes to the idea of 
reporting non-hits to some kind of master MIO system database 1S30» a database which 
might track the broad traffic patterns of MIO object vs. Non-MIO objects. If the node 

10 finds an MIO, the next logical question is "may" I send a message to its master identity 
in order to inform the master identity that this object passed this location at this 
particular time? (1834). This is imponant since there will be many situations due to 
privacy and security considerations where such reporting would be intolerable 1 834. 
However* there may also be many situations where diis reporting information is 

15 valuable to all users of MIO based systems, and a "count" message will be sent to the 
master identity location, where locating the master ideiuity follows previous 
descnpdons. Details of how die master identity collects messages are left silent here as 
this form of data collection technology is readily available in today's marketplace and 
computii^ systems, where ultra-mundane methods such as sending a self-coiuained e- 

20 mail to some e-mail address might even suffice as a methodolog)' of counting (horribly 
inefficient but indicative of the vast arrays of methods to have a master identity 
yiatyiyigr keep track of hundreds if not millions copies of "itself). 

In view of the wide variety of iirq)lementations and applications to which the 
principles of tiiis technology can be put, it should be apparent diat the detailed 

25 embodiments are illustrative only and in no way limit the scope of my invention. 1 

claim as my invention all such embodiments as come within the scope and spirit of the 
following claims and equivalents thereto. 



wo 97/43736 



FCTAJS97A)a351 



146 
CLAIMS 

1 . A multi-coxnputar system inclading a network for endsedding and 
reading a waimnark, the system comprising: 

5 a first digital eiectrical computer system Gomprising a first digital electrical 

computer electrically connected to a first input device, to a first output device, and to a 
first memory storing a plurality of creator identifiers and creator contact data 
corresponding to each of the creator identifias; 

a second digital electrical computer system comprising a second digital electrical 

10 computer electrically connected to a second input device and to a second output device, 
the second digital electrical computer being programmed to embed a watermark in a 
digital photographic image, the watermark including one of the plurality of creator 
idendfiers; 

a third digital electrical computer system comprising a third digital electrical 
IB computer electrically connected to a third input device and to a third output device^ die 
third digital electrical computer being programmed to read the waiermaric in the digital 
photographic image to reveal the one of the plurality of creator identifiers; 

a network for communicating the revealed one of the plurality of creator 
identifiers to the first digital electrical computer to obtain the creator contact data 
20 corresponding to the one of the plurality of creator identifiers form the memory. 

2. The system of claim 1, wherein: 

the second digital electrical computer is programmed to automatically detect for 
a watennaric when an image is first examined by the second digital electrical computer. 

3. The system of claim 1, wherein: 

25 the second digital electrical computer is programmed to selectably detect for a 

watermark when an image is examined by the second ctigital eiectrical computer. 

4. The system of claim 1 , wherein: 
the network includes the Internet; 

the watermark includes information identifying a World Wide Web site; and 
30 wherein 

die diird digital electrical computer system is programmed to load a World Wide 
Web browser and connect to die World Wide Web site in response to the revealed one 
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of the plurality of creator identifiers. 

5. The system of claim 1 » wherein: 

the watermark includes extended data including at lease one member from the 
group consisting of an organization identifier, a transaction identifier, and an item 
identifier. 

6. In a television set, audio stereo system, computing system, or other 
system capable of receiving, storings transmitting, or processing an audio or visual 
signal, an improvement comprising: 

means for adding to an initial audio or visual signal an additional digital 
infonnation associated with the initial signal, 

the additional information containing, in whole or in pan, an identification 
number which is uniquely assigned lo the individual initial signal or copies thereof, 

wherein the identification number represents an address to a location in a remote 
database wherein a prestored set of information associated with the initiai signal is 
contained, and 

means coupled to the system containing a processor responsive to basic operating 
instructions for enabling tf» reading of the additional infwmation and enabling the 
realtime retrieving ftom the remote database a subset of the prestoied information via a 
communications link with the remote site. 

7. The system of claim 6, wherein the prestored set of information 
comprises idcnufication and description information about the signal or an object 
contained in or represented by the signal. 

8. The system of claim 6, wherein the prestored set of information 
comprises a set of machine instroctions executable to perform a task relative to the 
initial signal or about an objea contained in the initial signal. 

9. Hie syst«n of claim 6, wherein the prestored set of information 
comprises a menu of options or commands. 

10. The system of claim K including means for steganographicaily 
embedding the additional information in the initial signal. 

1 1 . The system of claim I , wherein there also exists a second number as pan 
of the additional inforaiation, wherein the second number is the address or identifier of 
the database itself to which the first identification points inside, in the context of 
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multiple databases serving a multitude of audio and visual signals. 

12. Tbt syston of claim 4, fiist and second numbers steganographically 
embedded in the initial signal. 

13. The system of claim 1, wherdn there is additionally an instrument or 
receiving station which monitors a multiple number of audio/Visual public channels 
searching and recording the identificanon numbers and reporting sitings. 

14. In an image processing method that includes steganographically 
decoding an input two-dimensional image to extract a multi-bit code therein, the image 
comprising a two-dimensional array of pixels, an improvement comprising: 

transforming the image into the spatial frequency domain; 

pattern matching the transformed image so spatial frequencies obtained by said 
transforming step coincide with reference spatial frequencies, to thereby effect 
registration of the transformed image; 

inverse-transfonning the aansformed image to yield a registered image; 

identifying, in the registered image, a plurality of regions that encode a first 
control bit, said regions being distributed through the registered image in a regular 
anay: 

performing a statistical analysis over at least said pluraliqr of regions to 
determine whether the first control bit has first or second values; 

if said control bit has the first value, performing a first decoding process on the 
image to extract the code therefrom; and 

if said control bit has the second vahie, peif ornung a second decoding process on 
the image to extract the code therefrom, the second decoding process bemg different 
than the first 



26 
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FIG. 3 
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FIG. 17 
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FIG. 19 




QUEST FOR MOSAICED KNOT PATTERNS WHICH ■COVER" AND 
ARE COEXTENSIVE WITH ORIGINAL IMAGE; 
ALL ELEMENTAL KNOT PATTERNS CAN CONVEY THE SAME 
INFORMATION, SUCH AS A SIGNATURE, OR EACH CAN CONVEY A 
NEW MESSAGE IN A STEGANOGRAPHIC SENSE 
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2-0 BRIGHTNESS OF PHASE-ONLY FILTERED 

RING IS SIMILAR TO THE ABOVE BRIGHTNESS PATTERN 

ROTATED ABOUT CENTRAL POINT OF RING: 
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FIG. 21A 
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EXAMPLE OF HOW MANY ELEMENTARY BUMPS, 900. WOULD BE ASSIGNED 
LOCATIONS IN AN IMAGE, AND THOSE LOCATIONS WOULD BE ASSOCIATED 
WITH A CORRESPONDING BIT PLANE IN THE N-BIT WORD. HERE TAKEN 
AS N=8 WITH INDEXES OF 0-7. ONE LOCATION, ASSOCIATED WITH BIT 
PLANE "5", HAS THE OVERLAY OF THE BUMP PROFILE DEPICTED. 
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FIG. 23 
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CONTAINS RUDIMENTARY OPTICAL SCANNER, 
MEMORY BUFFERS, COMMUNICATIONS DEVICES. 
AND MICROPROCESSOR 
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CONSUMER MERELY PLACES CARD INTO WINDOW 
AND CAN, AT THEIR PREARRANGED OPTION, EITHER 
TYPE IN A PERSONAL IDENTIFICATION NUMBER 
(PIN, FOR ADDED SECURITY) OR NOT THE TRANSACTION 
IS APPROVED OR DISAPPROVED WITHIN SECONDS. 



wo 97/43736 



PCT/US97/08351 



18/55 



FIG. 24 
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FIG. 26 

THE NEGLIGIBLE-FRAUD CASH CARD SYSTEM 




A BASIC FOUNDATION OF THE CASH CARD SYSTEM IS A 24-HOUR 
INFORMATION NETWORK, WHERE BOTH THE STATIONS WHICH CREATE 
THE PHYSICAL CASH CARDS, 950. AND THE POINT-OF-SALES, 984. 
ARE ALL HOOKED UP TO THE SAME NETWORK CONTINUOUSLY 
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FIG. 29 



EMBEDDED SIGNAL 
POWER SPECTRUM, 
1002 



UV PLANE, 1000 



TYPICAL POWER SPECTRUM 
OF ARBITRARY IMAGE, 
1004 



NON-HARMONIC SPATIAL FREQUENCIES ALONG THE 
45 DEGREE AXES, GIVING RISE TO A WEAVE-LIKE 
CROSS-HATCHING PATTERN IN THE SPATIAL DOMAIN 



FIG. 30 



EMBEDDED SIGNAL 
POWER SPECTRUM, 
1006 




UV PLANE, 1000 



TYPICAL POWER SPECTRUM 
OF ARBITRARY IMAGE, 
1004 



NON-HARMONIC CONCENTRIC CIRCLES IN UV PLANE, 
WHERE PHASE HOPS QUASI-RANDOMLY ALONG EACH 
CIRCLE, GIVING RISE TO PSEUDO RANDOM LOOKING 
PATTERNS IN THE SPATIAL DOMAIN 
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PHASE OF SPATIAL 
FREQUENCIES ALONG 
THIRD CONCENTRIC RING. 
1016 
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FIG. 33A 



FIG. 33B 
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POWER PROFILE ALONG ANGLE A, AS NORMALIZED BY 
ITS OWN MOVING AVERAGE; ONLY A MINIMAL AMOUNT 
EXCEEDS THRESHOLD, GIVING A SMALL INTEGRATED VALUE 



FIG. 33D 
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POWER PRORLE ALONG ANGLE B. AS NORMALIZED BY 
ITS OWN MOVING AVERAGE; THIS FINDS STRONG ENERGY 
ABOVE THE THRESHOLD 
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FIG. 34A 



FIG. 34B 
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POWER PROFILE ALONG CIRCLE AT RADIUS A 
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FIG. 35A f f 



XXX 




SCALE = A; ADD ALL POWER VALUES AT THE 
■KNOWN" FREQUENCIES", 1042 



¥ XX 



FIG. 35B I I 



SCALE = B; ADD ALL POWER VALUES AT THE 
"KNOWN" FREQUENCIES". 1044 




"SCALED-KERNEL" BASED MATCHED FILTER; PEAK IS 
WHERE THE SCALE OF THE SUBLIMINAL GRID WAS 
FOUND, 1046 
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ARBITRARY ORIGINAL IMAGE XZ/ 
IN WHICH SUBUMINAL ^ 
GRATICULES MAY HAVE BEEN PLACED "COLUMN SCAN" 

IS APPLIED ALONG A 
GIVEN ANGLE THROUGH 
THE CENTER OF THE 
IMAGE 



COLUMN- 
INTEGRATED 
GREY 
VALUES, 
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MAGNITUDE OF FOURIER TRANSFORM OF SCAN DATA 



wo 97/43736 



PCT/US97/08351 



30/55 . 



FIG. 37 

PROCESS STEPS 

1. SCAN IN PHOTOGRAPH 

2. 2D FFT 

3. GENERATE 2D POWER SPECTRUM. FILTER WITH E.G. 
3X3 BLURRING KERNEL 

4 STEP ANGLES FROM 0 DEGREES THROUGH 90 (1/2 DEG) 

5. GENERATE NORMALIZED VECTOR, WITH POWER VALUE 
AS NUMERATOR, AND MOVING AVERAGED POWER 
VALUE AS DENOMINATOR 

6. INTEGRATE VALUES AS SOME THRESHOLD. GIVING 
A SINGLE INTEGRATED VALUE FOR THIS ANGLE 

7. END STEP ON ANGLES 

8. FIND TOP ONE OR TWO OR THREE TEAKS" FROM THE 
ANGLES IN LOOP 4, THEN FOR EACH PEAK... 

9. STEP SCALE FROM 25% TO 400%. STEP -1 .01 

10. ADD THE NORMAUZED POWER VALUES CORRESPONDING 
TO THE 'N* SCALED FREQUENCIES OF STANDARD 

11 . KEEP TRACK OF HIGHEST VALUE IN LOOP 

12. END LOOP 9 AND 8, DETERMINE HIGHEST VALUE 

13. ROTATION AND SCALE NOW FOUND 

14. PERFORM TRADITIONAL MATCHED FILTER TO 
FIND EXACT SPATIAL OFFSET 

15. PERFORM ANY "FINE TUNING" TO PRECISELY 
DETERMINE ROTATION, SCALE, OFFSET 
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BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of the original 
documents submitted by the apphcant. 

Defects ijH^ images include but are not limited to the items checked: 

^BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SffiES 

□ FApED TEXT OR DRAWING 

□ BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 
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□ GRAY SCALE DOCUMENTS 
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□ R£FERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



